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Legal Notice

Legal Notice

Copyright

© 2019 RACOM. All rights reserved.

RACOM s. r. o. (further referred to under the abbreviated name RACOM) is the sole author and owner
of all rights to this User manual. Same apply for other materials and documentation relating to RACOM
products. It is prohibited to make written, printed or other copies of this User manual and related product
documentation or records on various media or translate any part of this manual into other languages
(without the written permission of the rights owner).

Products described in this User manual may contain software proprietary to RACOM and its use is
governed by RACOM Open Software License. The offer of supply of these products and services does
not include or infer any transfer of ownership. No part of the software or documentation or information
supplied may be divulged to any third party without the express written consent of RACOM.

Disclaimer

These materials and information are provided “as is” without warranty of any kind, either expressed or
implied, including but not limited to, the implied warranties of merchantability, fithess for a particular
purpose or non-infringement. Although every precaution has been taken in preparing this information,
RACOM assumes no liability for errors and omissions, or any damages resulting from the use of this
information.

This User manual contains links to the RACOM website and to other entities outside RACOM's control.
All links are intended solely to speed up the operation of the manual and improve user comfort. RACOM
shall not be liable for the timeliness, availability or content of such websites and shall not be liable for
any damages or consequences resulting from access to or use of such websites.

This document or the equipment may be modified without notice, in the interests of improving the
product or the information about it.

Suppliers, and other parties involved in creating and delivering described product shall not be liable
for any special, indirect, incidental, or consequential damages, including lost revenues or lost profits.

Trademark

All trademarks and product names are the property of their respective owners.

Important Notice

* Due to the nature of wireless communications, transmission and reception of data can never be
guaranteed. Data may be delayed, corrupted (i.e., have errors), or be totally lost. Significant delays
or losses of data are rare when wireless devices produced by RACOM are used in an appropriate
manner within a well constructed network.

Conditions of use

» Equipment mentioned in this manual may only be used in accordance with instructions contained in
this manual. Error-free and safe operation of this equipment is only guaranteed if this equipment is
transported, stored, operated and controlled in the proper manner. The same applies to equipment
maintenance.

© RACOM s.r.o. — RAy3 Microwave Link 5



Legal Notice

*+ RACOM wireless communication device should not be used in situations where failure to transmit
or receive data could result in damage of any kind to the user or any other party, including but not
limited to personal injury, death, or loss of property.

+ RACOM products are not developed, designed or tested for use in applications which may directly
affect health and/or life functions of humans or animals, nor to be a component of similarly important
systems, and RACOM does not provide any guarantee when company products are used in such
applications.

» The radio equipment can only be operated on frequencies stipulated by the body authorised by the
radio operation administration in the respective country and cannot exceed the maximum permitted
output power. RACOM is not responsible for products used in an unauthorised way.

* In order to prevent damage to the radio modem and other terminal equipment the supply must always
be disconnected upon connecting or disconnecting the cable to the radio modem data interface. It
is necessary to ensure that connected equipment has been grounded to the same potential.

Limitation of responsibility

* RACOM accepts no liability for damages of any kind resulting from delays or errors in data transmitted
or received using RACOM wireless communication device, or its failure to transmit or receive such
data.

» Under no circumstances is RACOM or any other company or person responsible for incidental, acci-
dental or related damage arising as a result of the use of this product. RACOM does not provide the
user with any form of guarantee containing assurance of the suitability and applicability for its applic-
ation.

Product changes

» The radio equipment described in this manual may be modified by RACOM without notice, in the
interests of improving the product. RACOM will apply the reasonable effort to describe product
changes in this manual as soon as possible.

» The production of the radio equipment may be postponed or discontinued by RACOM without prior
notice.

* The radio equipment hardware, firmware and software can't be changed or modified by a user or
any other third-party. Only officially distributed firmware from RACOM is allowed to be installed on
the equipment.

c Important

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.
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Quick guide

Quick guide

1. Delivered items 2. Accessories

Antennas
RAy 3
Bushings

Power supplies PoE or DC  Required tools Voltmeter or

smartphone
| ith

Plugs 1x or laptop wit

Connectors 1x RJ45 /

WiFi Gy

Grease 1x

3. Power supply

ETH1 + POE PoE power supply

USB/WIFI=
OTH-DC/RJ45 std delivery

230 VAC

Accessing units

- Default IP addresses for Ethernet access: 192.168.169.169/24 (L unit) and 192.168.169.170/24 (U unit)

- Default IP address for USB/WiFi or USB/Eth access: 172.17.17.17/24 (both units)

Ethernet access - set computer IP address within the range 192.168.169.1-255. USB/WiFi or USB/Eth access - IP address
set automatically by DHCP (enabled by default, can be disabled in unit management). Recommended USB adapter must be
plugged in to the unit. Default WiFi setting is without any password (recommended is to set one immediately).

- Web browser access to management: - Antenna Alignment Tool:
http://172.17.17.17 (both units, USB/WiFi or USB/Eth) http://172.17.17.17/tk (both units, USB/WiFi or USB/Eth)
or http://192.168.169.169 (L unit, Ethernet) or http://192.168.169.169/tk (L unit, Ethernet)
or http://192.168.169.170 (U unit, Ethernet) or http://192.168.169.170/tk (U unit, Ethernet)
Defaults: Username: admin, Password: admin no Username or Password is required for Tool

Secure HTTPS access can be optionally used instead (use ,secured version® below main entry to the management and then
accept the https security certificate issued by RACOM).

If the units are linked to each other, the status indicator in management interface states “OK” and status LED “AIR” lights
green. If not, utilize the antenna alignment (see pict. 10 and Antenna Alignment Tool above).

Configuration and backup of basic parameters

- Set bandwidth, channels, modulation, power, IP addresses (do not use the default ones), Access channels (ssh, https..).
- Change the password, restart both units and check the link status (to verify that the parameters are saved correctly).
- Backup the configuration in the Tools / Maintenance / Backup / Settings menu. Store the backup file to your PC.

© RACOM s.r.o. — RAy3 Microwave Link 7



Quick guide

. Bracket and antenna

Mounting
- left sided (pictured below)
- right sided

7. Unit polarization

6. Unit lubrication and installation

Thin layer of grease Check the correct O-ring placement on the antenna
Ensure the antenna and unit are carefully alignet

9. Power grounding and connections

Horizontal

DC Eth fibre
(or metallic)

POE+Eth
metallic

DC/RJ45.
GNDKit
~

- cross polarization
- one side — horizontal
- the other side - vertical

Surge

8. Sealing

protection

Bushings

Seal unit interfaces with
bushings and plugs

_, max. 38 mm
-

Optical cable

SWITCH

AC 230V AC 230 V

10. Directing antennas

11. RSS measurement

- USB-WiFi ) (({.
Hint 1 module Calculation
Set QPSK_S a S~ s )))
CS 3.5 MHz — /
max.Tx power 3 / .
. T Alignment
Step by step alignment, ‘..'\\
see user manual o)
for details
Best RSS H ) ]
L = minimum voltage Configuration
in range 0-2V OR smartphone
8 RAy3 Microwave Link — © RACOM s.r.o.
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List of documentation

m User manuals:

RAy3 Microwave Link
* User manual RAy3-17, RA1y3 -24 - thls document (complete reference manual). Latest revision
is available on-line in PDF" and web? version.

RAy2 Microwave Link

* User manual RAy2- 10 RAy2-11, RAy2-17, RAy2-18, RAy2-24. Latest revision is available on-
line in PDF° and web* version.

+ Channel arrangements - detailed tables of RAy2 channel frequencies - see RACOM web®

RAy1 Microwave Link
* User manual RAy11, RAy17, RAy24 - see RACOM web®
* User manual RAy10 - see RACOM web’

m Datasheets:
RAy3 / RAy2 - Datasheet®
RAy1 - Datasheet®
RAy - SCADA Backbone®
m Application notes:

RAy - Application notes"’

https /lwww.racom.eu/download/hw/ray/free/eng/00_letaky/ray3-man-en.pdf

https /lwww.racom.eu/eng/products/m/ray3/index.html

https /lwww.racom.eu/download/hw/ray/free/eng/00_letaky/ray2-man-en.pdf

https /lwww.racom.eu/eng/products/m/ray2/index.html

https /lwww.racom.eu/eng/products/m/ray2tab/index.html

https /lwww.racom.eu/eng/products/m/ray17/index.html

https /lwww.racom.eu/eng/products/m/ray/index.html

https /lwww.racom.eu/download/hw/ray/free/cz/00_letaky/ray-dsA3-cz.pdf

https /lwww.racom.eu/download/hw/ray/free/cz/08_ray_archiv/datasheet_RAY_cz.pdf
https /lwww.racom.eu/download/hw/ray/free/eng/08_ray1/leaflet RAY_scada_en.pdf
https //www.racom.eu/eng/products/m/ray/app/index.html
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Product

1. Product

1.1. Main characteristics

RAy3 microwave units work as a point-to-point link in a full duplex setting with transfer speeds of up
to 1002 Mbps.

Supported are 2 license-free bands 17 GHz (17.10 — 17.30 GHz) and 24 GHz (24.00 — 24.25 GHz).
Bandwidth can be configured from 3.5 up to 112 MHz, independently for Tx and Rx. Modulation can
be fixed or adaptive and can be adjusted from QPSK to 4096QAM. QPSK modulation could be on the
fly (without data loss) strengthened for higher receiver sensitivity by extremely robust FEC — such
modulation is marked as QPSK-S (S means “strong”). RAy3 microwave links operating in 17 and 24
GHz bands can also be operated as a Short Range Device (SRD).

This link is formed by two RAy units, each equipped
by its own parabolic antenna and accessories to be
fully operational.

Hardware concept

RAYy product line has been designed to have minimum
possible number of hardware variants. Upgrade of
functionality does not result in on-site hardware
changes— everything is done by activating software
feature keys (see Section 1.7, “Ordering codes” and
Chapter 5, Configuration).

HW models are determined only by frequency bands,
because both RAy units have identical hardware.
Transmitting and receiving channels are freely defined
by software and technically separated from each other
by cross polarization. Fig. 1.1: RAy3 — Microwave link

Cross polarization means that one side of the link

uses one polarization for transmission (e.g. horizontal) and the opposite polarization for receiving (e.g.
vertical). The other side of the link is turned by 90°. It therefore transmits and receives using opposite
polarization with respect to the other unit. The practical result for users is that RAy units for 17 and 24
GHz must be mounted with reverse polarity on both ends of the link.

@ Note

Even all units for selected band are hardware identical, default factory settings for each RAy
in the pair use different channels for L and U unit, so the link could be established using default
radio parameters.

Ethernet concept

RAy links are transparent for IP and UDP Ethernet traffic. Practically all protocols passes through in-
cluding MPLS and many others, except following packets:

+ Management packets targeted for RAy units itself

10 RAy3 Microwave Link — © RACOM s.r.o.
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» Special packets for protocols explicitly mentioned in this manual which are somehow processed by
RAYy units (like PTP)

» Packets which did not went through and were discarded due to capacity limitation and/or policy rules
(e.g. QoS, Shaping ...)

© RACOM s.r.o. — RAy3 Microwave Link 11
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1.2. Mechanical interfaces

This chapter describes basic properties of each RAy unit, which are important for its mechanical install-
ation: antenna waveguide, unit fixing (screws, etc.) and unit grounding (screw + cable). Other interfaces
(for data, power and service purposes) are described in next chapters Ethernet + power interfaces and
Service interfaces.

1.2.1. Antenna waveguide

Antenna waveguide flange on RAy unit (located across the holder) ensures perfect microwave connection
between the unit and the antenna.

RAYy3 link requires the use of external parabolic antenna for each RAy unit — both for physical mounting
as well as for the wireless transmission itself. Parabolic antennas from different producers are available.

Fig. 1.2: Waveguide pivot and flange

c Important

Always carefully lubricate both antenna waweguide pivot and RAy waveguide flange by thin
layer of silicon grease before assembly to prevent the damage of O-ring and the surfaces.
When lubricated, pivot nicely fits in to the flange.

12 RAy3 Microwave Link — © RACOM s.r.o.
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1.2.2. Unit mounting

The RAy unit is mechanically fixed to the antenna by 4x M8 screws (one per each side of RAy unit).
Installation and basic adjustment of the antenna is described in the Section 4.2, “Antenna mounting”.
Attaching RAy unit to it by 4x M8x30 (Allen) screws delivered with each antenna or each mount kit is
described in the Section 4.3, “RAy unit mounting”. For adjusting the exact antenna direction see Sec-

tion 4.7.2, “Directing antennas” .

%
al

iy

-aL'_”_ﬂ
'
i

Q@\.
'%l\m T
- -

L

Fig. 1.3: Antenna and RAy3 unit

1.2.3. Grounding screw

Grounding screw is used for a proper grounding of the RAy unit, which
is necessary for its function (ensured by galvanic connection to the
grounded mast through a grounding cable).

One M8 screw (with standard 6-edge head) is delivered with each RAy
unit. Grounding screw has two possible positions (two holes) to be
mounted in. Those are located near the left and right fixing screws of the

RAy unit and both are marked by a yellow grounding symbol @ and both
are equivalent (second hole remains unused). For more information
about unit grounding see Section 4.3.3, “RAy unit grounding”.

Note

Fig. 1.4: Grounding screw

Grounding screw function is to ensure proper grounding of the RAy unit (by a grounding cable),

not for mechanical fixing of the unit.

© RACOM s.r.o. — RAy3 Microwave Link

13



Product

1.3. Ethernet + power interfaces

This chapter describes interfaces for user data transfer and power sourcing of the unit, as described
on the picture and characterized in the table below. Remaining interfaces for service purposes are
described in next chapter Service interfaces.

e || W —

_ I .

Fig. 1.5: Slots ETH1+POE, ETH2

Slot Function
Gigabit metallic Ethernet + Power over Ethernet (PoE) port
This port is capable of powering the unit with any PoE power source working ac-
ETH1+POE | cording to IEEE 802.3at standard.
Passive PoE from 20 to 60 V is supported (if DC input is required, it could be injec-
ted through this connector - the voltage range is identical: from 20 to 60 V).
Slot for user exchangeable SFP module
A wide range of fibre optics Ethernet modules is available. Both single or dual
mode transceivers can be used. An SFP module with metallic RJ45 interface can
also be used.
ETH2
The SFP LED
Located on SFP, just next to connectors. It is controlled by SFP module. Its function
is specific for each SFP module. The typical behavior is an indication the received
signal from the optical or metallic link to be within operational range.

@ Note

A set of all necessary bushing parts are delivered with each RAy unit - see a description of
this standard basic accessory ACS-RAy3. Additional bushing options for installation of longer
connectors or other equipment are available as well. For bushings installation see Section 4.4,
“Connectors assembly and disassembly”.

All accessories offered by RACOM for proper installation of the complete RAy link setup (in-
cluding proper grounding) are tested for compatibility with RAy unit. See accessories listed in
overview and described in details.

14
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e Important

All bushings and plugs (including the original plugs in the flanges) must be fitted with O-rings
and carefully tightened. Otherwise, the unit is not protected against moisture intake through
connectors and can not offer guaranteed functionality.

1.3.1. Ethernet 1, PoE - RJ45 connector ( ETH1+POE )

RJ45 socket connector marked ,ETH1+POE" is a standard
10/100/1000Mbps metallic Ethernet port. One plastic RJ45
plug for CAT5e and CAT6 cables is delivered with each
RAy unit, ready to be punched to an Ethernet cable.
Higher quality and CAT7 compatible RJ45 plugs are
available from RACOM as well — see for example item
CON-RJ45-TLG-CATS.

This port can be optionally used for power sourcing the
unit by PoE (Power over Ethernet). Both an active PoE
power supply (compliant with at least IEEE 802.3at stand-
ard known also as ,PoE plus“) and a passive PoE power
supply (with voltage range 20-60 V) are supported.

Technical parameters of POE power input:

Supported voltage range is 20 to 60 V, both polarities
are supported. For RAy unit booting the minimum re-
quired voltage is 21 V (to prevent booting with discharged
24 'V battery).

=——

ETH1+POE

Fig. 1.6: RJ45 Ethernet connector

It is possible to use all 4 Eth pairs (8 pins) or only 2 Eth pairs (4 pins). Use:

» either 4,5 (V+)and 7,8 (V-) or opposite +/- DC polarity

s or 1,2 (V+) and 3,6 (V-) or opposite +/- DC polarity

 or both simultaneously (with all combinations of +/- DC polarities supported)

All contacts of RJ45 connector are galvanically separated from RAy unit. It ensures galvanical separation
for any kind of PoE power supply as well as for DC power sourcing (made through OTH-DC/RJ45).

More information about usage and installation of available power options can be found in Section 4.6,
“Power supply” and Section 4.5, “Grounding and overvoltage protection”.

© RACOM s.r.o. — RAy3 Microwave Link
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1.3.2. SFP slot (ETH2)

L,ETH2“is a standard SFP slot for 10/100/1000 Mbps Eth-
ernet SFP modules, user exchangeable. Both fibre optic
and metallic Ethernet SFP modules are supported. For
optical both single and dual mode fibre optics Ethernet
modules (= 2 or 1 fibers) can be used. CSFP modules are
not supported. RACOM offers all mentioned types of SFP
modules, tested to be RAy compatible as a standard ac-
cessory.

The SFP status LED is located just next to the slot. It is
controlled by SFP module. Its function is specific for each
SFP module. The typical behavior is an indication the re-
ceived signal from the fibre optic or metallic link to be
within operational range.

Do not remove the smaller plastic screw next to ETH2 label.
It is part of the cabinet and assures pressure equalization
outside and inside.

c Important

Fig. 1.7: SFP slot

It is strongly recommended to use a high quality SFP module with industry temperature range.
The SFP modules listed in Accessories are thoroughly tested by RACOM and are guaranteed
to function with RAy units. It is possible to use any other SFP module, but RACOM cannot
guarantee they will be completely compatible with RAy units.

16
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1.3.3. DC power ( using ETH1+POE )

Direct DC power source can be used to power the RAy3
unit. Slot ,ETH1+POE" allows to use the DC/RJ45 adapter
(temOTH-DC/RJ45) as a DC connector. It is equipped
by 2 terminals (each 1.5 mm? / AWG 14) with screws to
ensure a perfect connection with cooper DC power cable.
Its other end is then fitted into RJ45 connector slot
L,LETH1+POE" in the RAy unit. Internal RJ45 pins wiring
of DC/RJ45 adapter (item OTH-DC/RJ45) is:

e (V+orV-)..1245
* (V-orV+)..3,6,7,8
* (shield) .......... floating (not connected to any pin)

Supported voltage range is 20 to 60 V, both polarities are
supported. For RAy unit booting the minimum required
voltage is 21 V (to prevent booting with discharged 24 V
battery). Power input is galvanic separated inside RAy
unit.

Optional grounding of DC cable should be connected
directly to the mast or to the Grounding screw on RAy
chassis, to ensure proper grounding of the cable. For
grounding to the mast use suitable grounding kit — for ex-
ample see Grounding in section Accessories.

More information about DC power sourcing possibilities
and installation can be found in Section 4.6, “Power sup-

plyn-

=——10

ETH1+POE

Fig. 1.8: Power supply connector

e, o >

Fig. 1.9: Power via an DC-RJ45 adapter

© RACOM s.r.o. — RAy3 Microwave Link
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Fig. 1.10: Power via DC-RJ45 adapter

@ Note

DC-RJ45 adapter occupies ETH1+POE port. When used, Ethernet connection to the unit has
to be made through ETH2 port. Possible solutions are:

« If fiber optic Ethernet is used (using the correct type of SFP module), RAy3 unit is powered
by DC through the DC-RJ45 adapter.

» If a metallic Ethernet has to be used together with DC power source, then metallic SFP
module in ETH2 SFP slot is one of valid solutions.

Other valid possibility how to power the unit using DC power source is to use passive PoE in-
jector or active PoE power supply with DC input and deliver the power to RAy3 unit through
Ethernet cable with RJ45 connector plugged in to ETH1+POE slot.

Fig. 1.11: SFP possibilities when direct DC power is used

18 RAy3 Microwave Link — © RACOM s.r.o.



Product

1.4. Service interfaces

Slot ,,S" is shortcut of "Service". It contains system connectors — standard USB port and a pair of contacts
for RSS voltage output (red + gray ones). Also HW button and Status LED are located there.

p

Fig. 1.12: Slot S

Slot

Function

USB service connector
For USB/WiFi or USB/ETH adapters, see Section 1.4.1, “USB connector ( S )”

RSS voltage output

Red and green connectors (for example 0.547 V means RSS = -54.7 dBm),
see Fig. 1.16, “RSS voltage contacts”

HW button

For service purposes: Internal backup or Factory settings,
see Section 5.6.1, “Maintenance”

Status LED

Visible through semitransparent plug,
see Section 1.5, “Status LED ( S )”

© RACOM s.r.o. — RAy3 Microwave Link
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1.4.1. USB connector ( S)

USB-A port is designed for access to RAy management through
USB/WIFI adapter or USB/ETH adapter plugged in to. More
information about installation and configuration of available
adapters can be found in Quick Guide and in Section 5.4.3,
“Service access” (part “USB Accessories”).

Note

Only RACOM recommended adapters are supported.
See section USB adapfers.

1.4.2. Service WiFi - optional (using USB ,,S%)

Each RAy3 unit is equipped with the service WiFi interface from

the factory. It is realized by standalone WiFi module inserted Fig. 1.13: USB connector
in to the USB connector in slot "S". WiFi can be used solely for

unit management (no user traffic can be transmitted by using

this WiFi connection).

WiFi module can be disabled in FW (WiFi module is out of power >
then) or manually unplugged. In both cases the results are
identical - no WiFi is possible. Management of the WiFi port is

described in Section 5.4.3, “Service access” (part “USB Ac-

cessories”). Fig. 1.14: USB WiFi adapter

1.4.3. Service Ethernet - optional (using USB ,,S%)

RAy3 unit can be equipped with the service Ethernet interface
as an option. It can be used solely for unit management (no
user traffic can be transmitted using this Ethernet connection).

Optional Eth adapter (ordering code OTH-USB/ETH-XA) can
be inserted in to the USB connector in slot "S" (instead of WiFi
module). Management of this Ethernet port is described in
Section 5.4.3, “Service access” (part “USB Accessories”).

Fig. 1.15: Ethernet adapter
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1.4.4. RSS voltage contacts (S )

RSS voltage output connectors are located in slot ,S* aside
USB connector. This pair of contacts (red + green ones) al-
lows to connect a voltmeter (pin diameter 2 mm) to the RAy
unit and measure RSS value transformed to the voltage out-
put.

RSS (Received Signal Strength) is a basic parameter used
for directing antennas to the optimal direction. RSS output
voltage is calibrated to be proportional to actual RSS dBm
(for example 0.547 V means RSS -54.7 dBm). Thus a
standard digital voltmeter allows to see RSS value in a digital
form interactively during the antenna alignment. More inform-
ation about RSS voltage output usage is in Section 4.7.2,
“Directing antennas” (part “Voltmeter”) together with several
alternative ways to get this value by other methods.

1.4.5. HW button ( S)

It is located in a small hole next to USB connector. It can be
pushed by any tiny blunt thing with the diameter up to 2 mm.
Its length has to reach about 7 mm in to the hole. (It can be
ball pen cartridge — both ends work on the thin one, match,
toothpick, etc.).

e Important

Usage of very sharp things for pushing the HW but-
ton (like needle, edge clip etc.) may destroy the
contact inside RAy unit! Such a button destruction
is not covered by warranty.

The button supports multiple functions, which are activated
dependent on the state of the unit when the button is pushed
and the length of the push:

Fig. 1.16: RSS voltage contacts

W ' p(

HW button RSS voltage Status LED

Fig. 1.17: Service interfaces

customer settings

Action to be performed Unit status Button pushed SYS LED indication
Restore Normal For 5 seconds Flashes Green
internally temporary stored operation

Applying
Factory settings
to Local unit, then reboot

Out of power

Pushed before power on,
released after SYS LED
stops flashing red

Flashes Red (delayed after
power on, for a duration of 5
seconds)

Entering the

Service mode.
(Please, exit this mode
by powering off the unit)

Out of power

Pushed before power on,
released when SYS LED
starts flashing red

Flashes Red (delayed after
power on)

Note

Those actions and their use are described in detail in Section 5.6.1, “Maintenance”.

© RACOM s.r.o. — RAy3 Microwave Link
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1.5. Status LED ( S)

RAy3 unit id equipped with one LED indicator located inside
the housing of the FOD unit in slot ,,S* (during normal opera-
tion covered by semi-transparent plug). Meaning of the color
combinations of this LED indicator is:

Tab. 1.1: LED status indicators

Fig. 1.18: Status LED

Green and Function
Red LEDs
G I ——— . )
System is up and working OK
R
1s 1s
€ N N N System reports warning or alarm,
R 1. I 1 which can be possibly repaired by user
¢ 2
System reports HW alarm
RIT
Unit is out of power or HW button pressed
IR 1111 11— L )
Unit is starting
RI™T1
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1.6. Sizes, packaging and labeling

1.6.1. RAy3 unit

Outer sizes and weights for all RAy3 models are identical:
» Outer size: 245 x 245 x 160 mm

* Weight: 2.6 kg

Basic technical parameters like identification of the HW model, working frequency, maximum Tx power,
requirements for power supply, most important certifications, etc. are visible on RAy Production label.
All technical parameters are stated in detail in Chapter 9, Technical parameters.

1.6.2. Production label

The label contains identification of the HW model and its serial number, basic technical parameters,
most important certifications, QR code to manual, address of the producer, etc. Meaning of the most
important information listed on the production label is:

» Type — RAy3 product line identification (for details see Section 1.7, “Ordering codes”)

+ Code - detailed identification of the unit type (for details see Section 1.7.1, “RAy units”)

* S/N — serial number, MW link consists of two separated units with two different serial numbers
* QR code — www link to the latest version of the User manual

* RF Power — maximum output power

+ TX, RX freq — range of working frequency

* PoE — power supply characteristics

* CE, FCC ID, IC or other - available certifications

P RACOM IR

Type: RAy3-24 SIN: 1901592207

Code:  RAY3-24%-L W (=38
TX,RX freq: 24.000-24 250 GHz c € & ML
|
=~

RF Power: +10 dBm

FPoE: IEEE 802.3at WM FELCOIM el

20-60Y === max.1.5A RACOM sr.o., Mirova 1283
FCC ID: SOT-RAY3-24 592 31 Nove Mesto na Morave
1C: 24993-RAY324 Made in Czech Republic

Fig. 1.19: Production label example

e Important

The processor included in the unit variant S and X uses an encryption module listed as 5A002
a.1 in the COUNCIL REGULATION (EC) No 428/2009, setting up a Community regime for
the control of exports, transfer, brokering and transit of dual-use items. Units are subject to
export control when exporting outside the European union, according to national, EU" and
US law.

! http://ec.europa.eu/trade/import-and-export-rules/export-from-eu/dual-use-controls/index_en.htm
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Type and Code structure:

Trade name + Gen.

Band

Var.

FRQ

Type

Code

Note

RAy3-24X-L

Trade name Gen. Band Var. FRQ

Type

Code

RAy3

Frequency band in GHz
Possible values: 17, 24

Designation of product variant, if it is used. More variants can be used
within one unit, i.e. more letters can be on this position. These variants
can’t be ordered and included in the unit later on.
Possible values:

none — (position not used) — means same as X

N — no encryption HW installed, encryption will never be possible
(neither HW nor SW)

E — no encryption HW installed

S —encryption HW installed - see export restriction above, MTU 2048
Bytes (only RAy3-24 produced by 3/2019)

X —encryption HW installed - see export restriction above, MTU 10240
Bytes

R - reduced RF output power -30 to -15 dBm (always in combination
with N, E, S or X)

Frequency
Possible values:
L — unit transmits on lower part of the band
U — unit transmits on upper part of the band
Note: L/U indicates TX default, which can be changed. Both units have
the same HW for lower and upper unit.

Specific product type for which type approvals like CE, FCC etc. are
issued.
Possible values: RAy3-17, RAy3-24

Detailed HW identification of the unit

Note: SW keys and Optional accessories are not HW dependent and
can be installed or de-installed later on, so they are not printed on
Product label.

A link should consist from a pair of “-L” and “-U” units (L and U are always a last letter in Code
printed on production label of each unit), but it is not mandatory (HW for L and U unit is
identical and L/U settings could be assigned by SW). Using L + U pair ensures all default settings
of both units match each other (including proper IP addresses as described in this manual). It
ensures the link is automatically established after factory defaults (to simplify initial setting of

the unit).
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1.6.3. Packaging

The RAy3 radio link is supplied in a package containing two separate boxes. Delivery includes:
+ 2 pcs RAy3

* 2 pcs Cable bushing set (bushings and connectors)

* 1 pc SILICONE GREASE

If only one unit is delivered, then delivery includes one piece of each item.

The unit is fixed in the box as follows:

Fig. 1.20: Packaging the RAy3 unit

Fig. 1.21: Initial arrangement Fig. 1.22: SILICONE GREASE capsule @45mm x 25mm

@ Note

Two separate boxes in the common package are turned such that both waveguides are
heading to each other. It allows to automatically establish a link between delivered RAy3 units
without unpacking them from the box. See Quick Guide, step 4 or Chapter 3, Step-by-step
Guide.
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1.6.4. Supplied antennas
RAy3 units are ready for direct mounting to:

* LEAX-RAy Class 3 antennas (LEAX Arkivator Telecomz)
 Jirous Class 2 or Class 3 antennas (Jirous Antennas3)

Individual datasheets are accessible on RACOM website* .

Tab. 1.2: Overview of LEAX-RAy antennas

10, 11 GHz 17,18 GHz 24 GHz
diameter gain diameter gain diameter gain
[m] [dBI] [m] [dBi] [m] [dBi]
0.3 30.1 0.3 34.7 0.3 36.9
0.6 35.2 0.6 39.7 0.6 42.0
0.9 38.5 0.9 43.5 0.9 45.4
1.2 41.0 1.2 452 1.2 47.9

Tab. 1.3: Overview of Jirous Class 2 antennas

10, 11 GHz 17,18 GHz 24 GHz
diameter gain diameter gain diameter gain
[m] [dBi] [m] [dBi] [m] [dBi]
- - 0.18 22.6 - -
0.38 29.0 0.4 34.8 0.4 36.8
0.65 35.5 0.68 38.6 0.68 41.7
0.9 37.5 0.9 41.5 0.9 44.0
1.2 41.0 1.2 44.6 1.2 46.6

Jirous Class 3 antennas are available for RAy direct mounting as well. They have nearly identical sizes
and gains as Jirous Class 2 antennas, but are a bit more expensive. RACOM does not keep those on
stock and they are not available in our e-shop. Please order those directly from Jirous Antennas®.

Andrew (Class 2 or 3 or 4) or traditional Arkivator antennas or antennas from other suppliers can also
be used, but require an antenna mounting kit. Flexible waveguide is a general-purpose option for any
antenna usage. Contact us® for available types and details.

2 http://www.leax-arkivator-telecom.com/

3 http://en.jirous.com/
https://www.racom.eu/eng/products/microwave-link.html#accessories_antennas

5 http://en.jirous.com

6 https://www.racom.eu/eng/about_us/contact.html

26 RAy3 Microwave Link — © RACOM s.r.o.


http://www.leax-arkivator-telecom.com/
http://en.jirous.com/
https://www.racom.eu/eng/products/microwave-link.html#accessories_antennas
http://en.jirous.com
https://www.racom.eu/eng/about_us/contact.html
http://www.leax-arkivator-telecom.com/
http://en.jirous.com/
https://www.racom.eu/eng/products/microwave-link.html#accessories_antennas
http://en.jirous.com
https://www.racom.eu/eng/about_us/contact.html

Product

1.7. Ordering codes

All RAy3 models mentioned in this manual have their unique ordering codes described in following
chapters. Available are also capacity keys, feature activation keys and accessories necessar_)/ toreach
expected functionality of the link. All ordering codes are discussed in detail at RACOM web’, and are
available for purchase at RACOM E-shopg.

@ Note

Please your supplier to ensure completeness of your product delivery for the individual link
situation, applicable spectrum regulations, local security requirements, type of power sourcing,
grounding, etc.

Q Important

RACOM does not have any responsibility for improper use of any offered device. It is customers
full responsibility to check technical parameters of all ordered items and to use and configure
them in accordance with their purpose. It is also customers full responsibility to respect all
requirements applicable at the site of installation.

1.7.1. RAy units

RAy ordering codes begin with a string printed on Production label (9-11 characters long, lasting by ,-
L* or ,-U“). It defines HW parameters and factory settings which can not be changed later on (like
working frequency, encryption HW acceleration, factory defaults and limitations built in to units in the
factory like limitation of Tx power or prevention to use any form of encryption). Rest of the ordering
code defines functionalities and options which could be added, erased or changed by a user later on
(like SW feature key for initial capacity or an optional DC power adapter). For detailed description of
the ordering code structure see RACOM web®.

@ Note

The proper pair of Lower (L) and Upper (U) units should be selected when ordering the mi-
crowave link. The difference between L and U code is only in default factory settings, which
are different for each side of the link. Unit marked with L is set for transmission on lower fre-
quency (and receive on higher one), while unit marked with U is set for transmission on higher
frequency (and receive on lower one). This allows the link to be established without any initial
manual settings — just by powering up both units at factory defaults (see Quick Guide).

1.7.2. Capacity keys

RAYy units allow to pay only for purchased transmission capacity (pay as-you-grow concept). Activation
keys could be purchased together with the unit or later at RACOM E-shop1 . Each key is generated
for specific S/N of the unit and the purchased capacity. It unlocks all combinations of channels and
modulations up to the purchased capacity. Once installed, a specific feature or function of the unit is
allowed. Feature keys could be erased or upgraded. See Configuration / Feature keys for more details.

7 https://www.racom.eu/eng/products/microwave-link.html#order-codes
https://webservice-new.racom.eu/main/eshop.list

o https://www.racom.eu/eng/products/microwave-link.html#order-codes

10 https://webservice-new.racom.eu/main/eshop.list
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For aIIowed combinations of channel width and modulation for transmitting channel see Capacity SW
keys table™. The Capacity feature key limit applies for transmitted data on the unit where the key is
installed. For asymmetrical capacity keys could be different for each side of the link.

Several types of SW feature key are available for RAy units:

» Bundled capacity (ordered together with RAy units - see previous chapter)
» Separately purchased capacity feature keys (see below)
» Upgrade capacity feature keys (see below)

Note

RACOM is able to generate customer specific Capacity feature keys on special request.

Separately purchased capacity feature keys
Keys purchased separately and installed by user.

Tab. 1.4: Capacity keys code scheme
Example: RAy3-SW-500

Product type RAy

SW (= all possible feature keys)

Speed limitin Mbps

For available ordering codes see RACOM web'?

Upgrade capacity feature keys
Keys purchased separately and installed by user.

Tab. 1.5: Upgrade keys code scheme

Example: RAy3-SW-500-1000
|

Product type RAy
SW (= all possible feature keys)

Speed to upgrade from in Mbps

Speed to upgrade to in Mbps

For available ordering codes see RACOM web'

https /lwww.racom.eu/eng/products/microwave-link.html#scalability
https /lwww.racom.eu/eng/products/microwave-link.html#order-codes
https /iwww.racom.eu/eng/products/microwave-link.html#order-codes
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1.7.3. Features activation

RAy units allow to pay only for purchased features (pay as-you-grow concept). Activation keys could
be purchased together with the unit or later at RACOM E—shop1 . Each key is generated for specific
S/N of the unit and the purchased feature (or a set of features). Once installed, a specific feature or
function of the unit is allowed. Feature keys could be erased or upgraded. See Configuration / Feature
keys for more details.

Available feature activation keys are listed in following table:

RAy3 Ordering codes for other feature keys
Ordering code Meaning Parameters Example
Limitation of x: P = positive value RAy3-SW-TX-N15
RAy3-SW-TX-xyy Tx power N= negative value (limits Tx power to
P yy: value of limit in dBm -15 dBm)
ver 1.0

1.7.4. Tested Accessories

Ordering codes for all accessories tested by RACOM to work properly with RAy units, are listed in
Section 2.1, “Overview ”and described in detail in Section 2.2, “Details ”including full information where
to buy them directly from original suppliers.

RACOM resells most of those on RACOM E—shop15 and are listed on Accessories section'® on RAy
web sites.

@ Note

Accessories are necessary to be added to RAy units to allow a proper functionality of the whole
microwave link. Please consult your supplier to ensure completeness of your product delivery
for the individual link situation, spectrum regulations, local security requirements, type of power
sourcing, grounding, etc.

14 https://webservice-new.racom.eu/main/eshop.list
15 https://webservice-new.racom.eu/main/eshop.list
16 https://www.racom.eu/eng/products/microwave-link.html#accessories
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2. Accessories

RACOM offers a complete set of accessories to operate RAy microwave units in all relevant use-cases
and environments. All accessories are selected and thoroughly tested by RACOM for compatibility and
are guaranteed to function with RAy units. It is possible to use other components with same or similar
functionality and temperature range, but RACOM cannot guarantee they will be completely compatible
with RAy units.

e Important

It is strongly recommended to double-check the mains voltage and local installation standards
before purchasing accessories to ensure they comply with the accessory specifications and
that all safety regulations are complied with.

In particular, we recommend that you consult your local specialists for grounding, voltage
spikes, overvoltage protection and other equipment, ensuring a proper installation. For more
information see Section 4.5, “Grounding and overvoltage protection”.

Units and accessories should be installed by trained professionals (see Section 10.3, “Profes-
sional installation”).

The warranty does not apply to units damaged by voltage spikes or surges (see Section 10.6,
“Warranty”).

Ordering codes relevant for RAy3 are listed in foIIowmg Section 2.1, “Overview ” and on RAy web
pages1 and can be purchased on RACOM e- shop Detailed information about all accessories tested
by RACOM (more than offered on RACOM e-shop ) including part numbers of original manufacturers
are described in Section 2.2, “Details ”.

Following 3 marks near RACOM Part Numbers are used in chapters 2.1 and 2.2:

Part.No * Iltems added or modified during year 2019.
( Part.No) Items which are going to be phased out from pricebook during 2019.
[ Part.No ] Items which are compatible and tested with RAy units, but are NOT available

in RACOM e-shop and are NOT kept on stock (longer delivery time has to
be expected).

2.1. Overview

List below contains all accessories tested by RACOM for proper functionality with RAy3, grouped by
categories.

RACOM-PART-NUMBER Short description

Antennas LEAX-RAy (LEAX Arkivator Telecom)
ANT-LEAX-RAy-300-10/11  Antenna 0.3m, 10/11GHz, 30.1dBi, with holder, Class2, Leax
ANT-LEAX-RAy-600-10/11  Antenna 0.6m, 10/11GHz, 35.2dBi, with holder, Class3, Leax
ANT-LEAX-RAy-900-10/11  Antenna 0.9m, 10/11GHz, 38.5dBi, with holder, Class3, Leax

https /lwww.racom.eu/eng/products/microwave-link.html#accessories
https /lwebservice-new.racom.eu/main/
https /lwebservice-new.racom.eu/main/
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ANT-LEAX-RAy-1200-10/11 Antenna 1.2m, 10/11GHz, 41.0dBi, with holder, Class3, Leax
ANT-LEAX-RAy-300-17/18 Antenna 0.3m, 17/18GHz, 34.7dBi, with holder, Class3, Leax
ANT-LEAX-RAy-600-17/18 Antenna 0.6m, 17/18GHz, 39.7dBi, with holder, Class3, Leax
ANT-LEAX-RAy-900-17/18 Antenna 0.9m, 17/18GHz, 43.5dBi, with holder, Class3, Leax
ANT-LEAX-RAy-1200-17/18 Antenna 1.2m, 17/18GHz, 45.2dBi, with holder, Class3, Leax
ANT-LEAX-RAy-300-24 Antenna 0.3m, 24GHz, 36.9dBi, with holder, Class3, Leax
ANT-LEAX-RAy-600-24 Antenna 0.6m, 24GHz, 42.0dBi, with holder, Class3, Leax
ANT-LEAX-RAy-900-24 Antenna 0.9m, 24GHz, 45.4dBi, with holder, Class3, Leax
ANT-LEAX-RAy-1200-24 Antenna 1.2m, 24GHz, 47.9dBi, with holder, Class3, Leax
ANT-LEAX-RAy-900-STRUT Antenna wind strut for LEAX-RAy 0.9 m antennas, Leax
ANT-LEAX-RAy-1200-STRUT Antenna wind strut for LEAX-RAy 1.2 m antennas, Leax
Antennas Jirous (Jirous Antennas)
ANT-JRMA-380-10/11R Antenna 0.38m, 10/11GHz, 29.0dBi, with holder, Class2, Jirous
ANT-JRMA-650-10/11R Antenna 0.65m, 10/11GHz, 35.5dBi, with holder, Class2, Jirous
ANT-JRMB-900-10/11R Antenna 0.9m, 10/11GHz, 37.5dBi, with holder, Class2, Jirous
ANT-JRMB-1200-10/11R Antenna 1.2m, 10/11GHz, 41.0dBi, with holder, Class2, Jirous

ANT-JCMA-180-17R Antenna small 0.18m, 17 GHz, 22.6dBi, with holder, Jirous
ANT-JRMB-400-17R Antenna 0.4m, 17/18GHz, 34.8dBi, with holder, Class2, Jirous
ANT-JRMB-680-17R Antenna 0.68m, 17/18GHz, 38.6dBi, with holder, Class2, Jirous
ANT-JRMB-900-17R Antenna 0.9m, 17/18GHz, 41.5dBi, with holder, Class2, Jirous
ANT-JRMB-1200-17R Antenna 1.2m, 17/18GHz, 44.6dBi, with holder, Class2, Jirous
ANT-JRMB-400-24R Antenna 0.4m, 24GHz, 36.8dBi, with holder, Class2, Jirous
ANT-JRMB-680-24R Antenna 0.68m, 24GHz, 41.7dBi, with holder, Class2, Jirous
ANT-JRMB-900-24R Antenna 0.9m, 24GHz, 44.0dBi, with holder, Class2, Jirous
ANT-JRMB-1200-24R Antenna 1.2m, 24GHz, 46.6 dBi, with holder, Class2, Jirous

ANT-JRMB-1200-STRUT-F Antenna wind strut, fixed, for Jirous 1.2 m antennas, Jirous
ANT-JRMB-1200-STRUT-A Antenna wind strut, adjustable, for Jirous 1.2 m antennas, Jirous
Antenna adapters (mounting Kkits)

ANT-ANW-KIT-10/11 Antenna adapter RAy, 10/11 GHz, for Andrew 30,60,80,100 cm
ANT-ANW-KIT-17/18 Antenna adapter RAy, 17/18 GHz, for Andrew 30,60,80,100 cm
ANT-ANW-KIT-24 Antenna adapter RAy, 24 GHz, for Andrew 30,60,80,100 cm
ANT-ARK-KIT-10/11 Antenna adapter RAy, 10/11 GHz, for Arkivator 30,60,90,120 cm
ANT-ARK-KIT-17/18 Antenna adapter RAy, 17/18 GHz, for Arkivator 30,60,90,120 cm
ANT-ARK-KIT-24 Antenna adapter RAy, 24 GHz, for Arkivator 30,60,90,120 cm

ANT-FX-R100-KIT-10/11 Antenna flexible waveguide flange, RAy, R100, 10/11 GHz
ANT-FX-R120-KIT-10/11 Antenna flexible waveguide flange, RAy, R120, 10/11 GHz

Powering
PWS-AC/PoE-ACT Power supply Active PoE, 90-264VAC/33W/1Gb, Phihong
PWS-DC/PoE-ACT Power supply Active PoE, 36-72VDC/33W/1Gb, Phihong
PWS-HOL-PHIHONG Power supply DIN rail holder for PoE Phihong
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PWS-AC/PoE-PAS

[ PWS-AC/PoE-PAS-BAT *]

PWS-DC/PoE-PAS

[ PWS-DC/PoE-PAS-ODU *]
PWS-AC,DC/27VDC/37W

OTH-DC/RJ45

( SET-DC/RJ45-EXT35 )

Grounding
GND-RAy
GND-CAT7
GND-CAB-UNI

Surge protection
SURGE-ETH
SURGE-DC

Power supply Passive PoE, 100-240VAC/50W/1Gb/protected, IMCO Power
Power supply Pas. PoE, 100-240VAC/70W/1Gb/p., 15' battery, IMCO Power
Power supply Pas. PoE injector, 8-56VDC/1.4A/1Gb/protected, IMCO Power
Power supply Pas. PoE inj., ODU, max 56VDC/1.4A/1Gb/p., IMCO Power
Pow. sup. DC, 88-264VAC,124-370VDC/27VDC/37W, Batt. charg., MeanWell
Adapter for DC power, Terminals to RJ45, RAy3

DC power adapter + Bushing extension 35 mm, RAy3

Grounding kit for mast, RAy
Grounding kit for Cat7 cable, Quesy
Grounding kit universal for cables 5-11mm, FIMO

Surge protection 1Gb Eth, PoE transparent, LPZ0B-LPZ1, Saltek
Surge protection DC 24V, LPZ1-LPZ2, Saltek

Cables and connectors

CAB-CAT5e
CAB-CAT7
CON-RJ45-CAT6
CON-RJ45-CAT7
( SET-TLG-EXT35)
CAB-2F-DC-15m
[ CAB-2F-5m ]
CAB-DC-2x1.5
USB adapters
OTH-USB/WIFI-W2
OTH-USB/ETH-XA
SFP modules
SFP-2F-1G-EDGE *
( SFP-2F-1G-APAC )
SFP-RJ45-1G-AVAGO
Accessory Kkits
ACS-RAy3 *
SET-BUSH65 *
(OTH-BUSH-EXT35)
OTH-BUSH-EXT500

Cable Catbe, outdoor, FTP, 4x(2x24AWG), Teldor

Cable Cat7, outdoor, S/FTP, 4x(2x23AWG)+2x(2x24AWG), Pewtronic
Connector RJ45, Cat6, Catbe, AWG24, Ubiquity

Connector RJ45, Cat7,Cat6a,Catbe, AWG24-22, Telegartner
Connector RJ45 Telegartner + Bushing extension 35 mm

Fibre hybrid patch cord, DC+2 fibres, SM, LC/LC, 15m, OFA

Fibre patch cord, 2 fibres, SM, LC/LC, 5m, OFA

Cable for DC power, 2x1.5mm, Silicon, ProPS

Adapter USB/Wifi for RAy, Ogemray
Adapter USB/ETH, Axagon

SFP module, 2 fibres, SM, LC, 20 km, EDGE
SFP module, 2 fibres, SM, LC, 10 km, APAC Opto
SFP module, 1 Gb Ethernet, RJ45, Avago

Accessory set shipped with every RAy3 unit

Extended Cable bushing PG21, 65 mm + Accessories

Extension of the PG21 bushing, metal, 35 mm

Extension of the PG21 bushing, flexi, polyamide, 500 mm, Interflex
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Accessories

2.2. Details

Antennas for direct mounting of RAy unit (LEAX-RAy + Jirous)

All models of LEAX-RAy and Jirous antennas allow direct mounting

of RAy unit.

» Antennas overview

* Dimensions, gains

« List of datasheets®

* Installation /

+ orig. part no LEAX-RAy: HAEffdd61-R1A, where ff = frequency
(11, 18, 26) and dd = diameter (03, 06, 09, 12), Note: minimum Mo, ®
order quantity = one full palette. b

* orig. part no Jirous: JRMx-ddd-ff-R, where x = generation+class
(A, B, C, D), ddd = diameter (380, 400, 680, 900, 1200) and ff =
frequency (10/11, 17, 24)

aax
EP r—_Ncom
¥
) \g

A radio link calculation should be performed to determine appropriate
antenna size (use our on-line calculator® or RAy-Tools application
for smartphones).

Antenna struts (LEAX-RAy + Jirous)

Bigger antennas (0.9 + 1.2 m) installed at windy sites (wind speed
above 50 m/s) require installation of additional struts both for LEAX-
RAy and Jirous — see Section 2.1, “Overview ” for items to quote
and Section 4.2.1, “LEAX-RAy antenna mounting” or Section 4.2.2,
“Jirous antennas mounting” for installation details.

Antenna mounting kit (for Andrew, Arkivator, Alcoma and others)

Adapters for direct mounting to different antennas. Types for different
frequency bands (10/11, 17/18, 24 GHz), different antenna sizes
and different manufacturers. Contact us® for available types and
details.

* Mounting kit overview

* More information

Flexible waveguide mounting kit (for other antennas) i} fi

RAYy units can be attached to any antenna using flexible waveguide. j' |J e
Mounting kits to mount RAy unit to the mast and attach flexible o~ 'J[\'I,\ j’
waveguide are provided by RACOM. Two types of flexible waveguide & S S U .
flanges are supported: R100 and R120. \,

* Mounting kit overview
e More information

4 https://www.racom.eu/eng/products/microwave-link.html#accessories_antennas
S https://www.racom.eu/eng/products/microwave-link.html#calculation
6 https://www.racom.eu/eng/about_us/contact.html
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Accessories

Powering

* PWS-AC/PoE-ACT
RAy unit PoE power supply according to IEEE 802.3at,
1x Eth PoE output 56 V/ 33.6 W, 4 wires
Input 100 to 240 VAC -20/+50°C, no SNMP, Phihong
o Datasheet AC’
o orig. part no: POE36U-1AT

* PWS-DC/PoE-ACT
RAy unit PoE power supply according to IEEE 802.3at,
1x Eth PoE output 56 V/ 33.6 W, 4 wires
Input 36 to 72 VDC/1 2A, -20/+50°C, no SNMP, Phihong
o Datasheet DC®
o orig. part no: POE36D-1AT

* PWS-HOL-PHIHONG
DIN rail holder for PWS-AC/PoE-ACT or PWS-DC/PoE-ACT
PoE power supply not included - needs to be ordered separately

 PWS-AC/PoE-PAS
Power supply including passive PoE injector 1Gb Eth
surge protection, overcurrent fuse
PoE output 55.2V, max 0.9 A
input 100 to 240V / 55W

temp -25/+60°C; DIN rail, IMCO Power S -
o Datasheef’
o orig. part no: ALC01.H 5501 PoE (EV003096, IP.2121.633.55) 4

+ [ PWS-AC/PoE-PAS-BAT *] e P
Power supply with built-in 15" LiFePO4 battery and passive PoE il

injector 1Gb Eth

surge protection, overcurrent fuse

PoE output 55.2V, max 0.7A (38W)

input 100 to 240V / 70W

temp -25/+60 C; DIN rail, IMCO Power

o Datasheet'®

o orig. part no: PS70.H 12550601B PoE (IP.4122.633.139)

@ Note

Item is NOT available on RACOM e-shop and it is NOT
kept on RACOM stock. Longer delivery time has to be ex-
pected.

https //www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-AC_PoE-ACT.pdf
https //www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-DC_PoE-ACT.pdf
https //www.racom.eu/download/hw/ray/free/eng/07 _prislusenstvi/PWS-AC_PoE-PAS.pdf
https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvilPWS-AC_PoE-PAS.pdf
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https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-AC_PoE-ACT.pdf
https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-DC_PoE-ACT.pdf
https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-AC_PoE-PAS.pdf
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Accessories

* PWS-DC/PoE-PAS
PoE passive injector 1Gb Eth, max 1.4A
surge protection, overcurrent fuse (1.5A)
input 21 to 56 VDC (voltage to operate with RAy3)
temp 30/+60 C; DIN rail; IMCO Power
o Datasheet"’
o orig. part no: PoE.H 1Gb (EV003391, IP.8421.633.15)

+ [ PWS-DC/PoE-PAS-ODU *]
PoE passive injector 1Gb Eth in outdoor box, max 1.4A
surge protection, overcurrent fuse (1.5A)
input 21 to 56 VDC (voltage to operate with RAy3)
temp -30/+60°C; mast mount, IMCO Power
(item is electronlcally identical to PWS-DC/PoE-PAS)
o Datasheet'?
o orig. part no: PoE.M 1Gb IP67 (IP.8421.033.18)

@ Note

Item is NOT available on RACOM e-shop and it is NOT
kept on RACOM stock. Longer delivery time has to be ex-
pected.

+ PWS-AC,DC/27VDC/37TW
RAy unit DC power supply 37 W with free air cooling
(50 W with fan)
Output 27.6 V DC, optional battery support with UPS function
Input 90- 260 V AC, -10/+50°C, MeanWell
o Datasheet'
o orig. part no: AD-55B

+ OTH-DC/RJ45
Connector for DC power cable to be plugged directly to the RAy3 -
RJ45 PoE input '
100% passive component
DC power is delivered through all 8 wires on RJ45. Internal wiring:
* One DC contact ... RJ45 pins: 1,2,4,5
» Second DC contact ... RJ45 pins: 3,6,7,8

RAy3 works with any DC polarity.
o Datasheet™

Manufactured by RACOM.

@ Note

Extended (65 mm) Cable bushing PG21 (see updated ACS-
RAy3 or new SET-BUSHG65) is recommended to be used
to hide this DC adapter in to a bushing.

https /lwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-DC_PoE-PAS.pdf

12 https /lwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-AC_PoE-PAS-ODU.pdf
https //www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/PWS-AC-DC-27VDC-37W.pdf
https //www.racom.eu/download/hw/ray/free/cz/07_prislusenstvi/OTH-DC-RJ45.pdf
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Accessories

* (SET-DC/RJ45-EXT35) ™~
Set DC-RJ45 adapter and cable bushing
lengthening (35mm) for RAy3

@ Note

Lengthening is no more required when Extended Cable
bushing PG21 (65 mm) is used (see updated ACS-RAy3
or new SET-BUSH®65).

Grounding

+ GND-RAy
RAy grounding set for grounding RAy equipment to the mast.
Contains a ZSA16 grounding terminal, grounding tape and a cable
with grounding lugs.
Detail see Groundmg
o Datasheet'®

* GND-CAT7
Grounding kit for Cat.7 S/FTP 4x(2x23 AWG) cable, Quesy
Detail see Groundmg
o Datasheet'®

« GND-CAB-UNI
Grounding Kit universal for 5-11mm cables, FIMO
Suitable for Ethernet CAT5e + CAT6 cables and for shielded DC
cables
o Datasheet'’
o orig. part no: 6115050001

Surge protection

 SURGE-ETH
Protection from the voltage spikes for zones LPZ0B - LPZ1
1x 1 Gb Ethernet, RJ45 connectors
DIN rail mounting
IP20, -40/+80°C, Saltek
o Datasheet™
o orig. part no: DL-1G-RJ45-POE-AB

https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/GND-RAy.pdf

16 https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/GND-CAT7 .pdf
https /lwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/GND-CAB-UNI.pdf
https /lwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/'SURGE-ETH.pdf
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Accessories

+ SURGE-DC
Protection from the voltage spikes for zones LPZ1-LPZ2
24 V (both wires), max 16 A, DC terminals 2 x 2.5 mm?
DIN rail mounting
IP20, -40/+80°C, Saltek
o Datasheet"®
o orig. part no: DP-024

Eth connectors and cables

+ CON-RJ45-CAT6
STP RJ45 /Cat6 / 8p8c / wire/ gold plated/ AWG24, UBNT
o orig. part no: TC-CON connector STP RJ45

« CON-RJ45-CAT7
Connector RJ45, AWG 24-22, Telegartner
Suitable for Cat5e, Cat6A, Cat7 cables
o Datasheet®®
o orig. part no: Telegartner MFP8 Cat.6A AWG 22-27

@ Note

Extended (65 mm) Cable bushing PG21 (see updated
ACS-RAy3 or new SET-BUSH65) is recommended to be
used to hide this Eth connector in to a bushing.

* (SET-TLG-EXT35)
Connector RJ45, Telegartner + RACOM OTH-BUSH-EXT35
Set RJ45 connector (Telegartner) and cable bushing lengthening
(35mm). Suitable for AWG24-22 (Catbe, Cat6A, Cat7) cables.
o Datasheet’’
o orig. part no: Telegartner MFP8 Cat.6A AWG 22-27

@ Note

Lengthening is no more required when Extended Cable
bushing PG21 (65 mm) is used (see updated ACS-RAy3
or new SET-BUSH65).

+ CAB-CAT5e
Cat.5e Ethernet cable for connecting RAy units to the network,

outdoor,

UV protected, -40°C to +70°C, TELDOR R
} ’ —_— r—

o Datasheet’? ;?/ﬁ

o orig. part no: PLU030078 P

https //www.racom.eu/download/hw/ray/free/eng/07 _prislusenstvi/fSURGE-DC.pdf

20 https //www.racom.eu/download/hw/ray/free/eng/07 _prislusenstvi/CON-RJ45-CAT7.pdf
https /lwww.racom.eu/download/hw/ray/free/eng/07 _prislusenstvi/CON-RJ45-CAT7.pdf

https //www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-CAT5e.pdf
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Accessories

+ CAB-CAT7
Cat.7 Ethernet cable for connecting RAy units to the network,
outdoor,
UV protected, -30°C to +70°C, PEWTRONIC Ltd.
o Datasheet®>
o orig. partno: S/ FTP 4x (2x23AWG) Cat.7 + 2% (2x24 AWG)

» CAB-2F-DC-15m (and other hybrid cables)

Hybrid fibre + DC cable, 15m long, upper end terminated for easy

installation in to RAy2 and RAy3

o DC: 2x1.5mm”

o fibre: patchcord, 2-fibres, single mode, LC-connector - LC-
connector

o Datasheet**

o orig. part no: DLCHRAC2F015

Note
@ o Upper end of fibre part of the cable is terminated for

the use of 35mm RAy bushings (part of ACS-RAy3).
Upper end of DC cable requires for RAy3 usage of
DC/RJ45 adapter (Part.No. OTH-DC/RJ45) and 65mm
RAy bushings (part of ACS-RAy3 or SET-BUSHG65).

o Other cable lengths and/or different number of fibres
inside the cable or other types of terminals are avail-
able from OFA company (located in Czech Republic).
Exact ordering codes for all variants are specified in
the OFA datasheet®

» [ CAB-2F-5m (and other fibre cables) ]

Fibre cable, 5m long, upper end terminated for easy installation
in to RAy2 and RAy3

o Datasheet™®

o orig. part no: DLCRAC2F005

Note
@ o Itemis NOT available on RACOM e-shop and itis NOT
kept on RACOM stock. Longer delivery time has to be
expected.

o Upper end of fibre cable is terminated for 35mm RAy
bushings (part of ACS-RAy3).

o Other cable lengths and/or different number of fibres
inside the cable or other types of terminals are avail-
able from OFA company (located in Czech Republic).
Exact ordering codes for all variants are specified in
the OFA Datasheet®’

https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-CAT7.pdf
https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-DC.pdf
% https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-DC.pdf
https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-1F.pdf
https /iwww.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-1F.pdf
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https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-DC.pdf
https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-DC.pdf
https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-2F-1F.pdf
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Accessories

- CAB-DC-2x1.5 -
DC cable with silicone rubber, 2x1.5 mm2, -55 to +180°C, ProPS
o Datasheet’®
o orig. part no: VO5SS-F 2Dx1.50

USB adapters

+ OTH-USB/WIFI-W2
(Shipped with every RAy3 unit - plugged in to slot "S")
USB WiFi adapter for service access to the management interface,
Antenna Alignment Tool and RAy Tools smartphone application. .
The unit provides a built-in DHCP server. To access the unit, use V
by default the IP 172.17.17.17 for management and the ht-
tp://172.17.17.17/tk for Antenna Alignment Tool.

@ Note

It is strongly recommended that you order this component
through RACOM to ensure the WiFi chip model and version
is supported by RAy firmware. RACOM cannot accept any
responsibility for any issues arising from the use of non-
RACOM approved WiFi adapters.

* OTH-USB/ETH-XA
Ethernet adapter for service access to the web interface via USB
connector. RAy3 provides a built-in DHCP server with up to 6
leases. To access the RAy3 use by default the IP 172.17.17.17.

SFP modules

 SFP-2F-1G-EDGE *
SFP module, 2 fibres, SM, LC, 20km, -40°C to +85°C, EDGE
o Datasheet”®
o orig. part no: 1.25G-SFP-20DI-MS

@ Note

For OFA fibre cables CAB-2F-DC-XXm or CAB-2F-XXm
connected to this SFP module the short (35 mm) Cable
bushing PG21 (shipped with every unit as an item ACS-
RAy3) is recommended to be used.

For other fibre cables and other SFP modules the length
of Cable bushing PG21 has to be chosen according the
length of the SFP module and the length of fibre connector.

28 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/CAB-DC-2x1.pdf
2 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/SFP-2F-1G-EDGE.pdf
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» ( SFP-2F-1G-APAC)
SFP module, 2-fibres, LC, 10km, -40°C to +85°C, APAC Opto o
o Datasheet™ S0
o orig. part no: LS38-C3S-TI-N-DD Ppow_ {;:7
(this module is replaced by a new module SFP-2F-1G-EDGE %x
since November 2019) 2

+ SFP-RJ45-1G-AVAGO
SFP module, RJ45 interface, -40°C to +85°C, Avago
o Datasheet’’
o orig. part no: ABCU-5730ARZ

@ Note

Extended (65 mm) Cable bushing PG21 (see updated ACS-
RAy3 or new SET-BUSH65) is recommended to be used
to hide both the SFP module and the Eth connector in to a
bushing.

Accessory Kits

« ACS-RAy3* w
RAy3 supplied accessories - basic set of cable w g %{
bushings and connectors (shipped with every g
RAy3 unit) » &

o 2 pc standard PG21 cable bushing (35mm) .
o 1 pc extended PG21 cable bushing (65 mm) =’ .Q )

- shipped from 1X/2019

o 2 pc PG21 nut
o 1 pc blind plug cover
o 2 pc O-ring
o 2 pc rubber sealing small diameter O M

o 2 pc rubber sealing medium diameter

o 2 pc rubber sealing big diameter

o 1 pc RJ-45 Ethernet connector
o 1 capsule of Silicone grease for 2 units

Manufactured by RACOM.

@ Note

* 1 pc of extended 65mm bushing is part
of RAy accessory kit starting 1X/2019.

30 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/SFP-2F-1G-APAC.pdf
3 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/SFP-RJ45-1G-AVAGO.pdf
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+ SET-BUSHG65 *
Extended Cable bushing PG21 (65 mm inner
space) set:
1 pc Extended Cable bushing PG21 (65 mm)
1 pc Cable nut PG21
1 pc O-ring
1 pc rubber sealing small diameter

4
ing small @
1 pc rubber sealing big diameter ‘ O

1 pc rubber sealing big diameter
Manufactured by RACOM. %

@ Note
* Itemis needed when standard bushing
is not long enough to cover e.g. DC
power adapter or Telegartner RJ45
connector or SFP module for Metallic
Ethernet.
 This item replaces functionality
provided by OTH-BUSH-EXT35.

>

O O 0O O O O

* (OTH-BUSH-EXT35) (o)>
Cable bushing lengthening, PG21, 35 mm O-ring \\
O-ring ,!

@ Note

Lengthening is no more required when
Extended Cable bushing PG21 (65 mm)
is used (see updated ACS-RAy3 or new
SET-BUSHG5).

* OTH-BUSH-EXT500
Cable bushin% lengthening, PG21, Flexi, 50cm
o Datasheet’
o orig. part no:
PA6-23N, RKG-23P21N, RKF-23P21N, fi!},
flat ring FSN-P21

/_\ Important

Use the flat ring at the outer end of the
long lengthening, see Connectors as-
sembly.

32 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/OTH-BUSH-EXT500.pdf
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Accessories

Latest on-line descriptions

33

See www.racom.eu, Microwave link, Accessories

E-shop

Easiest way to order accessories is RACOM E—shop34.

Use there a search engine Ctrl+F and RACOM-PART-NUMBER of the searched item.

33 https://www.racom.eu/eng/products/microwave-link.html#accessories
34 https://webservice-new.racom.eu/main/eshop.list?a=1&t=10

42 RAy3 Microwave Link — © RACOM s.r.o.


https://www.racom.eu/eng/products/microwave-link.html#accessories
https://webservice-new.racom.eu/main/eshop.list?a=1&t=10
https://www.racom.eu/eng/products/microwave-link.html#accessories
https://webservice-new.racom.eu/main/eshop.list?a=1&t=10

Step-by-step Guide

3. Step-by-step Guide

The following chapters will guide you step by step through preparation, installation and activation of
the RAy3 link:

* Pre-installation check out

* Installation (Chapter 4.)

» Advanced configuration (Chapter 5.)
» Troubleshooting (Chapter 8.)

Pre-installation Checklist

Default settings for L and U units are chosen to allow delivered units to automatically establish a link
without unpacking RAy3 units from the box. It is enough to open the boxes and power both RAy units
up (by PoE or DC power supplies). It allows users to comfortably set up basic parameters necessary
for the installation in the lab and thus shorten the time on the tower or roof to a minimum. Following
text provides a guide how to optimally arrange the workplace, how to setup the link and which parameters
are good to be set up before the installation outside.

Default factory settings define the initial link to be established on the most narrow channel, strongest
modulation and lowest available Tx power (in RAy3 case those are 3.5 MHz channel, QPSK_S modu-
lation and Tx power = -30 dBm). Complete default settings are described in section 10 Technical
parameters.

@ Note

RAy3 default factory settings allow to install both units on the mast and establish the short link
without prior manual configuration. Just the distance has to be very short due to Tx power set
to the minimum for the unit (-30 dBm on RAy3-17 and RAy3-24). Typically, Tx power has to
be increased to a reasonable level (or even to a maximum) before link alignment.

USB/WIFI=
std delivery

OTH-DC/RJ45

230 VAC Phone

230 VAC

ETH (PC)

Fig. 3.1: Workplace for link testing and configuration
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Take the following steps to link together both delivered RAy3 units and to establish a connection
between them and PC or tablet or mobile and perform a basic setup:

m Open both boxes and double check that both RAy3 units are turned OK, so waveguides are heading
to each other.

m Connect power sources (PoE or DC) to both RAy3 units (using slot ETH1+POE).

m Wait about 30 seconds until both units boot up and the link is established. The green light should be
visible on both units through transparent plug on slot “S”. Until a WiFi password is set, red light
periodically flashes together with green light - see Section 1.5, “Status LED ( S )".

m Connect by WiFi or by Ethernet cable (plugged in to LAN input on PoE power supply or in to Eth port
on USB/ETH adapter) to one of those two units. Units linked together allow effectively set all IP ad-
dresses, passwords, security keys, feature keys, users, etc. from one side of the link.

o If WiFi is used, then just select which WiFi to connect to. IP address of your PC or laptop is set
automatically by DHCP.

o If Eth over USB port is used (through USB/ETH adapter OTH-USB/ETH-XA), IP address of your
PC or laptop is set automatically by DHCP as well.

o If Eth connection to one of data ports on RAy3 (ETH1 or ETH2) is used, then the IP address on
your PC or laptop has to be set manually to establish a working connection. See Quick Guide for
the complete list of IP addresses to use.

o Enter a web management of the unit and configure everything you like to change to be ready for
outside installation. Following parameters are typically set in this phase:
* IP addresses and VLANs
* passwords
» security keys
 feature keys
* users
* WiFi password and behavior
* Tx and Rx frequencies (if known in advance)
* Higher Tx power (to be ready for antenna alignment) — see section “Important” below

Note

» This setup can be used for link configuration, however full radio performance can't be expec-
ted (high modulations, full Tx power range, etc.) because standard conditions between units
(antenna interface, polarization planes, free space attenuation) are not met inside the box.

» High TX power does not lead to better RX signal quality, because the receiver input can be
saturated with too strong signal - see Overexcited receiver.

» Until a WiFi password is set, red light periodically flashes together with green light - see
Section 1.5, “Status LED (S )”.

c Important

* Maximum secure Tx power for RAy units inside the box is 0 dBm. Higher Tx power risks
the damage of sensitive input circuits!

+ If you need to configure higher Tx power to be ready for antenna alignment during installation
on the mast, you first have to turn units in to position where waveguides are not heading to
each other, so reasonable attenuation is ensured. Secure is for example to put RAy units
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in parallel in to a direction without any metal material in front of the microwave beams (it
could reflect waves back to units).

* Maximum time units can be powered up inside the box is 10 minutes (standard room tem-
perature expected). Longer time may lead to the unit overheat! If more time is needed for
configuration, units have to be unpacked from boxes.
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3.1. Service access
The RAy3 link is supplied with a default configuration of access parameters:

For Ethernet access through RJ45 or SFP ports:

* Unit L has the service IP address 192.168.169.169 and mask 255.255.255.0
* Unit U has the service IP address 192.168.169.170 and mask 255.255.255.0
For WiFi or Ethernet access via USB/WiFi or USB/ETH adapter:

* Both units have service IP address 172.17.17.17 and mask 255.255.255.0

For Ethernet access through RJ45 or SFP ports an IP address has to be set on your PC that is within
the mask, e.g. 192.168.169.180. For WiFi or USB/ETH access an IP address for laptop or mobile or
tablet is set automatically by DHCP (enabled by default).

Then open the HTTP or HTTPS configuration interface, e.g. https://192.168.169.169 or ht-
tp:/172.17.17.17

Access is allowed over HTTP, HTTPS or SSH.

The default username is "admin" and the password is also "admin" (it is strongly recommended to
change it).

See Configuration / Link settings / Service access / USB accessories chapter for detailed information.

The Antenna Alignment Web Tool can also be used for antenna direction alignment. It can be accessed
via a web browser utilizing IP addresses with ,/tk“ at the end (e.g. http://172.17.17.17/tk for WiFi or
USB/ETH adapter or http://192.168.169.169/tk or http://192.168.169.168/tk for ETH1/ETH2 ports).

When connection has been established, use the Service access menu to customize access parameters.

Default management IP addresses should be replaced with well-chosen operating addresses. Default
can lead to network problems later.

The menu contains parameters for the entire link, both for the Local and remote Peer units. If a connec-
tion has been established, both sets of parameters have been set. While working with an isolated unit,
only Local parameters are functional for the currently connected unit.

Note

If the link is OK and there are no parameters shown of the station Peer, it is necessary to click
on Refresh.

Follows the description of basic settings. Pictures in following sections show default factory settings
for L unit and RC info “rcinfo20_250_default:XXX”. Default settings for unit U (for opposite side of the
link) would be adequately exchanged. Values for other RCinfo may be different as well (differences
typically refer to frequencies and Tx power as they are allowed by authorities for the actual band and
a region).

After entering values on the screen always save the content by clicking on Apply.
Note

If there is any problem with HTTPS certificate after completing the firmware upgrade, please
see the Annex Hittps certificate for further steps.
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3.1.1. Choosing right band according the country of use
Menu Tools / Maintenance / Radio adaptation

First step is to set the right set of rules for the band according the region or country of use, so the unit
is compliant with the local regulation. Go to the menu according the picture below and set parameter
RCINFO accordingly.

Status Local: Site-Af 07:04
Link settings
Backup Feature keys Firmware Radio adaptation Restart
General
Radio Band index

Band index L C".a".ge

SErvice access
Frequency tables

Alarms
Warning: Using the wrong frequency table can lead to viclation of the comasponding telecommunications regulatons.
. . i info24 1SM250:10
Switch SEﬂIﬂgS Active reinfo24_|5M250;10
MHew rcinfo24_FCC200;2; b Change
Status
Unit § mode
Interface
Unit § mode off Cha nge
Advanced
Tools

» Maintenance Refresh

Fig. 3.2: Menu Tools / Radio adaptation

For full explanation of all possibilities of this screen see the section called “Radio adaptation”.
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3.1.2. Setting units name and location

Menu Link settings / General

Not necessary settings. Anyhow it is beneficial to name the link and its location for easier identification

later on:

+ Station name — station can be assigned with a name, e.g. the place of installation.
+ Station location — for easier inclusion the network hierarchy, it is possible to enter the station’s location

Status
Link settings
» General

Radio
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Fig. 3.3: Configuration Menu Link settings / General

General

Product code
Serial no.
IPv4 address

Station name

Station location

Date

Time

Time source
Adjust time
NTP source IP
NTP period

Time zone

Local: Site-A 7 09:49

Lacal

Ray3-24-L

1801515341

10.10.0.128/24
Site-f

Basza - Racom

2018-08-18
Co-48:48
manual
Adpust time
0.0.0.0
17 m

GMT

Peer

Ray3-24-L

1801516841

10.10.0.138/24
Site-B

Remote - Houdek
20119-08-12

0o-40:41

manual

!—‘-.pplﬂ Cancel | Refresh Show defaults

For full explanation of all possibilities of this screen see Section 5.4.1, “General’.
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3.1.3. Setting Ethernet access parameters

Menu Link / Service access / Services

Those settings are necessary to make new units accessible within target Ethernet network. Typically,
all following parameters should be set according to both networks IP addressing, routing, planned access

methods for data and for management, etc.:

Fig. 3.4: Configuration menu Link settings / Service access / Services

IPv4 address — enter a valid IP address to access the unit. The default IP address has to be replaced
with a valid address. Keeping the default address will probably lead to future problems in the network.
Netmask — enter the network mask.

Gateway - if necessary, enter a gateway, otherwise leave blank

Enable access protocols that you are going to need. For security reasons, do not enable more than

is necessary.

HTTP(S) — allow access to the web interface.

Telnet — enabling access to the CLI interface using telnet protocol.
SSH - enabling access to the CLI interface using SSH protocol.
Management VLAN — Enabling 802.1Q VLAN tag for separation of user and service operations.

Management VLAN id — Defining 802.1Q VLAN tag for service operations.

Status

Link settings
General
Radio

» Service access

Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A 7 11:47

Services
Service access

IPw4 address - Local
Hetmask

Gateway

Management VLAM
15t tag

2nd o
Services

Web server

CLI {telnet)

CLI [55H)

SMNMP

SMNMP community string
SNMP trap IP

LED indicators
LLDP {Service IP info)

USB accessories Users

Lacal
10.10.0.188

24 | 255.255.255.0
10.10.001

viD Protocol
1 BO0Z.1q
4054 B0 10
Local
on
on
L
med-snmp
0.0.0.0

Link: Ok

Pear
10.10.0.1849

24 | 255.255.255.0
10.10.0.1

viD Protocol
1 B02.1q
4004 802.1q
Peer
on
on
L
mwl-snmp
0.0.0.0

Mote: Individual SMMP traps can be activated at Alarms = Config.

L

on

Apply | Cancel | Refresh

L

o

Show defaults

For full explanation of all possibilities of this screen see the section called “Services’.
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3.1.4. Creation of users
Menu Link / Service access / Users

Itis recommended to create user accounts managed by the main user already in this phase (for example
a user with rights limited to read-only access). Following actions are available:

» Edit - enter the menu.
* New password — choose a password and enter it.
» Confirm password — enter the password again to confirm.

Status Lecal: Site-A / 11:52
Link settings
Services USE accessories Users
General
Radio Local

Username Group Password 55H key Edit

» Service access admin cli_super Zat MNone Edit | | Delete

Alarms

Peer
Switch settings l.lserna me f’jrnup Password 55H key
admin cli_super Set MNone
Status Mote: Local user aczounts can be batked up at Maintenance = Backup.
Interface
Advanced Add user | Reifresh Mirror users

Fig. 3.5: Configuration menu Link settings / Service access / Users

For full explanation of all possibilities of this screen see the section called “Users”.
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3.1.5. Applying Feature keys

Menu Maintenance / Feature keys

The firmware of the microwave link is capable of controlling several features (for example the maximum
user data speed, maximum Tx power, etc.). It is recommended to install all separately purchased feature
keys prior to physical installation to allow all expected features of the link to be usable after the install-

ation.

Status

Link settings
General
Radic
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools

» Maintenance

Live data

Backup  Feature keys

Local
Mote: Feature keys changes take effect after restart
Feature Limit / Enable Remove

speed 1000 Delete

Upload local feature keys

Serial no.: 1801515341
Mote: Feature keys changes take effect after restart

Upload Open file upload
Peer

Feature Limit / Enable

speed 1000

Fig. 3.6: Configuration menu Maintenance / Feature keys

@ Note

Firmware

Local: Site-Af 07:00 Link: Ok

Radio adaptation Restart

Refresh |

Speed keys purchased with the unit are installed in the factory (and can be double checked
within this menu). Key for limited Tx power is not installed except specifically ordered. If RCinfo
limits the maximum power, it can not be overruled by feature key with the higher Tx power.

For full explanation of possibilities of this screen see the section called “Feature keys”.
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3.1.6. WiFi settings
Menu Link / Service access / USB accessories

Go to menu Link Settings / Service Access / USB accessories and enter WiFi password or disable
WiFi completely. Standard settings are that Enable on Air link loss is ON (when the link is down, WiFi
is activated; when link is OK, WiFi will be deactivated in few minutes) and Force Enable is OFF (activates
WiFi permanently). Passphrase has to be set, otherwise the WiFi is unsecured and system warning is
active.

Status Local: Site-A [/ 11:49 Link: Ok
Link settings
Services USE accessories Users
General
Local Peer
Radio 14315370
. 3aFir< o
» Service access USE info Mo devics :3“?‘;-1:1G;|:J;"LHPJ
Toodd:B0:bE:71:d1
Alarms IPv4 address 1721471747 1721471717
Switch settings Netmask 24 | 256.255.256.0 v 24 | 255.255.256.0
Status DHCP start 172171720 1721474720
DHCP end 172.17.17.258 172.17.17.25
Interface
Advanced Ethernet adapter
Enable o o
Tools DHCP o o
Maintenance
WiFi adapter
Live data Enable on Air link loss
History Force enable
Logs DHCP v v
551D Ray3-24_ 1301515341 Ray3-24_1301515841
Programs
Encryption none none
HE||} Passphrase
Mode 802.11n v 802.11n
Channel 1 ¥ 1

Appl'_,r| Canoel| Refresh| Show defaults

Fig. 3.7: Configuration menu Link settings / Service access / USB accessories

@ Note

If you access the unit over WiFi, do this step as last action before reboot (as the WiFi connection
will be interrupted and new connection with new password would be required to continue the
work).

For full explanation of possibilities of this screen see the section called “USB accessories’.

52 RAy3 Microwave Link — © RACOM s.r.o.



Step-by-step Guide

3.2. Basic link configuration

Default radio parameters depend on the specific type of link and the specific channel allocation table.
Channels are typically set in the lower part of the band, the smallest bandwidth, QPSK modulation,
and low power. Both units in the pair should be capable of immediate communication. If it is possible to
work with these radio parameters at the installation location, the link can be activated. On an operating
link the required operating parameters can then be set up.

If a change in the parameters is necessary, it is done in the menu Link settings / Radio and saved by
clicking Apply. This applies when working on both units simultaneously if they are connected, otherwise
each unit is configured individually. When configuring units individually, pay attention to correct settings
of duplex pair for channels TX and RX. For example, if one station has TX channel L1, then the second
station must also have the channel RX L1.

3.3. Link test

Verify the functionality of the radio link:

» Switch in screen Status / Brief.

» Status Bar displays Link: Ok.

If the alarm message appears at Local or Peer, this doesn’t necessarily mean there is a problem.
The message indicates that the limit at any of the monitored parameters has been exceeded. Essential
is the "Link: Ok™ message on the status bar.

* The Status screen contains values for both Local and Peer units. N/A next to Peer indicates that the
data from the Peer unit has not been transferred. If Link is Ok, simply click Refresh at the bottom of
the screen and Peer data will be updated.

* Menu Status / Detailed / Radio indicates link RSS and MSE values, in case of ACM also the selected
modulation and Netbitrate. If the ATPC function is enabled (menu Link settings / Radio) it also indic-
ates instantaneous / max. allowed power and for MSE and RSS values it indicates immediate / target
value size.

* Menu Tools / Live data / Bar indicators displays current size of RSS, MSE and BER.

* Menu Tools / Programs / Ping allows you to send a ping test to the selected IP address.

Try out the possibility of modulation:

* Modulation ACM. In menu Link settings / Radio enable ACM. Set the TX modulation parameter to
the required maximum value. In menu Status / Brief / Radio you can monitor (Refresh or Start)
changes in used modulation based on the instantaneous MSE signal quality.

» To set a fixed modulation go to Link settings / Radio, switch off ACM and set the TX modulation to
a value from the range of QPSK through 256-QAM based on the results of the previous test. If you
choose modulation higher than allowed by MSE, the connection will be lost. Status Link will lose its
Ok value. Both units will need to be moved closer to resume the link. If this is not possible, use the
Ethernet to access each unit individually and set the basic modulation QPSK.

Verify the functionality of the entire link:

+ If possible, connect user devices to both RAy units over PoE and test mutual communication.

* Another way of testing this is to connect a PC to the other unit and send a ping from one PC to the
other.

* The minimum variant of this test is to use an Ethernet cable connection from the PC connected to
the local RAy to the PC connected to the remote RAy and test communication between both units
over Ethernet. This will verify Ethernet functionality.
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Prepare installation configuration:

Bandwidth e.g. 3.5 MHz. To get the highest possible receiver sensitivity, set the bandwidth as narrow
as possible according to specific frequency band.

TX channel: Use your allocated channel. If you do not have allocated channel yet, use for example
channel L1.

RX channel will setup automatically when channel lock activates.

Set TX modulation QPSK to get the highest possible sensitivity.

Set RF power according to selected antenna and according to individual frequency licence. Set the
output power as high as possible.

Set a new users access passwords.

Record the access parameters from the Service access menu, especially the IP addresses.
Restart by interrupting the power supply to verify that the parameters are stored correctly and the
link works.

After this preparation phase you can continue to install your devices in a working environment.

54 RAy3 Microwave Link — © RACOM s.r.o.



Installation

4. Installation

4.1. Line of sight test

Before you install the device to a mast tube, verify visually that the view in the direction of the remote
unit is unobstructed.

Line of sight considerations:

» Free Fresnel zones. Signal needs space wider than the diameter of the antenna.

Trees at the lower end of the Fresnel zone. They will be taller in a few years.

Possible building development.

Objects in the close proximity of the antenna such as edges of other antennas, their mounting racks,
edges of the roof.

l< d1 .
( \
F, r
B- =

, [\
maE _ [Fiff]
a7 52

< D >

Fig. 4.1: Fresnel zone

4.2. Antenna mounting

Antenna mounting depends on the antenna vendor, antenna type and the size of the chosen antenna.
The result of any antenna installation is that it is fixed to the mast, pointing to the right direction and its
waveguide and fixing screws are ready for mounting RAy unit to it.

Fig. 4.2: Antenna mounting
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Fig. 4.3: Fixing screws
Common for all antennas is a holder which ensures:

« fixing of the antenna to the mast
« flexibility in two planes (necessary for antenna adjustment to the proper direction).

Each holder allows at least 2 methods of mounting antenna on the mast tube:

* right-side mounting
* left-side mounting

Following sections describe in detail installation of antennas, mounting kits and/or flexible waveguides,
so the antenna is ready for mounting RAy unit to it. Choose below a chapter relevant for your antenna
supplier and installation manual according to antenna type and size.

Note

Each antenna allows RAy unit to be mounted on it with horizontal or vertical polarization. This
is discussed in detail in Section 4.3, “RAy unit mounting”.

4.2.1. LEAX-RAy antenna mounting

Mounting instructions for each LEAX-RAy antenna are shipped with each antenna. Identical mounting
instructions are available within RACOM RAy download’ section, on our website. See list below:

* Installation of 0.3m antennas - ANT-LEAX-()’OO-insz‘.pdf2
* Installation of 0.6m antennas - ANT-LEAX-600-inst.pdf3
* Installation of 0.9m antennas - ANT-LEAX-900-inst.pdf4
optionally with standard strut ANT-LEAX-RAy-900-STRUT - ANT-LEAX-strut-std-inst.pdf5

! https://www.racom.eu/eng/products/microwave-link.html#download

2 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-300-inst.pdf

3 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-600-inst.pdf

4 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-900-inst.pdf

5 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-900-strut-inst.pdf
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* Installation of 1.2m antennas - ANT-LEAX-1200-inst.pdf6 (includes standard strut)
optionally with extra strut ANT-LEAX-RAy-1200-STRUT - ANT-LEAX—struz‘-extra-inst.pdf7

* Installation of RAy interface for LEAX-RAy antennas - ANT—LEAX—I—'\’Ay-inst.pdf8
(same for all sizes). The RAy interface is part of each LEAX-RAy delivery (one interface set per
antenna). It needs to be mounted to each antenna according to the instruction manual before
mounting the RAy unit. Four pcs M8x30 (Allen) screws to mount the RAy unit to the antenna are
also part of the antenna delivery.

@ Note

0.9m and 1.2m LEAX-RAy antennas on windy sites (max wind speed above 50 m/s) has to
be installed with optional struts. They allow to increase operational wind speed up to 65 m/s
(instead of 50 m/s respectively 55 m/s). They also allow to use tower pipe @50-120 mm (instead
standard @90-120 mm). Consult LEAX website® for exact parameters and additional info.

Ensure the pin lubrication is completed during assembly.

4.2.2. Jirous antennas mounting

Mounting instructions for Jirous antennas are available on the manufacturer's website http.//en.jirous.com.
Mounting is also described in detail on RACOM RAy download'® section:

* Installation of Jirous antennas ANT—JRM—inst.pdf11
optionally with standard strut ANT-JRMB-1200-STRUT-F - ANT-LEAX—struz‘-sl‘d—insz‘.pdf12

4 pcs M8x30 (Allen) screws to mount the RAY unit to the antenna are part of the antenna delivery.

@ Note

1.2m Jirous antennas on windy sites (max wind speed above 50 m/s) has to be installed with
optional struts ANT-JRMB-1200-STRUT-F (fixed) or ANT-JRMB-1200-STRUT-A (adjustable).
Strut allows to increase operational wind speed (typically up to 65 m/s). Consult Jirous website 3
for exact parameters and additional info.

Ensure the pin lubrication is completed during assembly.

4.2.3. Other antennas mounting

Antenna which do not have a direct interface to RAy needs also a proper antenna mounting kit or a
flexible waveguide with a mounting kit for it. Such interface has to be installed prior to RAy unit install-
ation to the antenna.

Antenna mounting kit can be ordered as an accessory part (one per antenna). It has to be chosen ac-
cording to selected band and antenna vendor - see Overview of currently available types. Any other
antenna can be connected to the RAy by standard flexible waveguide. RACOM offers mounting kits
(RAy holders) for different flexible waveguides (see Accessories and the picture Flexible waveguide).

6 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-1200-inst.pdf

7 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-1200-strut-inst.pdf
8 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-RAy-inst.pdf

o https://www.leax-arkivator-telecom.com/en/products/microwave-antennas.htmi

10 https://www.racom.eu/eng/products/microwave-link.html#download

" https://www.racom.eu/download/hw/ray/free/eng/04_anteny/ANT-JRM-inst.pdf

12 https://www.racom.eu/download/hw/ray/free/eng/04_1_anteny/ANT-LEAX-900-strut-inst.pdf
13 http://en.jirous.com
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Standard mechanical tools are enough to install each of those accessories.

Antenna mounting kit for Arkivator antennas

Items "ANT-ARK-KIT-xx" (where xx is the band) fits all traditionally produced Arkivator antennas (from
company Arkivator, acquired by LEAX Group) as well as today produced Arkivator antennas from
company LEAX Arkivator Telecom sold without RAy interface.

NOTE:
All LEAX-RAy antennas listed in the RACOM portfolio contain specific RAy interface and thus no
mounting Kit is required.

Antenna mounting kit for Andrew antennas

Iltems "ANT-ANW-KIT-xx" (where xx is the band) fits most of Andrew antennas manufactured by
CommScope with specific vendor's interface unmounted. RAy3-17 and RAy3-24 need Dual polarized
antennas.

» for 17 GHz band use ANT-ANW-KIT-17/18 and order the following dual-polarized antenna types:
VHLPX1-18W/A 30 cm
VHLPX2-18W/A 60 cm
VHLPX3-18W/A 100 cm
NOTE:
The antennas labelled for 17.700 - 19.700 GHz band are also OK for 17.100 - 17.300 GHz band
(confirmed by CommScope).

» for 24GHz band use ANT-ANW-KIT-24 and order the following dual-polarized antenna types:
VHLPX1-26W/A 30 cm
VHLPX2-26W/A 60 cm
VHLPX3-26W/A 100 cm
NOTE:
The antennas labelled for 24.250 - 26.500 GHz band are OK for 24.000 - 24.250 GHz band (con-
firmed by CommScope).

NOTE:

Ordering codes with "-W/A" at the end means one of suitable types of waveguide (vendor's interface),
must be unmounted before installation of RAy antenna mounting kit. Ordering codes with "-GDC" at
the end means no vendor's interface, so nothing needs to be unmounted in such a case.

If there is a requirement to connect different type of antenna (for example some newer antenna type),
it is possible to modify the existing adapter to meet new requirements.

Flexible waveguide

Flexible waveguide mounting kit can be ordered as an accessory patrt.
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Fig. 4.4: Flexible waveguide assembly
Flexible waveguides themselves are not offered by RACOM - please consult your antenna supplier.

Ensure the pin lubrication is completed during assembly.

4.3. RAy unit mounting

RAYy unit can be attached to several different models of antennas from several vendors. Installation of
RAy unit on to LEAX-RAy or Jirous antennas or to any other antenna through proper RAy mounting
kit (eventually with flexible waveguide) is very simple and it is identical for all antennas and mounting
kits. Installation starts with the lubrication of antenna pivot, followed by fixing the RAy unit in a proper
position to the antenna and finished by unit grounding to the mast — as described in following sections.

4.3.1. Lubrication of the antenna pivot

Before fitting the RAy bushing to the antenna pivot ensure the "O" ring (part No. 1) is in the correct
position. It is also essential to prevent moisture getting in between these two parts. This moisture could
cause oxidation which would complicate disassembly of this mechanical coupling in the future. For this
reason we need to treat these surfaces with the grease which is supplied in the capsule marked "SILO-
CONE GREASE". If you use a different grease for lubrication then it should be a Teflon or a silicone
grease.

Fig. 4.5: Grease points on the antenna pivot and RAy unit flange

Lubricate both the internal area of the bushing on the RAy unit (2) and the "O" ring (1) with a thin even
layer that allows the pin to slide easily into the bushing without damaging the "O" ring. The layer has
to be really thin and even to ensure no grease is pushed in to the waveguide. A little bit more grease
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may only be applied in the area (3) beyond the "O" ring on the antenna pin to optimally fill the small
gap (max. 0.1 mm) between the pin and the bushing to prevent leakage of moisture and water into the
unit. Installation should be carried out according to the antenna installation instructions.

A tub of grease is supplied with each RAy unit.

e Important

Lubrication is a very important assembly step for every RAy
unit. Failure to lubricate the unit can lead to operational and
assembly complications.

The layer of grease has to be really thin (especially on the
surface "No 2"), otherwise grease blocks the waveguide
after the assembly (and many decibels of the signal are lost).

Fig. 4.6: Silicone grease

4.3.2. RAy unit mounting to the antenna
Each antenna allows RAy unit to be mounted on it with different polarization:

* horizontal TX polarization
+ vertical TX polarization

Horizontal Vertical

Fig. 4.7: Horizontal and vertical TX polarization — see the arrow sign
In all cases mount the unit with the connectors facing downwards at an angle.
Note

RAy3-17 and RAy3-24 links need one unit to be installed with vertical polarization and the
other unit with horizontal polarization because these units use cross polarization.
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Fig. 4.8: RAy3 unit with antenna (left-side mounting and horizontal polarization)

RAy unit is fixed to the antenna by 4 pcs M8x30 (Allen) screws, which are part of the delivery of each
antenna or each mounting kit. Those should be partially unscrewed so that the unit can be slid on to
them. Then check whether the "O" ring is correctly fitted on the antenna pin, and make sure it is not
damaged and has been lubricated with grease — see Section 4.3.1, “Lubrication of the antenna pivot”
above.

Then remove the protective plastic cover from the central pin of the antenna and fit the unit flange
(located in the center of flat part of RAy unit, across the holder) to it carefully not to damage the "O"
ring. Once the RAy unit is plugged to the antenna pin, turn RAy clockwise so its screw-holders fit the
right position for all 4 screws. Carefully ensure the correct polarization of the unit and secure the RAy
unit in place with all four bolts. Finally, gently tighten the bolts with a No. 6 Allen key.

c Important

Gently tightening all 4 screws is enough. Do not over-tighten any screw, it may damage the
protective color surface of the aluminum unit (enforcing corrosion processes) and in the case
of an extreme force also deformations of the RAy aluminum cover may happen. Later de-in-
stallation of the unit then becomes difficult.

Please ensure that all 4 screws are tightened equally during tightening and the gap between
RAy screw-holders and spacers on all 4 sides of the RAy unit is approximately identical. Too
strong tightening of one or 2 screws on one side of RAy unit may lead to the deformation of
the sensitive zone of the waveguide between the antenna and the unit, resulting in weaker
radio parameters.

Even a small residual gap between RAy unit and the antenna is OK, because important is a
good connection of waveguide — it is good enough even with screws gently tightened. NOTE:
on older LEAX-RAy antennas (shipped during the year 2017) the residual gap under each
screw-holder on RAy and antenna body may be up to 1 mm.

4.3.3. RAy unit grounding

RAy unit has to be properly grounded, otherwise it can not be guaranteed its function and it can be
even damaged. Grounding connection through antenna and its holder is not enough (due to color surface,
oxidation etc.), thus a separated grounding is required to ensure the perfect galvanic connection.

c Important

The RAy unit has to be grounded before connecting to the power supply and/or to the user
network.
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Typically the unit is grounded to the antenna mast, which has to be properly grounded (according to
Fig. 4.19, “Grounding installation 1” and Fig. 4.20, “Grounding installation 2”, where unit grounding to
the antenna mast is marked by yellow-green cable).

The RAy unit is grounded to the flange at the fixing screws using an M8 screw. An insulated copper
cable with a minimum cross-section of 6 mm? terminated with a terminal lug is used as a protective
conductor. The conductor should have a green/yellow plastic cover along its whole length. The RAy
grounding kit can be ordered as an accessory (see Chapter 2. Accessories) containing a grounding
terminal ZSA16, 40 cm grounding strip 15 mm wide, and 100 cm of cable with grounding lugs. For in-
structions on installing terminals see the datasheet RAy grounding kit'*. The antenna must be installed
by a qualified person.

Properly installed unit grounding kit (from RACOM accessory) is documented on photos below.

Fig. 4.11: RAy grounding kit Fig. 4.12: Protective conductor at the mast
on a ZSA16 terminal

14 https://www.racom.eu/download/hw/ray/free/eng/07_prislusenstvi/ZSA16-en.pdf
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4.4. Connectors assembly and disassembly
The unit is equipped with 3 connector slots described in detail (including connectors’ pin-outs) in Sec-

tion 1.3, “Ethernet + power interfaces” and Section 1.4, “Service interfaces”. Use only standard coun-
terparts to these connectors.

.

p

Fig. 4.13: Slots ETH1+POE, ETH2 Fig. 4.14: Slot S

A set of standard bushing and plugs is delivered with each RAy unit as an accessory ACS-RAy3. The
rubber sealing for each bushing is delivered with three different internal diameters to fit different cable
diameters. The rubber is diagonally cut to enable sealing of cables with pre-installed connectors.

If the lengthening of the bushing is needed use the short extension OTH-BUSH-EXT35 (adds 35 mm
length, parts No.6 + No.7 on pictures below) or the long extension OTH-BUSH-EXT500 (adds up to
50 cm).

Q Important

Before connecting the RAy unit to the power supply and/or to the user network it must be
grounded according to Section 4.3.3, “RAy unit grounding”

All cables have to be secured by appropriate bushings which must be fitted with relevant O-
rings and carefully tightened in, according the instructions below.

Remaining connector slots on RAy unit has to be secured by plugs (including the original
plugs in the flanges). Those must be fitted with O-rings and carefully tightened as well. Other-
wise, the unit is not protected against moisture intake through connectors and can not guar-
antee unit functionality.
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Assembly procedure:

Fig. 4.15: Short bushing assembly for metallic Ethernet with short ETH connector (for example
item CON-RJ45-CAT6)

el

Fig. 4.17: Bushing including short lengthening (for metallic Eth with longer connector or for DC-RJ45
adapter or for non-OFA fibre optic cable)
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* Put on the cable: the nut No.1, rubber sealing No.2, bushing No.3 and O-ring No.4.

 (If you use extension ring No.6 with O-ring No.7 put those on the cable as well.)

+ Attach the appropriate connector No.5 to the cable.

* Plug the connector No.5 into the RAy3 unit.

* (If you use extension ring No.6 with O-ring No.7, lubricate its thread with grease and screw those
into the RAy3 unit.)

+ Screw the bushing No.3 with the sealing O-ring into the RAy3 unit (or into the extension if used).

* Move the rubber sealing (2) along the cable to fit in the bushing. Screw the nut (1) on bushing (3).

O Tip
Practical tip: Screw the ring No.6 and bushing No.3 quote tightly, so they could not rotate when
the nut No.1 is screwed (or released later on). Not doing so could damage the cable by twisting
it during sealing. It can also create the issue later on when the nut No.1 is released (and ring
No.6 or ring No.3 releases first).

Disassembly procedure:

* Release the nut No.1

* Remove the rubber sealing No.2

* Unscrew the bushing No.3 with O-ring No.4 (and extension No.6 with O-ring No.7).
* Remove the connector.

® Warning

It is absolutely critical first to completely release and disassemble the nut No.1 and remove
the rubber No.2. Failure to do so could cause the damage of Ethernet cable or fibre optic wire
by cable rotation. Even connectors inside the RAy unit can be damaged. Should the rubber
sealing No.2 become fastened to the cable and/or to the plastic bushings, the rubber sealing
must be detached from the cable by a brute force. We suggest you use a flat screw driver to
release the rubber sealing No.2.

It is always better to optionally damage the bushing rather than damage a cable or
components inside the RAy unit.

At the outer end of the long lengthening there is necessary to use a flat ring supplied as part of the
OTH-BUSH-EXT500. On other places O-rings are used. See next Figure:
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Fig. 4.18: Bushing including long lengthening

e Important

* When using other bushing or connector than the delivered there is a danger of bad seal or
damaging the connector. Interior space can be small.
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4.5. Grounding and overvoltage protection

The proper grounding together with surge protection components should be installed on site to increase
the resiliency of the whole installation against natural overvoltage situations (stimulated by storms,
lightning and other atmospheric issues). Such a system has to respect local standards for grounding
and electromagnetic protection, otherwise the risk of damage of the unit and/or connected IT infrastruc-
ture gets much higher. We also recommend to consult each site situation with local experts to ensure
the installed grounding is enough for the actual site conditions and that the overvoltage protection of
sensitive components or infrastructures is reasonably effective against typical situations on site.

The rule is that every metallic component of wireless infrastructure located outside the building (in
LPZ0) should be properly grounded and protected against overvoltage, especially:

» grounded RAy unit itself (as described in Section 4.3.3, “RAy unit grounding”)

+ grounded all shields from all metallic Ethernet cables

» grounded all DC cables (shields or one wire)

* overvoltage protection is applied on all metallic Ethernet cables at the point of entrance to the building
+ overvoltage protection is applied on DC cable at the point of entrance to the building

All types of cables should be grounded and longer cables should be grounded in several places (outside
the building every few meters). Overvoltage protective devices are available for all types of cables and
usage. Accessories offered by RACOM for those purposes are listed in Section 2.1, “Overview ” and
described in detail in Section 2.2, “Details ”.

e Important

The unit and mast must be properly grounded before the power supply and/or the user network
are connected to RAy unit.

Warranty does not apply for units destroyed by surges or over-voltage (see RACOM warranty
conditions at Section 10.6, “Warranty” ).

@ Note

Some PoE power sources, PoE injectors and DC power supplies have overvoltage / surge
protection built in. Please consult the datasheets of those versus the local standards and site
requirements.

On sensitive sites additional overvoltage protection should / could be applied between different
zones (or rooms) even within one building (for example between network center and datacenter).

LPZ acronym means Lightning Protection Zone.
The example and rules below are designed in accordance with regulation EN 62305.

1. Where possible the antenna should be located in an LPZ OB protection zone with the use of a local
or artificial air termination device for protection against direct lightning strikes.

2. When meeting conditions for ensuring electrical insulation (distance from the lightning conductor)
in accordance with article 6.3 of this standard, it is not recommended to ground the load-bearing
structure and antenna to the external air termination network. Grounding should be attached to the
protective system of the internal LV (Low Voltage) wiring or grounded internal structures using a
CYA 6 mm? bonding conductor , see Fig. 4.19 Grounding installation 1.
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Fig. 4.20: Grounding installation 2

68 RAy3 Microwave Link — © RACOM s.r.o.



Installation

If it is not possible to set up conditions of electrical insulation in accordance with article 6.3 of this
standard, we recommend connecting the load-bearing structure at roof level to the external air ter-
mination network via an 8mm diameter FeZn conductor and shielding the data cable before entry
to the building with a grounding kit and CYA 6 mm? conductor to the bonding bus, and if not already
set up then also to the external air termination network, see Fig. 4.20 Grounding installation 2.

If there is not an external LPS on the building we recommend routing lightning current through an
8mm FeZn conductor to a common grounding system, or to a separate grounding electrode with a
ground resistance up to 10 Q.

For limiting the overvoltage transferred over the data cable and into the building we recommend
fitting surge protection at the interface between zones LPZ 0 and LPZ 1 connected via a CYA 4 mm?
conductor to the same grounding point as the antenna or the antenna mast.

. We recommend protecting the PoE power supply from overvoltage on the LV side with suitable

class D surge protection.

RACOM supplies surqe protection for installation on Ethernet cables entering buildings. For more details
see Surge protection >,

Additional safety recommendations

Only qualified personnel with authorisation to work at heights are entitled to install antennas on masts,
roofs and walls of buildings.

Do not install the antenna in the vicinity of electrical wiring. The antenna and bracket should not
come into contact with electrical wiring at any time.

The antenna and cables are electrical conductors. During installation electrostatic charges may build
up which may lead to injury. During installation or repair work to parts of the antenna lead, bare
metal parts must be temporarily grounded.

The antenna and antenna cable must be grounded at all times.

Do not mount the antenna in windy or rainy conditions or during a storm, or if the area is covered
with snow or ice.

Do not touch the antenna, antenna brackets or conductors during a storm.

15 https://www.racom.eu/eng/products/microwave-link.html#accessories_ochrana
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Fig. 4.21: Grounding Kit universal Fig. 4.22: Grounding Kit for 5-11mm cables,
for 5-11mm cables assembled

Fig. 4.23: Grounding kit for S/FTP 4+2 cable Fig. 4.24: Grounding kit detail
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i "

Fig. 4.25: Separated lightning conductor

NOTE: Itis always better not to install the microwave unit directly under the lightning conductor holders.
There is lower probability of unit being polluted by birds.

It is necessary to install the Ethernet lead so that there is no excessive mechanical stress applied on
the connector bushing:

Fig. 4.26: Example of a correct lead installation.

4.6. Power supply

RAy microwave unit can be powered by active PoE, passive PoE or by DC power source. All variants
of power are supplied through RJ45 Ethernet connector (in slot ETH1+POE). Detailed description and
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technical parameters of the connector is described in Section 1.3.1, “Ethernet 1, PoE - RJ45 connector
(ETH1+POE)".

PoE power supply

ETH1 + POE

Fig. 4.27: Power supply possibilities

RACOM is offering all kinds of power supplies, all guaranteed for compatibility with RAy unit and tested
for long-term stability — they are listed in Section 2.1, “Overview ” and described in detail in Section 2.2,
“Details ”.

4.6.1. PoE power sourcing

» Active PoE plus (called also Standard PoE+) power supply compatible with IEEE 802.3at, sourced
by AC or DC power. The standard IEEE 802.3at defines negotiation method, wires to be used, oper-
ating voltage (36-56V), maximum supported current, overcurrent protection and other parameters.
Any power supply compatible with IEEE 802.3at standard can be used.

» Passive PoE power supply (called sometime PoE injector), is an equipment pushing to the pins of
Ethernet connector DC power with a polarity and voltage compatible with IEEE 802.3at standard.
Thus, supported voltage, distances, grounding and internal RJ45 pins wiring are identical with
Standard PoE+ (mentioned above). Typically, the current is sourced from a DC power with adequate
parameters (nominal voltage 24-60V, max current at least 1A). The only additional requirement is
that non-grounded wire of DC power circuit in the PoE injector has to be secured by a fuse discon-
necting the power circuit in the case of over current (similar like for DC power source connected
directly to the RAy unit by a DC connector).

@ Note

RAy unit requires the voltage on RJ45 connector (ETH1+POE) to be at least 20 V, for
booting 21 V (to prevent booting with discharged 24 V battery). If a longer Ethernet cable
than few meters is used, then both voltage and Watts of power supply and PoE injector has
to be adequately higher to cover the power loss within the Ethernet cable.

Quality Ethernet cable (i.e. shielded one, like CAB-CAT7) with UV protection is recommended
for outside use.

Quality connectors (like CON-RJ45-CAT7) are recommend to be used on both ends of
Ethernet cable to ensure long-term reliability of the connection. Such connectors have better
resistance against oxidation and also against scorching contacts due to spikes during power-
on and power-off the unit by plug / unplug Ethernet cable. Anyhow standard Eth cable with
standard Eth connectors should work as well.
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Overvoltage protection unitis recommended to be applied between RAy unit and PoE power
supply — for details see Section 4.5, “Grounding and overvoltage protection” (easily visible
on Fig. 4.19, “Grounding installation 17).

4.6.2. DC power sourcing

Direct DC power input for RAy3 unit described in Section 1.3.3, “DC power ( using ETH1+POE )”requires
the use of OTH-DC/RJ45.

» Any kind of DC power source with supplied nominal DC voltage in the range 24-60 V and with enough
power for the RAy unit plus energy loss on the DC cable. (For RAy3-17 and RAy3-24 the minimum
is 25 Watts).

* RAy unit requires the voltage on RJ45 connector (ETH1+POE) to be at least 20 V, for booting 21 V
(to prevent booting with discharged 24 V battery). If a longer DC cable than few meters is used, then
both voltage and Watts of power supply has to be adequately higher to cover the power loss within
the DC cable.

* RAy3 internal DC power circuits accept both polarities and they ensure galvanic separation of power
source line from the RAy unit itself. This simplifies the DC power circuits installation.

» The DC power circuit must be fitted with a fuse to protect against short circuiting (or power supply
has to have such a fuse built-in).

@ Note

» Typically, DC wires have cross-section 1.5 mmZ. DC contacts on OTH-DC/RJ45 are designed
for this cross-section.

* OTH-DC/RJ45 occupies ETH1+POE port on RAy3 unit. When used, Ethernet connection
to the unit has to be made through ETH2 port. Possible solutions are described in section
NOTE at the end of Section 1.3.3, “DC power ( using ETH1+POE )”.

+ If shielded DC power cable is used, then shield should be grounded by a proper Grounding
kit to the mast or directly to the Grounding screw on RAy unit.

* Ifthe galvanic separated power source is used and the DC power line needs to be grounded
(either positive or negative wire), the connection of one DC line to the ground should be
made by a proper Grounding kit to the mast. Possible is also to use a small piece of DC
cable to connect the line to be grounded directly to the Grounding screw on RAy unit. For
more details see Section 4.5, “Grounding and overvoltage protection”.
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4.7. Start up

Connect a power supply to the installed RAy unit. Connect the device to be used for configuration via
WiFi or Ethernet cable. Access the configuration menu using browser or Alignment tool.

4.7.1. Noise on the site

This is particularly true for installation of links working in free bands, where the user has no secured
frequency.

Analyze the level of noise in the individual channels using the spectrum analyzer under Tools/Live
data/Frequency spectrum analyzer. If necessary adjust the choice of working channel on the basis of
the results.

While doing so, respect the rule that all units emit a signal in the Upper part of the range and receive
it in the Lower part of the range in one location, or vice versa. A transmitter must not be installed in the
part of the spectrum where other units function as receivers.

4.7.2. Directing antennas

Placing the antennas to the correct antenna alignment is very important to ensure the strongest signal
is received:

-

 For first antenna alignment, use a narrow channel, low modulation and high power where possible.

+ ATPC and ACM functions should be switched off (prevents Tx power fluctuations during alignment).

* Where possible adjust both ends of link simultaneously to speed up the process.

» Alternate adjustments at both ends of link in small increments both horizontally and vertically to es-
tablish position with strongest signal (highest value of parameter RSS, received signal strength)
whilst looking for maximum main signal (see paragraph on main & side lobes).

+ Link parameter RSS (received signal strength) is a key parameter for a proper antenna alignment
and later on for a proper link functionality. All the adjustment effort is to maximize this parameter on

both sides of the link and to reach pre-calculated RSS value (which is typically calculated before the
link is physically established to ensure necessary link transmission parameters could be met).

/ /
ﬂ /
(I |

Fig. 4.28: Correct alignment diagram
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» Several available methods to measure RSS are built in to the RAy unit. Those are discussed in detail
in section 4.7.3.

» Connect a PC, tablet, mobile or voltmeter according your preferred RSS measurement method and
find the best possible antenna alignment for both sides of the link. Following section Main and side
lobes would help you.

Main and side lobes

Directional antennas have a specific angle within which radio waves can be transmitted or received
(Angle of Tx/RXx).

The strongest signal is emitted in a forward direction; the main lobe is a graphical representation of its
direction of travel and strength. However, signals are also emitted and received from unwanted directions
through side lobes. In receiving antennas this is a highly significant factor contributing to the level of
interference in a radio network (See Fig. 4.29 Antenna lobe diagram ).

Fig. 4.30 Signal strength graph provides an indication of comparative signal strength from different
beams emitted from a directional antenna.

Antenna - Main lobe

Bac Iob/

v

% \Main lobe

. Side lobes

Side

" /Angle of Tx | R

Fig. 4.29: Antenna lobe diagram Fig. 4.30: Signal strength graph
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Examples

ow
o

N G [dbi]

N G [dbi]

) \

-40°  -20° 6° 20°  40°

G [dbi]
G [dbi]

Fig. 4.31: Radiation diagrams

Both antennas should be oriented towards each other using the peaks of the radiation diagram. Adjust
the antenna alternately in the horizontal and vertical axes and monitor the resulting signal strength.
Use the calculation of the expected RSS with the precision of several dBm as guidance. Side lobes
transmit a signal ca 20 dBm weaker, see the Microwave link Calculation'® .

16 https://www.racom.eu/eng/products/microwave-link.html#calculation

76 RAy3 Microwave Link — © RACOM s.r.o.


https://www.racom.eu/eng/products/microwave-link.html#calculation
https://www.racom.eu/eng/products/microwave-link.html#calculation

Installation

The resulting RSS helps distinguish between
the states A-A and C-C which appear similar.
It also helps in situations where simple search
for a maximum doesn’t work as shown in the
illustration “incorrect adjustment”.

9

Real radiation diagrams are more complex,
especially in that they run differently in horizont-
al and vertical axes. The basic steps for determ- 7
ining the main radiation lobe however stay

valid. For example:

Fig. 4.32: Radiation diagram — incorrect adjustment

Fig. 4.33: 3D example of more complicated Radiation Pattern
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4.7.3. RSS measurement

There are 4 tools available to support measurement of the 2 basic parameters for optimum antenna

ali

gnment: RSS (Radio Signal Strength) and MSE (Mean Square Error, the inverse to often used value

called SNR - Signal to Noise Ratio):

1.

2.

3.

4.

Voltmeter — indicates local RSS
RAy Tools smartphone application — indicates RSS, MSE - Local & Peer
Antenna Alignment Tool web page — indicates RSS, MSE — Local & Peer

Bar graph on Live Data page inside web management — indicates RSS, MSE, BER — Local & Peer

Before antenna alignment starts it is recommended to find out RSS and MSE values from the link
design for the installed link or calculate these values yourself. There are 4 methods available with in-
creasing levels of accuracy:

Voltmeter

RAy Tools — smartphone application

Module Calculation inside RAy Tools smartphone application
Link calculation on RACOM website'”

Use Link calculation chapter in Application notes'®

Precise link calculation using dedicated tools (e.g. Pathloss)

RAy units support traditional antenna alignment using a volt-
meter measurement representing RSS in dBm (only for a
local unit). Connect a voltmeter with the range 2V DC via
connectors to the operational unit and adjust antennas to the
lowest indicated voltage. Voltage is calibrated according to
signal strength. E.g.:

RSS -65 dBm corresponds to voltage 0.65 V,

RSS -80 dBm corresponds to voltage 0.80 V etc.

RAY27U

RAy Tools is an application described in detail in Chapter 7.
RAy Tools app for Mobile devices . Module Alignment displays
RSS and MSE for both local and peer RAy unit. All key func-
tionality in this module performs an identical function to An-
tenna Alignment Tool described in Section 5.6.2 Live data .

More about RAy Tools in Chapter 7. RAy Tools app for Mobile
devices .

7 https://www.racom.eu/eng/products/microwave-link.html#calculation
18 https://www.racom.eu/eng/products/m/ray/app/linkcalc/index.html
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Antenna Alignment Tool — html page within unit management R Maowmre bk Tods X L\
Antenna Alignment Tool is optimized for devices with smaller = e ks
displays. All values are refreshed ten times per second to boc - asmiz
enable smooth operation. The Antenna Alignment Tool is de- Peer  apsK
scribed in Section 5.6.2 Live data . The Tool is available on _ conimemeemen
http://<ip>/tk, (e.g. http://192.168.169.169/tk for standard 72 7
Ethernet ports, alternatively on http://172.17.17.17/tk in the = -
case of connection through USB/WiFi or USB/Eth). D GED ==

% RSS[dBm]: 722 127
S SNR[dB] 302 301
5 RSS [dBm]: 729 731

SNR [dB]: 261 261

The Tool is accessible without any username or password.

Reset peaks

Bar graph in web management

Within user management Tools / Live data / Bar indicators
shows bar graphs of RSS and MSE values for local and peer
units. Values are refreshed every second or manually. See
Section 5.6.2 Live data for detailed information.

4.7.4. Link test
Basic parameters of the link are RSS and MSE. They can be checked by many different ways:
* in RAyTools page Alignment (both sides, refreshed automatically)

* in the menu Status/Brief and Status/Detailed (both sides, can be refreshed manually by pressing the
Refresh button or in real time with a period of several seconds after activating the Start button)

» on the screen Tools/Live data/Bar indicators (both sides, refreshed once a second After pressing
the Start button)

+ on voltmeter (only local RSS value)

Verify the functionality of the radio link similar like in chapter Link test.

After installation, it is good to reset the statistics using the Clear stats Searsas| putton in menu
Status/Detailed . This allows easier diagnostics of the link’s reliability over time.

4.7.5. Parameters setup

After both antennas have been aligned, setup operation parameters for the link. In the case of links
operating in the free band, setup the parameters based on survey results from the tool Tools/Live
data/Frequency analyzer. In the case of links operating on a licensed band, setup the parameters based
on the assigned license:

* Bandwidth

» Channel Selection (TX / RX channel)
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* Modulation (TX modulation) — ACM is recommended. When selecting fixed modulation it is necessary
to account for the fade margin. If fixed modulation is setup close to a possible maximum, then a de-
terioration in RSS could endanger the link both for data transfer as well as service access.

» Transmit power (TX power), or ATPC

+ Verify and record IP addresses

» Define access channels — HTTPS / telnet / ssh / ssh with password
* Check the users password settings

» Check/ setup the WiFi password or deactivate WiFi access permanently (in unit management menu
USB accessories or physically by removing the WiFi module from slot “S”)

Restart both units by interrupting their power supply and verify the status of the link. This verifies that
all parameters have been stored correctly in the memory.

Select Tools/Maintenance/Backup/Settings (Local & Peer)/Full and save the configuration to backup
file “cnf_backup.tgz”.

This completes the installation. Further configuration can be performed remotely.
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5. Configuration

5.1. Introduction

Controls

The following configuration buttons are used for configuration:

Apply Apply and save parameters.
Cancel Set parameters are overwritten with original values.
Refresh Reload all current values of the unit / both units.

Show defaults Clicking the button displays the default values of all individual parameters on the
current screen. To use these values, you must click on the "Apply" button.

Show backup Clicking the button displays the values of individual parameters held in the backup
file (Backup/Settings/Open file upload). To use any of these values, you must use the
"Apply" button. For loading the backup configuration see menu Tools/Mainten-

ance/Backup.

Start Activating automatic refresh fields marked by «* icon using the Start button with the
frequency circa 1 sec.

Stop Use the "Stop" button to stop automatic refresh of displayed information with 1sec

period. Date and time values are refreshed anyway.

Antenna gain [dBi] 37.00 37.00
Help EIRP 7= limit [dBm] 19.00 <= 20.00 13.00 <= 20.00

Apply| Cancel | Refresh | Show defaults

Fig. 5.1: Configuration Controls

Help

The microwave link configuration system is equipped with built in Help - see Help section. The Help is
accessible in two forms:

» Configuration parameter context help. The help text is displayed in the pop-up window after clicking
the parameter name.

» The whole user interface help, activated by clicking the Help menu.

Login

You can login into the configuration interface using either the insecure HTTP protocol (default login
screen), or the secure HTTPS protocol. You should select the connection method on the login screen.
If the HTTPS protocol is used, it is not possible to tap the network communication and acquire the
station’s login information.
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Username
Password

Log in

go to secured version

go to antenna alignment screen

Fig. 5.2: Login
Note

Antenna alignment link below Login window activates smartphone Antenna alignment tool.
See its detailed description in chapter Live data.

Rollback function

If you interrupt the connection on an operating link by entering inappropriate radio link parameters, the
original parameters will be restored after 1 minute. The connection is automatically restored.

5.2. Status bar

admin M
RAy3 Microwave Link Q RACOMN

Status Local: Site-A / 07:42 Peer: Site-B / 0742

Fig. 5.3: Status bar 1
The Status bar is located on the upper part of the screen below the title bar. It consists of 3 fields:

» Local unit status (unit assigned to the IP address entered in the browser or CLI)
* Local to Peer Link status.
* Peer unit status.

Local and Peer field displays:

+ Station name according to configuration.
» Actual time valid for respective unit.
* Warning or Alarm icon in case of warning or alarm.

Link field display:

+ Status of the link between both sides of the microwave link.
» Warning icon when the link is not capable of user data transfer.

The Link status can be one of the following values:

UNKNOWN Unit start up. The initialization is not yet finished.
SETUP Unit initialization according to valid configuration.
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SINGLE Unit in operation status. Link to peer unit is not established.
CONNECTING Connection to peer unit in progress.

AUTHORIZING Authorization of the peer unit in progress.

OK Link is connected. Peer unit is authorized.

ANALYZER Spectrum analyzer mode active. User data are not transferred.

All link states except for the state of OK are highlighted with a triangle.:

Status Local: Location_A/08:27 I@.&Iarm Link: Single Peer: Location_B / 08:27
Settings

Brief Detailed
General

Bardin Device

Fig. 5.4: Status bar 2

Example of a complete page - status bar, menu and control buttons:
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5.3. Status

The "Status" menu provides basic information about local and remote station. Information is valid the

moment the page is open, or the Refresh button is hit.

The Status/Brief tab shows only the most important values whereas the Status/Detailed tab provides

further details. Below is a list of all values according to the tab Status/Detailed .

The « icon marks fields which are automatically updated with 30 sec period (or 1 sec when the "Start"

button is active).

Status

Link settings
General
Radic
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A / 09:45

Brief Detailed

General

Product code

Station name

Inside temperature [FC]
Woltage [V]

Radio

Het bitrate [Mbps]

T¥, RX bandwidth [MHz]
TX channel [GHz]

RX channel [GHz]

T modulation

TX power [dBm]

R55 [dBm]

MS5E [dE]

EER []

Switch interface

Egress rate limit Air
Link mode Eth1
Link mode Eth2

Service access

IPv4 address
Management VLAN
Unit 5 mode
Services

Fig. 5.5: Menu Status - Brief (example)

1“'!‘

Local Peer

Ray3-24-L Réy3-24-1

170 15.4

554 504

Lacal Peer

1002.11 100211

112 MHz 112 MHz

L1 24080000 1| 24180000
U1 24180000 L1 24060000
Z0450AR ACK [ 2048040 20483040 ACK [ 2048040
-4 ATPC 10 -4 ATPC 10

-45.0ATPC [ -45.0
-3B.0ATPC M -38.0
0.00e+00

Lacal
dizabled

1000 Mbgs J/ fu
oown

Lacal

10.10.0.138 / 24
off

off

Web, S5H, SMMP

45 0ATPC /-45.0
-3BTATPC-28.0
0.00e+00

Peer

disabled

1000 Mbgs / fu
down

Peer

10.10.0.138 7 24
off

off

Wveb, S5H, SMMP

Refresh W Start| Stcrp|
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Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Fig. 5.6: Menu Status - Detailed (example)

Local: Site-Af 09:47

Brief Detailed

General

Product code

Serial no.

Station name

Station location

Radio 5W version
Firmware version

Date

Time

Inside temperature [*C]
Voltage [V]

Radio

Band index
Polarization
Frequency table

Het hitrate [Mbps]
Mazx. net bitrate [Mbps]
TX, RX bandwidth [MHz]
TX channel [GHz]

RX channel [GHz]

TX modulation

TX power [dBm]

RS55 [dBm]

MSE [dB]

EER [-]

Link uptime

Switch interface

Egress rate limit Air
Link mode Ethi
Link mode Eth2

Service access

MAC address

IPvd address
Management VLAMN
Unit 5 mode
Services

USE accessories

Radio link statistics

Statistics Cleared
Statistics Period
Owerall Link Uptime
Orverall Link Downtime
Reliability [%]

Current Link Uptime
The Longest Drop

The Last Drop
Number of Drops

5.3.1. Status - General

Product code
Serial no.

W
W

%]

[Fa ]
(Rl
(Rl

(Rl
W

%]

[E]

Local
Ray3-24-L
1801515341

Base - Racom

Peer
Ray3-24-0
18015185841
Site-5

Remote - Houdek

1.0.14.0 1.0.14.0

Z018-08-18 2018-08-12

04737 04732

17.1 17.0

55.4 50.4

Local Peer

L 4]

vertical haorizontal

rcinfo24 1SM250;10 rcinfo24_ISM250;10
1002.11 1002.11

1003 1003

112 MHz 112 MHz

L1 24.050000 124180000

U1 24180000 L1 24060000
2048080 ACK | 2045040 2045080 ACK [ 20450240
-4 ATEC /10 -4 ATEC /10

-44 QATPC | -45.0
-330ATPC/-38.0
0.00e+00

28 days, 00:10:08

Local
dissbled
1000 Mbps / fu

SoWn

Local
00:02:28:20:06:36
10.10.0.188 / 24
off

off

Meb S3SH, SMMP
blo device

Local

2018-08-20 15:14:10
20 days, 00:06:48
20 days, 00:00:45

0 days, 00:00:02
000000

20 days, 00:08:45

0 days, 00:00:02

0 days, 00:00:02

0

-44 QATPC (-450
-IDBATPCV-3E0
0.00e+00

Peer

disabled

1000 Mbps 7 full
down

Peer
00-02:38:20:06:86
10.10.0.188 7 24
off

off

Web, S5H, _SHNMP
WiFi: disabled

Peer

2018-08-20 15:14:11
28 days, 00:08:37
28 days, 00:08:34

0 days, 00:00:02
200209

28 days, 00:08:34

0 days, 00:00:02

0 days, 00:00:02

o

Unit product code - is the same as the Ordering code.

Unit serial number.
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Station name
Station location

Radio SW version
Firmware version
Date, Time

Inside temperature [°C]
Voltage [V]

5.3.2. Status - Radio

Band index
TX polarization

Frequency table

Net bitrate [Mbps]
Max. net bitrate [Mbps]
Bandwidth [MHZz]

Station name (for example to reflect the unit location in the network topo-
logy).

Station location (for example GPS position or to reflect the network topology
hierarchy).

Software defined radio version.
Unit’s firmware version.

The internal real-time clock. The clock is set manually or it is synchronized
with NTP server and set for both units.

Temperature inside the unit (on the modem board).
Unit's power supply voltage level.

Radio unit type: L (Lower) or U (Upper) part of the frequency band.

Horizontal or vertical polarization based on the physical installation. Indic-
ates the polarization of the transmitted signal. Local and Peer are indicated
separately. The proper position of the cable is sideways down.

Notice for RAy3-17 and RAy3-24 links: One side of the link must be installed
in vertical polarization and the other in horizontal polarization.

Displays the currently used frequency table in format <name:version>.
Current transfer capacity of radio channel for user data.
The maximum RF channel capacity according to installed feature key.

One of the standard channel widths can be selected. This parameter must
be set identically in local and remote.

TX and RX channel [GHz] Used channels. Both number of the channel and frequency in GHz are lis-

TX modulation

TX power [dBm]

RSS [dBm]

MSE [dB]

BER [-]
Link uptime

ted.

Modulation type currently used for transmitting. When adaptive modulation
is enabled, the ACM letters are displayed as well as information about
maximum permitted modulation: "current modulation ACM / maximum
modulation”

Current output power on the RF channel in dBm. If ATPC is enabled, the
ATPC letters are displayed as well as information about maximum permitted
power: "current power ATPC / maximum power"

Received signal strength. If ATPC is enabled, the ATPC letters are displayed
as well as information about threshold value for activation of power control
loop: "current RSS ATPC / threshold RSS"

Mean Square Error (the inverse to often used SNR - Signal to Noise Ratio).
If ATPC is enabled, the ATPC letters are displayed as well as information
about threshold value for activation of power control loop: "current MSE
ATPC / threshold MSE"

Bit Error Rate is registered at the receiving end; instantaneous value.
Time elapsed since the current link connection has been established.
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5.3.3. Status - Switch interface

Egress rate limit Air

Link mode Eth1, 2

Status of the Egress rate limiter on the Air interface. The traffic can be
limited according to bits per second or frames per second.

Message format for bits per second: "xx.xx Mbps Ly auto" where:
xx.xx Mbps Egress speed limit.
Ly L1/L2/L3 which Ethernet layer is used for speed calculation.
auto gives information about active Speed guard function.
Message format for frames per second: "xx.xx fps" where:
xx.xx fps  Egress frames per second limit.
Status of Ethernet interface. Current bit rate (10 = 10BASE-T, 100 =

100BASE-TX and 1000 = 1000BASE-T) and state of duplex (FD = full du-
plex, HD = half duplex).

5.3.4. Status - Service access

MAC address
IPv4 address

Management VLAN

Unit S mode

Services

USB accessories

HW address of the Ethernet module.

IP address in the standard dotted decimal notation, including the bit width
of netmask after the forward slash.

Service access via VLAN management only.

Shows 'ON' if unit type 'X' or 'E' behaves like unit type 'S’ (i.e. if most
modern unit emulates the older "S" model). Used only if a combination of
different type units has to be used to build the link.

Services enabled for unit management and monitoring (Web, Telnet, SSH,
SNMP, NTP).

Indicates physical devices inside USB connector in system slot 'S' and its
status (for example: 'WiFi: disabled").

5.3.5. Status - Radio link statistics

Information on statistical data:

Statistics Cleared
Statistics Period
Overall Link Uptime
Overall Link Downtime
Reliability [%]

Current Link Uptime
The Longest Drop

The Last Drop
Number of Drops

Time of log clearing.

Period of log refresh.

Overall time the link has been connected.
Overall time the link has been disconnected.
The ratio of "Uptime" and "Downtime".
Current time the link has been connected.
The longest downtime period recorded.
Length of the last link interruption.

Number of link interruptions.
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5.4. Link settings

5.4.1. General

Setup of general parameters of the link.

Status Local: Site-A 7 09:49 Link: Ok
Link settings
General
» General
Radio Lc:u:'.al Pﬁ:er
Product code RiAy3-24-L Ray3-24-U
Service ACCEss Serial no. 1801515341 180151684
IPw4 address 10.10.0.188/24 10.10.0.188/24
Alarms Ztation name Site-A Site-B

Switch settings

Station location

Bzse - Racom

Femote - Houdek

Status Date 2019-08-13 2019-08-18
Time CR-49:48 04041
Interface
Time source manual manual
Advanced Adjust time Adpust time
Tools NTF source IP 0.0.0.0 0.0.0.0
. i 17 m 17 m
Maintenance NTF period
Time zone GMT GMT
Live data
History
Logs Apply | Cancel | Refresh | Show defaults |
Programs
Help

Fig. 5.7: Menu Link settings / General

Product code Unit type indicator.

Serial no. Unit serial number.

IPv4 address IP address in the standard dotted decimal notation, including the bit width

of netmask after the forward slash.

Station name Station name can be modified by user (for example to reflect the unit loca-

tion in the network topology).

Station location Station location can be modified by user (for example to reflect the network

topology hierarchy).

Date, Time The internal real-time clock. The clock is set manually or it is synchronized

with NTP server and set for both units.

Time source Time synchronization source setup. Manual setup or NTP protocol use.
For easier diagnostics of link operation, it is recommended to use the NTP

time synchronization.
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Adjust time

NTP source IP
NTP period
Time zone

@ Note

Manual time setup. Use the dialog box to manually set the current date
and time. You can copy time from browser (local PC).

Adjust time

Date [yvyyy-MW-dd] | 2014-02-10
Time [hh:mm:ss] 080255

Copy browser time
Apply Cancel

IP address of the time synchronization server.

Time synchronization interval.

Time zone

When the time zone is changed, the original values set in the RAy unit are kept. The actual
change takes place after OS restart in order to prevent unexpected states related with local

time change.

5.4.2. Radio

Setup of general parameters of the radio link.

Status

Link settings
General

» Radio

Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-Af 09:54

ATPC R55 threshold [dBm]
T power [dBm]

Antenna gain [dBi]

EIRP ?= limit [dBm]

Fig. 5.8: Menu Link settings / Radio

45+[0 ¥ |=-45
10

0.00

10.00 == 20,00

Apply | Cancel | Refresh

Radio
Local Peer

Band index L J
Polarization vertical harizonia
Asymmetric bandwidth
TX bandwidth [MHz] 112 MHz b 112 MHz
RX bandwidth [MHz] 112 MHz bl 112 MHz
Frequency input list L
TX channel [GHz] [ L1]24.080000 T | U1 | 24180000
RX channel [GHz] < [ U1 | 24100000 v L1 | 24.080000
Duplex spacing [MHz] 130000
ACM max TX modulation 20430AM 20430AM
ACM min TX modulation QPSK_5 QPSK_5S
ATPC o o

45+ 0 ¥ =45
10

0.00

10,00 <= 20.00

Show defaults
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Band index
TX polarization

Asymmetric bandwidth
TX bandwidth [MHz]
RX bandwidth [MHZz]

Frequency input

TX channel [GHZz]
RX channel [GHZz]

Duplex spacing [MHz]
ACM max TX modulation
ACM min TX modulation

ATPC

ATPC RSS threshold
[dBm]

TX power [dBm]
Antenna gain [dBi]

EIRP 2= limit [dBm]

Radio unit type: L(ower) or U(pper) part of the frequency band.

Horizontal or vertical polarization based on the physical installation. Indic-
ates the polarization of the transmitted signal. Local and Peer are indicated
separately. The proper position of the cable is sideways down.

Notice for RAy3-17 and RAy3-24 links: One side of the link must be installed
in vertical polarization and the other in horizontal polarization.

Enable asymmetric channel bandwidth.

One of the standard channel widths can be selected. This parameter must
be set identically in local and remote (local TX bandwidth = peer RX
bandwidth and local RX bandwidth = peer TX bandwidth). When units are
connected, this is ensured automatically. If asymmetry is not allowed, then
TX bandwidth = RX bandwidth on both units.

Allows to choose if TX and RX channel frequencies are selected from the
list of predefined channels or if manual input of frequencies would be
possible (if supported).

TX and RX channels are selected from a list of channels. The basic con-
figuration has the TX and RX options interconnected. In this case the basic
duplex spacing between channels is preserved and by selecting one
channel, the other three are defined as well. For units operating in free
bands, it is possible to disconnect the TX-RX lock and select TX and RX
channels individually. Corresponding channels at peer unit are set auto-
matically.

NOTE: Non-standard duplex setting leads to non-effective use of the
spectrum.

Information about duplex spacing of TX and RX channel.

Setting of minimum and maximum modulation level for ACM on TX channel
(can be set differently for local and peer unit). ACM is always enabled on
RAy3 and would operate within those boundaries. You can select in range
from QPSK_S (highest sensitivity for difficult conditions) up to 4096QAM
(highest speed for good conditions).

NOTE: On some channel widths the highest available modulation to select
may be lower than 4096QAM.

Enable automatic control of RF power.
Once enabled, the TX power is regulated towards lower level while main-
taining signal level high enough not to affect current degree of modulation.

The ATPC algorithm controls the output power according to RSS of the
peer unit. The lowest allowed RSS (the threshold) is approx. 10 dBm above
declared sensitivity for BER 107, If necessary, it is possible to use this
parameter to move the threshold slightly up or down.

RF output power. With ATPC enabled this parameter defines maximum
RF power level.

Gain of used antenna. It is used to calculate approximate EIRP.
Valid only for RAy3-17 and RAy3-24 links.

Approximate calculation of EIRP. Number on the right shows the allowed
EIRP limit. Sign between numbers gives information on compliance /
noncompliance with allowed EIRP limits. If the EIRP limit field background
is RED, the value shown may be used but will exceed the EIRP limit.
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This field value will only be shown for certain RAy3-17 and RAy3-24 links
and based on the Frequency tables used.

The principle behind ATPC is to maintain the lowest transmitting power without affecting the throughput
of the link. The output is primarily controlled by RSS on the opposite side. ATPC is also used to maintain
MSE thus protecting the selected modulation level.

The ATPC Control loop is evaluated once per second.

The principle behind ACM is to maintain the connection between the two units even when degraded
propagation conditions are experienced which make it impossible to maintain the selected modulation
level. ACM regulates TX modulation across all ranges from ACM min TX modulation up to ACM max
TX modulation (as configured by the user) according to the limits in table ACM switching according to
MSE state.

ACM control loop is evaluated with each frame, i.e. roughly after tens of microseconds.

In normal operating conditions, ATPC is applied first (even if it is the slower control loop). When deteri-
oration in propagation conditions gradually increases the attenuation on the route, it is compensated
by increasing RF power. ACM control will only be applied in conditions when ATPC reaches its ceiling.
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5.4.3. Service access

Services

Access routes for link configuration.

Status
Link settings
General

Radio

» Service access

Alarms
Switch settings
Status

Interface
Advanced
Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A/ 11:47

Services USB accessories Users
Service access
Lacal Peer
IPwd address - Local 10.10.0.188 10.10.0.188
Metmask 24 | 25525852550 ¥ 24 | 2852552550 v
Gateway 10.10.0.1 10.10.0.1
Management VLAN viD Protocol VD Protocol
15t tag 1 502.1q T 1 502 1q T
2"dtag 4004 BO2.1q ol 4084 BO2.1q ¥
Services
Local Peer
Web server on b on v
CLI [telnet)
CLI {55H) on b on hd
SMNMP L o
SNMP community string red-snmp rmwd-snmp
SMMP trap IP 0.0.0.0 0.0.0L0
Mote: Individual SMMP traps can be activated at Alarms * Config.
LED indicators L4 L

LLDP [Service IP info) on ¥ an b

P.pplﬂ Canoel| Refresh Show defaults

Fig. 5.9: Menu Link settings / Service access / Services

IPv4 address

Netmask
Gateway

Management
VLAN, 1st tag,
2nd tag

VID

Service IP address, by default 192.168.169.169 for L unit and 192.168.169.170 for U
unit. Management address of the Peer station has to be set up as well.

Mask for service access, 24 by default.
Default gateway for service access; empty by default.

Enables management access via VLAN. Management VLAN can be single-tagged
or dual-tagged. Line for 2nd tag gets active only after 1st tag is activated. Blocks access
for HTTPS, ssh and telnet configuration via untagged packets (without VLAN) making
only VLAN access possible. VLAN management is off by default.

WARNING:

By enabling VLAN management, ALL accesses are blocked for configuration using
normal (untagged) LAN! During tests, you may enable VLAN management on one
unit only. Then it is possible to access the link via LAN and VLAN either directly or
via radio link.

VLAN management id, by default 1. This field must have a value entered even when
VLAN management is not active.
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Protocol Protocol 802.1q or 802.1ad

Web server  Allows access via web server (for HTTP and HTTPS protocol).
WARNING: after disabling access via web server, you will not be able to access the
unit using a web browser!

CLI (telnet) Enables access via telnet protocol. Provides access to CLI (Command Line Interface)
for simple telnet clients. Disabled by default.

CLI (SSH) Enables access via SSH protocol. Provides secure access to CLI. If preventing unau-
thorized access to the unit is the number one priority, leave only this server on.

SNMP Enabling SNMP server. Off by default.

SNMP com-  SNMP community string. Can contain both lower and uppercase letters, numbers,

munity string four characters . : _ - and can be up to 256 characters long.

SNMP trap IP Address for sending SNMP traps. It is possible to record up to 3 addresses separated
by commas.

LED indicators Enable LED status indicators on the body of the unit. You can turn off LED indication
with this option.

LLDP (Service Data transmitted through the LLDP protocol can be accessed in two ways:
IP info)

On Transmissions every 60 seconds
Single Transmitted once only when unit is rebooted

If you forget the Service IP address, it can be found by reading data broadcast through
LLDP protocol. Data contains the following information:

Management address IP address
System Description Serial number
Chassis Subtype Type (e.g. RAY3-17-L)

IEEE 802.1 - Port and Protocol VLAN ID

Port and Protocol VLAN Identifier: (e.g. 300 (0x012C))
but only if Management VLAN is enabled

The message can be recorded and converted into a readable form using a LLDP client.
A suitable tool for this purpose is Wireshark IP traffic analyzing tool, with free licenses
available for both Windows and Linux. To locate the message easily, use the Capture
filter "ether proto 0x88cc" in Wireshark.

Management address of the Peer station has to be set up as well.
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USB accessories

The USB connector is used for management access (not for user data) to the local unit using Ethernet
or WiFi adapter. Only RACOM recommended adapters are supported.

Default WiFi IP address of the unitis 172.17.17.17 with DHCP enabled by default allocating IP address
automatically to connected device.

Status Local: Site-A [/ 11:49 Link: Ok
Link settings
Services USE accessories Users
General
Local Peer
Radio 14315370
. 3aFir< o
» Service access USE info Mo devics :3“?‘;-1:1G;|:J;"LHPJ
Toodd:B0:bE:71:d1
Alarms IPv4 address 1721471747 1721471717
Switch settings Netmask 24 | 256.255.256.0 v 24 | 255.255.256.0 A
Status DHCP start 172171720 1721474720
DHCP end 172.17.17.258 172.17.17.25
Interface
Advanced Ethernet adapter
Enable o o
Tools DHCP o o
Maintenance
WiFi adapter
Live data Enable on Air link loss
History Force enable
Logs DHCP v v
551D Ray3-24_ 1301515341 Ray3-24_1301515841
Programs
Encryption none none
Hel Passphrase
P
Mode 802.11n v 802.11n b
Channel 1 ¥ 1

Appl'_,r| Canoel| Refresh Show defaults

Fig. 5.10: Menu Link settings / Service access / USB accessories

USB info Status information about device connected via the USB:
n/a - info not available (HW not known to RAy3 FW = probably not RACOM
supplied accessory), or
No device - no device plugged in the USB port, or
List of basic USB module credentials:
» Vendor ID: Product ID
* Manufacturer
* Product
WiFi/Eth: up/down ... only for network device
* MAC ... only for network device

IPv4 address Unit service management address when connecting via USB port.
Netmask Network mask when connecting via USB port.
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DHCP start
DHCP end

Ethernet adapter enable
Ethernet adapter DHCP

WiFi adapter enable
on Air link loss

WiFi adapter Force
enable

WiFi adapter DHCP

WiFi SSID
WiFi encryption

WiFi passphrase

WiFi mode
WiFi channel

DHCP range for dynamic address allocation of the management client
connected via USB port.

Enables operation of USB/Eth adapter.

Enables DHCP on WiFi adapter if present (for automatic setting of client(s)
IP address).

WiFi is activated only during Air-Link loss — means WiFi starts to work and
transmit SSID. WiFi is activated 60 seconds after Air-Link loss and deac-
tivated 600 seconds after the Air-Link is restored. The WiFi passphrase
should be set by admin before using this option (if not WiFi management
alarm is activated).

WiFi is forced to be permanently active (and to transmit SSID) and WiFi
management alarm is activated. WiFi passphrase should be set by admin
before using this option.

This parameter has a higher priority than "WiFi adapter enable on Air link
loss", so if it is set ON then WiFi activity does not depend on Air-Link status.

Enables DHCP on WiFi adapter if present (for automatic setting of client(s)
IP address).

Name of service WiFi visible by clients (can be max 32 characters long).

Service WiFi encryption is WPA2 and can not be changed. Factory default
is "none" due to missing passphrase. WPAZ2 is applied automatically once
any passphrase is entered.

Service WiFi passphrase has to be 8-64 characters long. The WiFi pass-
phrase should be set by admin before any use of WiFi. Until passphrase
is set, WiFi management alarm is activated.

Service WiFi mode can be IEEE 802.11n or IEEE 802.11g

WiFi channel can be set 1-11 depending on WiFi mode setting (see para-
meter above):

IEEE 802.11n - channels 1-7

IEEE 802.11g - channels 1-11

The WiFi adapter does not search for conflicts in the air. If problems occur,
changing the channel is the easiest way to resolve the issue.
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Users

List and setup of users. Example menu of the c1i super level user.

Status Local: Site-A / 11:52
Link settings
Services USB accessories Users
General
Radio Local

Username Group Password 55H key Edit

» Service access admin cli_super Set MNone Edit | Delate

Alarms Peer
Switch settings Userna me f&ruup Password 55H key
admin cli_super Zat Mone
Status Mote: Local user accounts can be backed up at Maintenance > Backug.
Interface
Advanced Add user | Refresh | | Mirror users

Fig. 5.11: Menu Link settings / Service access / Users

Within the default Factory Settings one user is defined in the system. This user has username admin
and password admin and is assigned the highest level of permissions c1i super. This user then
assigns other users to the system along with their level of permissions.

Service access has three levels of permissions. Numbers of users that can be defined in the system:

Permissions No of users
cli_guest 10
cli_admin 10
cli_super 2

Permissions defined in the system cli_guest cli_admin cli_super
Create new user No No Yes
Change own password Yes Yes Yes
Delete user * No No Yes
Copy (Mirror) permissions local to peer No No Yes
Configure and modify link settings No Yes Yes

* The system prevents the user from deleting both c1i super accounts.

The logged-on user is shown in the top right of the screen. There can be different users on either end
of the link.

e Important

It is strongly recommended that the default password admin is changed. Similarly, all other
users should change their password. Using the CLlI, it is appropriate to supplement the SSH
key.
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Local, Peer

Username
Group

Password
SSH key

@ Note

List of users on Local and Peer stations.

This name is entered at Login to log into the link management.

User group to which the user belongs.

cli_guest Read Only
cli_admin Configure and modify link settings
cli_super Configure and modify user accounts and link settings

Information about whether user has a password
Information about whether user has at least one ssh key defined.

More users concurrently

If two or more users work concurrently on the unit any change of configuration settings should
be applied by all users. This applies to the menu Link settings which works with both, Local
and Peer parameters. Notification to other users:

If one user sends the Apply command, other users will receive a message: "Configuration
changed, please go to Link settings and click Refresh". Other users can only use the Apply
command after refreshing Link Settings.
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Edit user

Clicking "Edit" next to a username opens a screen with configuration of the given account.

Status Local: Site-A / 11:54 Link: Ok

Link settings
Services USB accessories Users
General
; Edit user
Radio Username admin
» Service access Group cli_super

Alarms e

Password elete

Switch settings

-
w0
m

New password

Status Confirm password
Interface
Delete
Advanced S5H key Setreplace
Tools e

Key file
Maintenance

Live data

History

Wybrat soubor | Soubor nevybran
=1 !

Apply | Cancel |

Fig. 5.12: Menu Link settings / Service access / Users / edit

Username
Group
Password

New password
Confirm password
SSH key

Key file

User name
The group to which this user will belong.

Password can be set or deleted.

Delete — User will not have a password. The user will only be able
to log in with a ssh key. In order to delete the password, you must first
upload the ssh key.

Set — Password settings.

New password.
Repeat password.

Working with ssh key.

Delete — Clear all ssh keys from user account.

Set/replace — Add a new key. If there already was any key(s), it will
be overwritten.

Add — Add a new key. You can enter multiple ssh keys in this way.

Insert key file.

Save the menu content by clicking on the button Apply.

Backup user

The user settings can be backed up, see Tools / Maintenance / Backup.
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Delete user

Usersatlevel c1i super have a Delete button next to each user. Delete a user using this button
without being asked to confirm deletion. Users at level c1i super cannot both be deleted.

Add user

The button is located on the bottom bar.
Forlevel c1i super users, the "Add user" button is active. Use it to create a new user within

any group.
Username Name of new user.

Group The group to which this user is assigned.

New password Password for this user.

Confirm password Repeat password.

SSH key If you want the user to have access using ssh protocol and identity

verification using ssh key, enter the ssh key here.
Create a new user account by clicking on the button Apply.

Mirror users

The button is located on the bottom bar.

Forlevel c1i super users, the "Mirror users" button is active. This function will copy all user
accounts from Local unit to Peer unit. All existing user accounts on the Peer unit are deleted.
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5.4.4. Alarms

Alarms Config

Status

Link settings
General
Radio
Service access

> Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A / 11:56

Peer: Site-B / 11:56

Status  Acknowledge  Config
Alarms
Local Peer
Limit ! Enable SNMP trap Limit / Enable SNMP trap
Inside temperature [*C] = | 81 a0 o
Voltage min [V] = | 40 40
Voltage max [V] = 80 80
R35 [dBm] = |-80 -80
MSE [dB] = 23T .a7
EBER [-] = 10e-G 10e-G A
Het bhitrate [Mbps] = |0 ]
Air link down i '
Eth1 link down
Eth2 link down
WiFi management
Events
Local Peer
Enable SNMP trap Enable SNMP trap
Air capacity

Mote: SMMP trap IP address can be sat at Services.

P.pplﬂ Cancel| Refresh Show defaults

Fig. 5.13: Menu Link settings / Alarms / Config

The diagnostics system of the link monitors the operation of both units.

It generates various event outputs - system warnings and alarms. The event is always written to the
system log and indicated in the status bar and Alarms/Status screen. Some events have adjustable
thresholds. Events with no adjustable thresholds may or may not be Enabled. If they are not Enabled,
the system event is not activated even if the system status is changed.

If the event goes above or below the set parameter limits or a link goes down or up, you can choose
to send an SNMP trap. All SNMP traps are OFF in defaults.

alarm default description

Inside temper. [°C] >80 Temperature inside the unit (on the modem board). Active if temperature

exceeds the threshold.

Voltage min [V] <40 Lower threshold of supply voltage. Active if voltage drops below min
voltage threshold.
The same SNMP trap (same OID) applies for both Voltage min and max.
Voltage max [V] >60 Upper threshold of supply voltage. Active if voltage rises above max

voltage threshold.
The same SNMP trap (same OID) applies for both Voltage min and max.

RSS [dBm] <-80 Received Signal Strength. Active if RSS drops below RSS threshold.
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MSE [dB] >0 Mean Square Error (the inverse to often used SNR - Signal to Noise Ratio).
Active if MSE rises above MSE threshold.

BER [-] >10e”® Bit Error Rate is registered at the receiving end of the link- instantaneous
value. Active if BER exceeds the threshold set in this parameter.

Net bitrate [Mbps] 0 The system warning is generated when the current transfer capacity of
radio channel is lower than the threshold set in this parameter.

Air link down on Interruption of radio link. Active if radio link is interrupted and units can
not communicate by Air.

Eth1/Eth2 link off Corresponding user Eth link (Eth1/Eth2) on station interrupted.

down NOTE: The "EthX link" system alarm can only be activated if this alarm

is Enabled. When the alarm is not Enabled, the "EthX link" alarm on Status
screen is always "Ok" regardless of the current status of the Ethernet link.

WiFi Management on Warning is generated when WiFi passphrase is not set or WiFi adapter
(and Host Access Point) is permanently enabled (WiFi Force Enable is
ON). Parameter can not be changed in web interface (only through CLI).

Alarms Status

Status Local: Unit-L / 08:55 / @.&Jarm Link: Ok Peer: Unit-U /0
Link settings
Status Acknowledge Config
General
Local Peer
Radio ) i B
Inside temperature 25.5°C iz over limit 20 *C oK
Service access Voltage min oK OK
> Alarms Voltage max oK 55.4V iz over limit 50 V
; . RSS -48.8 dBm iz under limit -40 dBm oK
Switch settings
MS5E oK oK
Status BER oK oK
Interface Net bitrate oK oK
Tools Air link oK oK
. Eth1 link dizabled disabled
Maintenance
Eth2 link disabled dizabled
Live data
WiFi management oK s up
History
Note: Alarm history is recorded in Logs.
Logs
Programs
Refresh
Help

Fig. 5.14: Menu Link settings / Alarms / Status

Overview of alarms critical
major

All system alarms are listed on this screen. Inactive alarms are colored minor

white with an "OK" text label. Active alarms are colored according to the warning

severity of the alarm with a text message describing the measured value clearsd J OK

status. v confirmed

F il ipti f h Al lick he Al .
or a detailed description of each Alarm click on the Alarm name Fig. 5.15: Alarm severity
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Alarms Acknowledge

Status Local: Unit-L / 08:58 .I'@.ﬂ‘darm Peer: Unit-U / 0

Link settings

Status  Acknowledge  Config

General

Radio Alarm acknowledge

N I B N T
Service access Inside temperature  Ack 2018-09-27 08:54:32 2018-09-27 08:57:40  admin
> Alarms Voltage min oK
Switch i Voltage max oK
witch settings
g RSS alarm  2018-09-27 08:54:32
Status MSE oK
Interface BER oK
Met bitrate oK
Tools Adr link oK 2018-08-28 09:04:41  2018-08-28 09:04:42
Maintenance Eth1 link oK
_ Eth2 link oK
Live data -
WiFi management  OK 2018-08-28 09:04:40  2018-059-25 05:30:30
History
Logs Comment
Programs
Help

Fig. 5.16: Menu Link settings / Alarms / Acknowledge

Alarm acknowledgement allows the operator to confirm the system is set in alarm state. Only an active
alarm can be acknowledged. Multiple selections of active alarms (to acknowledge groups of alarms)
can be performed using Shift or Ctrl keys.

Name Alarm identification - The following alarms can appear:
Inside temperature, Voltage min, Voltage max, RSS, MSE, BER, Net bitrate, Air link,
Eth1 link, Eth2 link, RF power, WiFi management

State There are three possible alarm states:
OK ... No alarm (alarm is inactive) or alarm disabled.
Ack ... Alarm is active and acknowledged.
Alarm ... Alarm is active and is not acknowledged.

From Time stamp when the alarm occurred.
To Time stamp when the alarm expired (returned to normal conditions).
Ack Time stamp when the alarm was acknowledged.

Time stamp format: yyyy-MM-dd hh:mm:ss
User Name (login) of the user who acknowledged the alarm.

Comment The commentfield can be used to add user defined comments when an "alarm acknow-
ledge' is performed. Use this comment field to describe important details of the alarm
status. The comment can be up to 50 characters long. Special characters are not allowed.
The alarm can be acknowledged multiple times with different comments. Every acknow-
ledgement is written to the internal memory and is visible in the alarm log.
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5.5. Switch settings
5.5.1. Status

Port status

The unit internal Ethernet switch port status

Status Local: Site-Af 12:49 Link: Ok

Link settings
Port status ~ RMON counters  RSTP
General
Port name Eth1 {p1) data_1 Eth2 (p10) data_2 CPU (p0} cpu Air (p3) air
Radio Link status up down up up
. Speed | duplex 1000 Mbps § fu n'a 1000 Mbgps / fu 2500 Mbps [ fu
Service access SFP info i i ]
Alarms oI » . » »
Tx state transmitting n'a transmitting transmitting
Switch EETIiI'IgS Stp state forwarding forwarding forwarding forwarding
Flow control (8129 n'a QK QK
¥* Status Qo5 202.1p, DSCP 202.1p, DSCP 802 .1p, DSCP 802 .1p, DSCP
Interface
Advanced Refresh |
Tools

Fig. 5.17: Menu Switch settings / Status / Port status

Port name Identification of the internal switch port. The switch ports are connected to an external
port or to an internal device (radio modem, management CPU).
Eth1 port1  The external port (with RJ45 interface) labeled "ETH1+POE".
Eth2 port10 The external port (with SFP interface) labeled "ETH2".

CPU portO  The internal port to management CPU.
Air port9  The internal port to radio modem, i.e. link to the peer unit.

Link status  Ethernet link status can be

down no link signal detected
up link signal detected
Speed Ethernet link Speed and duplex.
/ duplex Speed: 10/100/1000 Mbps.
Duplex: full/half
SFP info Information about the (optionally) inserted SFP module. The three different types of
SFP modules can be used:
Fibre dual mode with LC connector
Fibre single mode with LC connector

Copper with RJ45 connector
There can be one of the following scenarios:
scenario message
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MDIX

Tx state

Flow control

SFP OK The SFP vendor string read out of SFP module. The vendor, model,
connector (RJ45/LC) and wavelength values are shown. Separate
window with more detailed information can be opened by clicking
the "more..." link.

No SFP No SFP module
read error n/a

no SFP -

option

Status of the internal crossover of Ethernet cables. (MDIX = internally crossed pairs,
MDI = direct connection, N/A means an unknown state).
Port transmitting status can be

transmitting Normal port operation.

paused Port transmitter is paused due to Pause frames reception.

n/a Info not available.

Indication of Flow control status of the port. See Flow control and Pause limit paramet-
ers to configure Flow control settings.

QoS Quality of Service status can be one of the following values:
disabled QoS functions are disabled.
802.1p QoS according to 802.1p is enabled.
DSCP QoS according to DSCP is enabled.
802.1p,DSCP QoS according to 802.1p and DSCP is enabled. The 802.1 prefer
tag is selected.
DSCP,802.1p QoS according to 802.1p and DSCP is enabled. The DSCP prefer
tag is selected.
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RMON counters

The unit internal Ethernet switch RMON counters

Status

Link settings
General
Radio
Service access
Alarms

Switch settings

» Status

Interface
Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A [ 13:53

Port status RMON counters

Port nama Eth1 [p1) data_1
total

In geod octets 17558 144619588
In bad octets 0
480625474
445044705
180904315

In unicasts

In multicasts

In broadeasts

In pause

In undersize

In oversize

In FCS errors

In fragments

In jabber

In RX errors

In discards

In filtered

In accepted

In bad accepted
In geod AVE A

In geod AVE B

In bad AVE A

In bad AVE B

In TCAMD

In TCAM 1

In TCAM 2

In TCAM 3

In dropped AVE A
In dropped AVE B

In DA unknown 30450380
In management ]
Out ootets 1501075946313
Qut FC5 errars 0
Out unicasts 2524541810
Qut multicasts 20471778
Out broadeasts 10015421
Qut pause

Qut collisions

Qut deferred

Qut single

Ot multiple

Dut |ate

Out excessive

Ot queue 0

Qut gueue 1

Qut queus 2

Out queue 3

Out queue 4

Out queue 3

COut queus &

Out queue 7

Ot cut throught
Out octets A

Out octets B

Ot yellow

COut dropped yellow
Size 64 octets 1967425
Size 63-127 octets 4130561337
Size 128-235 octets 518050444
Size 236-311 octets 283681332
Size 512-1022 octets 243025150
Size 1024-max octets

1115574565

3523870452

I
i
o
&
Fooooa

3065315

Histogram counters mode
Measure time

000

=N

RSTP

Eth2 [p10} data_2
tota diff

eceived and transritted

CPU (pl) cpu
total
156601456334

074741
70381834
112840538
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Fig. 5.18: Menu Switch settings / Status / RMON counters

Peer: Site-B/ 1353
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total
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The Remote Network MONitoring (RMON) MIB was developed by the IETF to support monitoring and
protocol analysis of LANSs.

Port name

Identification of the internal switch port. The switch ports are connected to an external
port or to an internal device (radio modem, management CPU).
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Eth1 port1
Eth2 port10
CPU port0
Air port9

The external port (with RJ45 interface) labeled "ETH1+POE".
The external port (with SFP interface) labeled "ETH2".

The internal port to management CPU.

The internal port to radio modem, i.e. link to the peer unit.

The Internal switch port RMON counters

These counters provide a set of Ethernet statistics for frames received on ingress and transmitted on

egress.

Ingress statistics counters

In good octets

In bad octets

The sum of lengths of all good Ethernet frames received, that is
frames that are not bad frames.

The sum of lengths of all bad Ethernet frames received.

In unicasts

In multicasts

In broadcasts

The number of good frames received that have a Unicast destina-
tion MAC address.

The number of good frames received that have a Multicast destin-
ation MAC address.

NOTE: This does not include frames counted in "In broadcasts"
nor does it include frames counted in "In pause".

The number of good frames received that have a Broadcast destin-
ation MAC address.

In pause The number of good frames received that have a Pause destination
MAC address.

In undersize Total frames received with a length of less than 64 octets but with
a valid FCS.

In oversize Total frames received with a length of more than MaxSize octets

In FCS errors

In fragments

but with a valid FCS.

Total frames received with a CRC error not counted in "In frag-
ments", "In jabber" or "In MAC RX" errors.

Total frames received with a length of less than 64 octets and an
invalid FCS.

In jabber Total frames received with a length of more than MaxSize octets
but with an invalid FCS.

In MAC RX Total frames received with an RxErr signal from the PHY.

errors

In discards Total number of frames that normally would have been forwarded,
but could not be due to a lack of buffer space.

In filtered Total number of good frames that were filtered due to ingress switch

Egress statistics counters

Out octets

Out FCS errors

policy rules.

The sum of lengths of all Ethernet frames sent from this MAC.

The number of frames transmitted with an invalid FCS. Whenever
a frame is modified during transmission (e.g., to add or remove a
tag) the frame’s original FCS is inspected before a new FCS is
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added to a modified frame. If the original FCS is invalid, the new
FCS is made invalid too and this counter is incremented.

Out unicasts The number of frames sent that have a Unicast destination MAC
address.

Out multicasts The number of good frames sent that have a Multicast destination
MAC address.
NOTE: This does not include frames counted in "Out broadcasts"
nor does it include frames counted in "Out pause".

Out broadcasts The number of good frames sent that have a Broadcast destination
MAC address.

Out pause The number of Flow Control frames sent.

Out deferred The total number of successfully transmitted frames that experi-
enced no collisions but are delayed because the medium was busy
during the first attempt. This counter is applicable in half-duplex
only.

Out collisions  The number of collision events seen by the MAC not including
those counted in "Out Single", Multiple, Excessive, or Late. This
counter is applicable in half-duplex only. See Auto negotiation.

Out single The total number of successfully transmitted frames that experi-
enced exactly one collision. This counter is applicable in half-duplex
only.

Out multiple The total number of successfully transmitted frames that experi-

enced more than one collision. This counter is applicable in half-
duplex only.

Out excessive  The number frames dropped in the transmit MAC because the
frame experienced 16 consecutive collisions. This counter is applic-
able in half-duplex only.

Out late The number of times a collision is detected later than 512 bits-times
into the transmission of a frame. This counter is applicable in half-
duplex only.

Out filtered Total number of good frames that were filtered due to egress switch
policy rules.

Frame size histogram counters

Size 64 octets  Total frames received (and/or transmitted) with a length of exactly
64 octets, including those with errors.

Size 65-127  Total frames received (and/or transmitted) with a length of between

octets 65 and 127 octets inclusive, including those with errors.

Size 128-255  Total frames received (and/or transmitted) with a length of between
octets 128 and 255 octets inclusive, including those with errors.

Size 256-511 Total frames received (and/or transmitted) with a length of between
octets 256 and 511 octets inclusive, including those with errors.

Size 512-1023 Total frames received (and/or transmitted) with a length of between
octets 512 and 1023 octets inclusive, including those with errors.

Size 1024-max Total frames received (and/or transmitted) with a length of between
octets 1024 and MaxSize (see MTU parameter) octets inclusive, including

those with errors.
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Histogram  Frame size histogram counters can count received and/or transmitted octets. The mode
counters of histogram counters is indicated here.

mode

l\_lleasure This is the time interval, the diff column is valid for. The "diff" column shows the differ-

time ence of the actual value of the counters at the moment of pressing the Difference button
and the value of the counters at the moment of pressing the Refresh button.

Refresh In another way: The Difference counter reference value can be reset by pressing the

Difference  Refresh button. The time point at which the Difference counter sample is triggered and
the "diff" value is calculated is defined by pressing the Difference button.

The "total" column always shows the actual values. It is refreshed either by pressing
the Refresh and also the Difference button.
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5.5.2. Interface

Port

Configuration of port settings

Status Local: Site-A / 13:55 Link: Ok Peer: Site-B/ 13:55
Link settings
Port
General
7
Radio Port name Ethi (p1) Ethz (p10) CPU (p} Air (p3]
Label daE_1 das_2 cpu sir
Service access = =
Port enable s
Alarms Aute
negotiation o
Switch settings gﬁ’;ﬁl" o | aute 1000 Mbps / full v v
Status Frame mode noama r noqma L D5A v Noma L
» Interface Ether type OxB100 OxB100 OxB100 Ox0100
MTU [E] 10240 v 10240 v 10240 v 0240 v
Advanced
Igr:-,!l?a"r it utn o L uto v
Tools f&n?%‘?' it 4 uto L4 o L4 uto L4
Maintenance Pause limit in
[frame]
Live data Pauze it 2082 2042 2042 253
) Ignore
History checksum
Logs
Programs
Apply | Refresh Show defaults
Help

Fig. 5.19: Menu Switch settings / Interface / Port

Port name

Label

Port enable

Auto negotiation

Identification of the internal switch port. The switch ports are connected to an ex-
ternal port or to an internal device (radio modem, management CPU).

Eth1 port1  The external port (with RJ45 interface) labeled "ETH1+POE".
Eth2 port10 The external port (with SFP interface) labeled "ETH2".

CPU portO  The internal port to management CPU.

Air port9  The internal port to radio modem, i.e. link to the peer unit.

Name of each port on the switch (up to 15 characters).

Enables functionality of individual port on the switch. Each port can be enabled or
disabled.

WARNING: When the port is disabled, no communication is possible through
this port.

Enables Auto-Negotiation functionality of individual port. Negotiation is an Ethernet
procedure by which two connected devices choose common transmission paramet-
ers, such as speed, duplex mode and flow control. In this process, the connected
devices first share their capabilities regarding these parameters and then choose
the highest performance transmission mode they both support.

The device supports three types of Auto-Negotiation:

* 10/100/1000BASE-T Copper Auto-Negotiation. (IEEE 802.3 Clauses 28 and 40)
+ 1000BASE-X Fiber Auto-Negotiation (IEEE 802.3 Clause 37)
» SGMII Auto-Negotiation (Cisco specification)
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Speed / duplex

Auto-Negotiation provides a mechanism for transferring information from the local
unit to the link partner to establish speed, duplex and Master/Slave preference
during a link session.

Auto-Negotiation is initiated upon any of the following conditions:

* Power up reset

* Hardware reset

» Software reset

* Restart Auto-Negotiation

» Transition from power down to power up
* The link goes down

The 10/100/1000BASE-T Auto-Negotiation is based on Clause 28 and 40 of the
IEEE 802.3 specification. It is used to negotiate speed, duplex and flow control
over CAT5 (or higher) UTP cable. Once Auto-Negotiation is initiated, the device
determines whether or not the remote device has Auto-Negotiation capability. If
so, the device and the remote device negotiate the speed and duplex with which
to operate.

If the remote device does not have Auto-Negotiation capability, the device uses
the parallel detect function to determine the speed of the remote device for
100BASE-TX and 10BASE-T modes. If a link is established based on the parallel
detect function, it is then required to establish the link at half-duplex mode only.
Refer to IEEE 802.3 clauses 28 and 40 for a full description of Auto-Negotiation.

1000BASE-X Auto-Negotiation is defined in Clause 37 of the IEEE 802.3 specific-
ation. It is used to auto-negotiate duplex and flow control over fibre cable.

If one side of the link enables 1000BASE-X Auto-Negotiation and the link partner
does not, the link cannot linkup. The device implements an Auto-Negotiation bypass
mode.

SGMII Auto-Negotiation. SGMII is a de-facto standard designed by Cisco. SGMI|I
uses 1000BASE-X coding to send data as well as Auto-Negotiation information.
However, the contents of the SGMII Auto-Negotiation are different than the
1000BASE-X Auto-Negotiation.

WARNING: If one device provides Auto-negotiation and the other works with a
manual link parameters setting (i.e. without Auto-negotiation) the link operates
in half-duplex mode. If the manual setting is set to full-duplex, the "Out collisions"
may occur.

Ethernet link speed and duplex mode can be selected. Both parameters can be
either auto negotiated or set manually. When the Auto negotiation parameter is
disabled, only manual setting of the speed and duplex is possible. In most cases
it is better to enable the auto negotiation and use "auto / auto" speed and duplex
settings.

There are two possibilities to force the link to operate in specific speed and duplex:

Auto negotiation enabled. Select the desired Speed / duplex. The auto negoti-
ation process advertises only this specified link mode. The link partner is asked
to use it.

Auto negotiation disabled. Select the desired Speed / duplex. The link is set to
this specified link mode. The link partner has to be set manually to the same
mode.
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Frame mode Ethernet Frame mode control defines the expected Ingress and the generated
Egress tagging frame format for this port as follows:

normal Normal Network mode uses industry standard IEEE 802.ac Tagged
or Untagged frames. Tagged frames use an Ether Type of 0x8100.
Ports that are expected to be connected to standard Ethernet
devices should use this mode.

DSA Inactive options are not required.

provider  Provider mode uses user definable Ether Types per port (see
Ether type parameter) to define that a frame is Provider Tagged.
Ports that are connected to standard Provider network devices,
or devices that use Tagged frames with an Ether Type other than
0x8100 should use this mode.

Frames that ingress this port with an Ether Type that matches the
port's "Ether Type" parameter will be considered tagged, will have
the tag's VID and PRI bits assigned to the frame (i.e. they will be
used for switching and mapping), and will have the Provider Tag
removed from the frame. If subsequent Provider Tags are found

following the 1st Provider Tag, they too will be removed from the
frame with their VID and PRI bits being ignored. Modified frames
will be padded if required.

Frames that ingress this port with an Ether Type that does not
match the "Ether Type" parameter will be considered untagged.
The ingressing frames are modified so they are ready to egress
out Customer ports (Normal Network Frame Mode ports) unmodi-
fied.

Frames that egress this port will always have a tag added (even
if they were already tagged). The added tag will contain this port's
"Ether Type" as its Ether Type. The PRI bits will be the Frame
Priority assigned to the frame during ingress. The VID bits will be
the source port's Default VID bits (if the source port was in Normal
Network mode), or the VID assigned to the frame during ingress
(if the source port was in Provider mode).

ether type Valid only for the "p5 CPU" port.

DSA
Ether Type DSA mode uses standard Marvell DSA Tagged frame

information following a user definable Ether Type (see Ether type
parameter). This mode allows the mixture of Normal Network
frames with DSA Tagged frames and is useful on ports that connect
to a CPU.

Frames that ingress this port with an Ether Type that matches the
port's "Ether Type" will be considered DSA Tagged and processed
accordingly. The frame's Ether Type and DSA pad bytes will be
removed so the resulting frame will be ready to egress out Marvell
DSA Tag Mode ports unmodified. Frames that ingress this port
with a different Ether Type will be considered Normal Network
Frames and processed accordingly.
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Ether type

MTU [B]

TX / RX flow
control

Marvell DSA Tag control frames that egress this port will always
get the port's "Ether Type" inserted followed by two pad bytes of
0x00 before the DSA Tag. Marvell DSA Tag Forward frames that
egress this port can egress just like the control frames (with the

added Ether Type and pad) or they can egress as if the port was
configured in Normal Network mode. This selection is controlled
by the port's Egress Mode bits above.

Ethernet frame type (often called EtherType) is used to indicate which protocol is
encapsulated in the payload of an Ethernet Frame. This parameter is important
when one protocol is encapsulated to another protocol.

Examples:
Eth. type Standard Comment

0x8100 IEEE 802.1q Double-tagged, Q-in-Q or C-tag stacking on C-tag. C-
tag in IEEE 802.1ad frames.

0x88a8 |EEE 802.1ad S-Tag
0x88e7 IEEE 802.1ah S-Tag (backbone S-Tag)

0x9100 -- It is used very often. For example an old non-standard
802.1QinQ protocol uses this value.

See http://en.wikipedia.org/wiki/EtherType for further details.

Defines maximum transmission unit (MTU) frame size allowed to be received or
transmitted from or to a given physical port. This implies that a Jumbo frame may
be allowed to be received from a given input port but may or may not be allowed to
be transmitted out of a port or ports.

The possible values are 1522, 2048 and 10240 Bytes.

NOTE: The definition of frame size is counting the frame bytes from MAC_DA
through Layer2 CRC of the frame.

Defines method of Flow control for each port separately for data transmission (TX)
and data receive (RX).

It is the mechanism for temporarily stopping the transmission of data on an Ethernet
network. Enabling flow control allows use of buffers of connected active network
elements for leveling uneven flow of user data. For correct operation it is necessary
to also enable Flow control on the connected device. Flow control is handled by
sending Pause frames to the connected device. Possible values:

off Flow control is disabled.
on Flow control is enabled (forced to be active).
auto Sending pause packets is advertised and depends on result on

the auto-negotiation process. Auto-Negotiation has to be supported
and enabled on the port to take effect.

c Important

For optimal utilisation of Ethernet switch buffers and maximal operational
speed of the link it is recommended to upgrade unit to the latest FW version
(those set all internal parameters for optimal bufers cooperation including
Flow control automatically). FW versions 1.0.16.0 and earlierrequire RX

FlowControl for port 'Air (p9)' on both units to be set to 'on'. The only excep-
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tion is FW version 1.0.14.0 with activated 'Unit S mode' (for more info see
the topic 'Setting up a link from unit 'type X or E' and unit 'type S' in chapter
Troubleshooting).

Pause limit in  Value limits the number of continuous Pause refresh frames that can be received

[frame] on this port (if full-duplex) or the number of 16 consecutive collisions (if half-duplex).
When a port has flow control enabled, this parameter can be used to limit how long
this port can be Paused or Back Pressured off to prevent a port stall through jamming.

The Flow Control on the port is (temporarily) disabled when the Pause refresh frames
count exceeds the value of this parameter.

Setting this parameter to 0 will allow continuous jamming to be received on this port.

Pause limit out Value limits the number of continuous Pause refresh frames that can be transmitted

[frame] from this port — assuming each Pause refresh is for the maximum pause time of
65536 slot times. When full-duplex Flow Control is enabled on this port, this para-
meter is used to limit the number of Pause refresh frames that can be generated
from this port to keep this port’s link partner from sending any data.

Clearing this parameter to O will allow continuous Pause frame refreshes to egress
this port as long as this port remains congested.

Setting this parameter to 1 will allow 1 Pause frame to egress from this port for each
congestion situation.

Setting this parameter to 2 will allow up to 2 Pause frames to egress from this port
for each congestion situation, etc.

Ignore check- Enables ignoring Frame checksum (FCS) - or in other words - Force good FCS in

sum the frame. When this parameter is not set (default behaviour), frames entering this
port must have a good CRC or else they are discarded. When this parameter is set,
the last four bytes of frames received on this port are overwritten with a good CRC
and the frames are accepted by the switch (assuming that the frame’s length is
good and it has a destination).
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5.5.3. Advanced

STU setup

The STU (Spanning Tree Unit) is related to VLAN functionality (pages STU, VTU and VLAN has to
correspond to each other). The per VLAN STU in the device supports user commands to access and
modify the contents of the Port State database.

Status Loeal: Site-Af 13:57 ink: Peer: Site B/ 13:57
Link settings
5TU VTU ATU RSTP
General
?
Radio STU table d
I T T [ e T T e L
Service access 1 =aming disabled disabled forwarding
Alarms 2 disabled blocking/flistzning lzarning forwarding

Switch settings
Status
Interface

3 Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Warning: Deleting 3 STU entry removes also sl VTU entries with given SI0.

Add entry | Edit / Copy | Delete | Refresh

Fig. 5.20: Menu Switch settings / Advanced / STU

Add entry Add a new STU database entry.
Edit/Copy Opens the configuration dialog of the selected STU database record.
Note: Should the Primary key value be modified, the "other" record - identified by

the entered Primary key - is added (if it doesn't exist yet) or modified (if it exists
already).

Delete Deletes the selected STU database record.
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Status
Link settings
General
Radio
Service access
Alarms
Switch settings
Stafus
Interface
» Advanced

Tools

Local: Site-A, [ 13:58 Link: Dk Peer: Site-B [ 13:59
aTU VTU ATU R5TP
Add 5TU entry ?
5o o
Label
Part state
Eth1 [p1) data_1 disabled T
Eth2 [p10) data_2 dizabled v
CPU (pd) cpu disabled v
Air (p3) air disabled i
Apply || Gancel

Fig. 5.21: Menu Switch settings / Advanced / STU / Add Entry

Enter values to each field (see their meanings below):

Primary key

SID

Label
Port state

The ~ icon indicates which parameter field is taken as the unique identifier in the
database. This field entry ensures each record is unique and must not be duplicated.

VTU 802.1s (MSTP) Port State Information Database number. This parameter indic-
ates the SID number that is associated with the 802.1s "Port state" parameter. It is
essential to define the SID to be able to create records in the VTU (VLAN Table).

A custom string label for a STU entry.

This parameter is used to support 802.1s per VLAN spanning tree. Port states are
valid for frames with a VID that is associated to this SID:

+ disabled ... Use non-VLAN Port States (i.e., the port's default Port State) for this
port.

* blocking/listening
* learning
 forwarding

This "Port state" takes precedence over the port's Port State bits unless the port's
Port State (driven by STP) is Disabled (which prevents all frames from flowing).
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VTU setup

The VTU (VLAN Table Unit) is related to VLAN functionality (pages STU, VTU and VLAN has to cor-
respond to each other). Its records form the VLAN Table.

Status Local: Site-A/ 14:00 ik Peer: Site-B  14:00
Link settings
General 3TU VTU ATU RSTP
Radio WTU table
— mm—mm—mmmm
sgressunmo. egressunmo.. egressunmo..  sgressun
Alarms
Switch settings
Status
Interface
» Advanced
Tools
Maintenance
Live data
History
Logs
Pragrams
Help
3
Add entry | | Edit/ Copy || Delete | | Flush all Refresh
Fig. 5.22: Menu Switch settings / Advanced / VTU
Add entry Adds a new VTU database entry.
Edit/Copy Opens the configuration dialog of selected VTU database record.

Note: Should the Primary key value be modified, the "other" record - identified by
the entered Primary key - is added (if it doesn't exist yet) or modified (if it exists

already).
Delete Deletes the selected VTU database record.
Flush all Deletes the whole VTU database.
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Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface

» Advanced

Tools
Maintenance
Live data
Histary
Logs
Programs

Help

Local: Site-A 7 14:02 Link: Ok Peer: Site-B [ 14:01
STU VTU ATU RSTP

Add VTU entry ?
Page 1] v
viD
Label
FID
5D 1 v
WID frame pricrity [1} L
WID queue priority [1} L
VIO palicy
Don't learn
Filter uc BC MC
Member tag

Eth1 [p1) data_1 =gress unmaodifisd v

Eth2 (p10} data_2 egress unmodified v

CPU {pl) epu =grass unmodifizd v

Air [pS) air egress unmodified v

Apply || Cancel

Fig. 5.23: Menu Switch settings / Advanced / VTU / Add Entry

Enter values to each field (analogically to STU pages):

Primary key

Page
VID (VLAN ID)

Label

FID

SID

VID frame
priority

VID queue
priority

The ~ icon indicates which parameter field is taken as the unique identifier in the
database. This field entry ensures each record is unique and must not be duplicated.

To be implemented yet.

This parameter indicates the VID number that is associated with the Member tag,
VTU Priority, VTU policy and the FID (Forwarding Information Database number).

A custom string label for a STU entry.

Forwarding Information Database number. If separate address databases are used,
this parameter indicates the address database number to use for all frames assigned
with this VID. All MAC DA look-ups and SA learning will refer to the address database
number defined by the FID associated with the frame's VID. Multiple VID's can use
the same FID. If separate address databases are not used, the FID must be zero.
The ATU database records are joined with the VTU database records via this
number.

802.1s Information Database Number. If 802.1s per VLAN spanning tree is being
used, this parameter indicate the spanning tree instance number to use for all frames
assigned with this VID. Multiple VID's can use the same SID. The STU database
records are joined with the VTU database records via this number.

VID Frame Priority Use. This parameter is used to indicate that frames assigned
with this VID can have their priority overridden with the "VID priority" value (see
below) if the port's "VTU priority override" parameters is enabled to do so. See "VTU
priority override" for more details.

VID Priority override value when enabled by the "Use VID priority" parameter (see
above). Used for priority override on ingressing frames. Enabling a priority on a VID
will override the frame's priority only if the port's "VTU priority override" parameter
is enabled to do so.

VID Queue Priority Use. This parameter is used to indicate that frames assigned
with this VID can have their priority overridden with the "VID priority" value (see

© RACOM s.r.o. — RAy3 Microwave Link

117



Configuration

VID policy

Don't learn

below) if the port's "VTU priority override" parameters is enabled to do so. See "VTU
priority override" for more details.

VID Priority override value when enabled by the "Use VID priority" parameter (see
above). Used for priority override on ingressing frames. Enabling a priority on a VID
will override the frame's priority only if the port's "VTU priority override" parameter
is enabled to do so.

This parameter is used to indicate that frames assigned with this VID can have
Layer 2 Policy actions applied to it if the port's "Policy VTU" (menu Advanced/Mon-
itoring, Policy/Policy) is enabled to do so.

To be implemented yet

Filter UC/BC/MC To be implemented yet

Member tag

This parameters is used to indicate which ports are members of the VLAN (i.e, with
the given VID) and if these VLANSs frames should be tagged or untagged, or un-
modified when exiting the port as follows:

» egress unmodified ... Port is a member of this VLAN and frames are to egress
unmodified.

* egress untagged ... Port is a member of this VLAN and frames are to egress
Untagged.

+ egress tagged ... Port is a member of this VLAN and frames are to egress Tagged.

* not member ... Port is not a member of this VLAN. The result is that frames as-
signed with this VID can not egress this port.

This parameter takes effect only if the "802.1q mode" parameter (see menu Ad-
vanced/VLAN) is set to "secure" mode.
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ATU setup

The Address Translation Unit (ATU) in the device supports user commands to access the contents of
the MAC address database.

There is one static record which can't be deleted. This is the management CPU record. The unicast

frames directed to management are allowed to access the CPU port. The "VLAN tunnel" parameter is
also used to enable the AP frames to access the CPU port.

Status ink: Peer: Site B 1 14:03

Link settings

STU VTU ATU RSTP
General
Radi ATU table H
io
[FD=. |MAC <. |label <. |Eniysbte <. | Priorty <. | Destination type <. | Portassociation  Trunk id
Service access 0 00:00:52:00:01:01 dynamic off port association Eth1 (1)
Alarms 0 00:00:5=-00:01:06 dynamic off
Switch setti 00:00:5=:00:01:0a dynamic off
witch settings 00:00:5=:00:01:0f dynamic off
Status 0 00:00:52:00:01:83 dynamic off
Interface 00:00:5=:00:02:0a dynamic off
00:00: T4:020dB:35 dynamic off
» Advancsd 0 00:02-72-87-53:60 dynamic off
Tools 0 00:02-38:20:06:35 static off
B 00:02-28:20:06:25 dynamic off
Maintenance
0 00:02:38:00:31:c5 dynamic off
Live data 0 00:02-28:00:49:35 dynamic off
History 00:02:28:00:54 2 dynamic off
00:02-38:00:60:36 dynamic off
Logs 0 00:02:30:00:02 6c dynamic off
Programs 0 00:02-38:82:31:89c dynamic off
00:02:38:0b:ce 7 dynamic off
Help - - .
00:08:18:4b:a3:48 dynamic off Ea
3
Add entry | Edit / Copy | Celeta | Flush all and use default | Flush non-static Refresh

Fig. 5.24: Menu Switch settings / Advanced / ATU

Add entry Adds a new ATU database entry.
Edit/Copy Opens the configuration dialog of the selected ATU database record.

Note: Should the Primary key value be modified, the "other" record - identified by
the entered Primary key - is added (if it doesn't exist yet) or modified (if it exists
already).

Delete Deletes the selected ATU database record.

Flush all and Deletes the whole ATU database and create default record(s).
use default

Flush non-static Delete all but static ATU database records.
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Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface

» Advanced

Tools
Maintenance
Live data
History
Logs
Programs

Help

Local: Site-A 7 14:04 Link: Ok Peer: Site-B 1 14:04
STU VTU ATU RSTP

Add ATU entry 7
FI¥ 0
MAC 00-00:00:00:00:00
Label
Entry state nvalid v
Use MALC priority
MAC frame priority 1] v
MAC queue priority 0 v
Trunk member
Trunk Id
Port association

Eth1 (p1) data_1

Eth2 (p10} data_2

CPU {p0) cpu

Air (p8) air

M Cancel

Fig. 5.25: Menu Switch settings / Advanced / ATU / Add Entry

Enter values to each field (analogically to STU or VTU pages):

Primary key

FID

MAC

Label
Entry state

Use MAC
priority

MAC frame
priority

The 7 icon indicates which parameter field is taken as the unique identifier in the
database. This field entry ensures each record is unique and must not be duplicated.

Forwarding Information Database number. If multiple address databases are not
being used, this parameter must remain zero. If multiple address databases are
being used, this parameter is used to set the desired address database number
that is to be associated with this ATU Entry's MAC Address. When frames ingress
the switch, the VID assigned to the frame is used to access the VTU. The VTU re-
turns the FID associated with that VID for MAC address lookups in to the ATU..

MAC address associated with this ATU entry in the database number defined by
the FID.

A custom string label for a STU entry.

The Entry state parameter is used to determine the entry's age or its type as follows:

« static ... Use for ordinary static entry.

« static policy ... Use for "Policy DA" and/or "Policy SA" (menu Advanced/Monitor-
ing/Policy).

« static non rate limiting ... Use for "SA non rate limit" and/or "DA non rate limit"
(menu Interface/PIRL).

 static management ... This value is used for the mapping of the DA even if the
"DA mapping" parameter is disabled (menu Advanced/ATU settings).

* dynamic ... ordinary dynamic entry.

Use this parameter to enable the "MAC priority" (see "MAC priority" description).

The MAC's Frame Priority override value when enabled by the "Use MAC priority"
parameter. Used for priority override on ingressing frames. Enabling a priority on a
MGMT MAC address will override all priorities for these MGMT frames. Enabling a
priority on a static, non-MGMT MAC address, will only override the frame's priority
if the port's "DA priority override" or "SA priority override" parameters are enabled.
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MAC queue
priority

Trunk member

Trunk ID

The MAC's Queue Priority override value when enabled by the "Use MAC priority"
parameter. Used for priority override on ingressing frames. Enabling a priority on a
MGMT MAC address will override all priorities for these MGMT frames. Enabling a
priority on a static, non-MGMT MAC address, will only override the frame's priority
if the port's "DA priority override" or "SA priority override" parameters are enabled.

When this parameter is enabled, the MAC address is a member of a trunk - according
to the "Trunk Id" parameter. When this parameter is disabled, the MAC address is
associated with port(s) - according to the "Port association" parameter.

The Trunk ID associated with this MAC address.

The port or ports that this DA MAC address is associated with is determined by the
"Port association" parameter below.

Use this parameter to ensure the proper unit management CPU is accessed when
two units are connected in trunk.

Port association Mask of ports associated with this MAC address.

RSTP

Page allows to configure RSTP (Rapid Spanning Tree Protocol by IEEE 802.1w). RSTP provides sig-
nificantly faster recovery in response to network changes or failures, introducing new convergence
behaviors and bridge port roles to do this. RSTP was designed to be backwards-compatible with
standard STP. For more information about RSTP, STP, related Path cost, etc. see
https://en.wikipedia.org/wiki/Spanning_Tree_Protocol.

Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface

» Advanced

Tools
Maintenance
Live data
History

Logs

Local: Site-Af 06:56 Link: Ok Peer: Site-B / 06:36

STU VTU ATU RSTP

Global
RSTP enable

Bridge priority 32768
Hello time [5] 2
Max age [s] 20
Forward delay [s] 15

Algorithm norma v

Ports settings
Port name Eth1 {p1) Eth2 {p10) Air (p9)

Port pricrity 128 hd 128 r 128 v
Fath cost ] 0 0
Edge L Ld L

MAC address 00:02:A8:20:06:38 00:02:40:20:06:38 00:02:A8:20:06:38

Appl',r| Canoel| Refresh| Show defaults

Fig. 5.26: Menu Switch settings / Advanced / RSTP

RSTP enable

Enables RSTP protocol. When RSTP is enabled, the bridge is created and RSTP
service is initiated. Should the unit be connected via two Ethernet cables (using
Eth1 and Eth2 ports), the active participation of the RSTP protocol may be neces-
sary. If the parameter is not enabled, the unit transfers the BPDU frames transpar-
ently.

NOTE: To enable proper RSTP functionality, these switch parameters has to be
set:
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Bridge priority

Hello time [s]

Max age [s]

Forward delay

[s]
Algorithm

Port name

Port priority

Path cost

Edge

MAC address

» Switch settings / Interface / Port advanced / Frame mode / p5 CPU: "ether type
DSA"

« Switch settings / Interface / Port advanced / Ether type / p5 CPU: "OxDADA"

+ Switch settings / Advanced / ATU settings / Reserved multicast to CPU: "Enable”

The priority value is a number between 0 and 61440 in incremental steps of 4096,
with a default value of 32768. Lower priority values are 'better'. The bridge with the
lowest priority value will be elected 'root bridge'.

The hello time is the time between each Bridge Protocol Data Unit (BPDU) that is
sent on a port. Hello time is equal to 2 seconds by default.

The max age timer controls the maximum length of time that passes before a bridge
port saves its configuration BPDU information. This time is set to 20 sec by default.

The forward delay is the time that is spent in the listening and learning state. This
time is equal to 15 sec by default.

This parameter sets the bridge's spanning tree algorithm to operate in normal
(RSTP) or force it to operate in slow (STP) mode. In normal mode, RSTP reverts
back to STP on ports where it sees other hosts operating in STP mode.

Identification of the internal switch port. The switch ports are connected to an ex-
ternal port or to an internal device (radio modem, management CPU).

Eth1 port1  The external port (with RJ45 interface) labeled "ETH1+POE".
Eth2 port10 The external port (with SFP interface) labeled "ETH2".

CPU portO The internal port to management CPU.

Air port9 The internal port to radio modem, i.e. link to the peer unit.

The ports' priority value is a number between 0 and 240 in increments of 16, with
a default value of 128.

The Path cost indicates "suitability of the link for the data transmission" and it is
used in networks with redundant connections to choose the best route for packets.

The Path cost can be set automatically or manually. Entering the value of zero
sets this parameter automatically. The automatic setup is based on link speed.
It is calculated as 20 Tbits/sec divided by a link capacity.

For manual settings, lower value increase probability the link is chosen as a primary
one for the data transmission.

Selecting the checkbox sets the port as an "edge" port. If a port is an edge port it
is assumed to be a leaf link in the graph, not connected to any other bridges. Re-
ceiving any STP BPDU's on a port configured as an edge port temporarily overrides
edge port behaviour for the port.

The ports' default MAC addresses are the same as the MAC address of the unit.
Value can be overwritten by a user.

122

RAy3 Microwave Link — © RACOM s.r.o.



Configuration

5.6. Tools

5.6.1. Maintenance

Backup

Status

Link settings

General

Backup

Feature keys

Local: Site-Af 06:59

Settings (Local & Peer)

Firmware

Link: Ok Peer: Site-E / 06:58

Radio adaptation Restart

Radio
Service access
Alarms
Switch settings
Status
Interface
Advanced
Tools
*» Maintenance
Live data
History
Logs

Programs

Backup to external file
Upload file

Restore from file

M Difference
Open file upload
_Restore |

Settings - Internal backup (Local)

Internal backup
Internal restore

Internal restore

Users (Local)

Backup to external file

Upload file & restore

Default settings

Help

Restore link settings (Local & Peer)

Restore switch settings {Loczal)

Restore default settings {local)

Factory settings (Local)
Faciory settings removes Festure keys, cleans all logs, restores default configuration and brings user accounts to default sistus.
Restore factory settings

Backup

Restore | Last backup: 2018-08-20 15:30:13

HW button 5 5

Download
Open file upload

Restore
Restore
HWW button on restart

Restore

Diagnostic package (Local & Peer)
Create & download file

Management Information Base

SNMP MIE

Download

Download

Refrash

Fig. 5.27: Menu Tools / Maintenance / Backup

Settings
(Local & Peer)

Local
(o]

(0)

Peer
| O Link
| O Switch
Users

Saving and restoring whole link (both units) configuration. User accounts are not af-
fected by those functions.

Backup
to external file

Upload file

Configuration is saved to backup file which is downloaded to
management PC. The backup file name contains the date,
time and RAy serial number as follows:
yyyyMMddhhmm SN cnf backup.tgz.

It can be either a full configuration or a difference to the de-
fault configuration.

Upload configuration from a backup file into buffer. The cur-
rent unit configuration is not affected. The uploaded configur-
ation can be displayed using "Show backup" button on partic-
ular configuration screens. The configuration of the entire
unit can be restored (from this buffer) using "Restore" button
below.
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Restore from file  After the configuration backup file has been loaded into the
unit buffer (using Upload button above), the whole unit con-
figuration can be restored using Restore button.

Settings - It is possible to make a temporary backup of the unit configuration. The backup is
Internal backup stored directly in the unit FLASH memory.
(Local) NOTE: The internal backup is deleted if factory settings or
L P firmware upgrade are performed.
o L Internal backup Make a temporary backup of the unit configuration locally in
o] S the unit FLASH memory.
U Internal restore Restore (from the unit FLASH memory) the temporary backup

of the unit configuration.

Internal restore The local temporary backup of the unit configuration can be
- HW button restored using the hardware button. The HW button is located
next to the USB connector within the slot marked "S".
The rollback and reboot functions are suppressed while
restoring from internal backup. All changes are applied imme-
diately. Should the time zone be changed, the unit has to be
restarted for changes to take effect.
Press the HW button for the required time interval of
5 seconds. The button being pressed is confirmed by the
Status LED flashing green. After the 5 seconds guard time,
the unit restores to customer settings.

Users (Local) Saving and restoring user accounts.

L P Backup Backup local unit user accounts to an external file. The file
L to external file is downloaded to management PC.
S NOTE: The "super" user privileges are necessary to be able
o U to perform this action.
Upload file Restoring user accounts from an external backup file.
& restore
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Default settings Applying default values to configuration parameters.

L P
oo

cC wnr

-

(e

Factory set-
tings (Local)

L P
(0] L

o s

(0] U

Diagnostic
package
(Local & Peer)

Management
Information
Base

Restore link
settings
(Local & Peer)

Restore switch
settings (Local)

Restore
factory settings

Restore
factory settings
- HW button

Create
& download file

SNMP MIB

Whole set of parameters from the Link settings menu tree is
affected.

Whole set of parameters from the Switch settings menu tree
is affected.

Applying Factory settings to Local unit. The unit reboots itself
after applying all changes.

It is possible to bring the unit to Factory settings by holding
the hardware button depressed during unit's boot. The HW
button is located next to the USB connector within the slot
marked "S".

Disconnect the power supply from the unit. Keep the HW
button depressed while reconnecting the power. The LED
marked SYS starts to flash red after a few seconds. Keep
the HW button pressed another 5 seconds until the red status
LED stops flashing. The unit's boot up sequence continues
and Factory settings are applied.

Should the HW button be released when the status LED is
in the red flashing phase (but before the 5 s guard time), the
unit stays in Service mode. Please, leave this mode by re-
booting the unit.

WARNING: Using the factory settings function will revert the
unit to its original state. All configuration items, user accounts,
measured values and system messages (logs) will be irre-
versibly deleted.

WARNING: This task takes a few minutes to complete. Do
not interrupt the power supply during the operation.

To facilitate communication with the technical support you can create an archive file
with detailed information about the unit. If connection with Peer unit is active the
diagnostic information from both units are saved.

Saving a file with information about the unit (Local and Peer).

NOTE: This task takes a few minutes to complete.

Saving a file with SNMP MIB (Management Information Base)
table. The downloaded file is identical to the SNMP MIB table
file downloaded from RACOM web (section Downloads1) for
relevant FW version.

! https://www.racom.eu/download/hw/ray/free/eng/03b_fw/ray3-mib.mib
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Feature keys

Status Local: Site-Af 07:00 Link: Ok

Link settings
Backup  Feature keys  Finmware Radio adaptation Restart
General
Radio Local

Mote: Feature keys changes take effect after restant
Feature Limit f Enable Remove

speed 1000 Delete

Upload local feature keys
Serial no.: 1801515341

Service access
Alarms

Switch settings

Status Mote: Feature keys changes tske effect after restart
Upload Open file upload
Interface
Peer
Advanced
Feature Limit f Enable
Tools speed 1000

» Maintenance

Live data Refrash

Fig. 5.28: Menu Tools / Maintenance / Feature keys
The sub-set of RAy parameters is affected by use of Feature keys.

The feature keys limiting data transfer speed [Mbps] and/or few other parameters and functionality of
the RAy unit are available. Speed of the transferred data is determined by a combination of the radio
channel bandwidth (parameter Bandwidth [MHz]) and modulation order (parameter TX modulation).
The Feature key limiting the data transfer speed enables only certain combinations of the channel
bandwidth and modulation order to get the data transfer speed according to the Feature key. The data
transfer speed is typically slightly higher than declared.

When installed, the Feature key is activated after the unit restart. The unit can be restarted using the
Tools — Maintenance — Restart. Choose the Restart mode — warm.

Feature Name of the function controlled by the Feature key.
Available feature keys:
speed
Tx power
Sync Eth
AES encryption
etc.
Limit/ Enable  The numeric value set by the key.

Remove The specific Feature key can be deleted using the Delete button. The parameters
controlled by this Feature key are reset to their default values after the unit restart.
Only Local feature keys could be deleted. To be able to manipulate the Feature
keys, itis necessary to access directly the management system of the relevant unit
- use the IP address of the relevant unit.
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Upload

Firmware

Status

Link settings
General
Radic
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools

» Maintenance

Live data
History
Logs
Programs

Help

NOTE: Before deleting the feature key it is recommended to configure the link such
a way that it does not require this feature key.

Feature keys are installed into the unit from the binary files.
NOTE: Use the file as it is (do not unpack).

Open file upload - Dialog for the Feature key binary file selection is open.
The Feature key is activated after the unit restart.

Local: Site-A f 07:02 Link: Ok

Backup  Feature keys  Firmware Radio adaptation Restart

Info
Local Peer
Radio 5W version 1.0.2 1.0.2
Firmware version 1.0014.0 1.0014.0

Firmware upgrade

Warning: Upgrading to a wrong firrmeare may result with station malfunction.

Firmware upload Cpen file upload

File name nia
File size [B] nia

Local Peer
Wersion in buffer nia nia

Clean buffer

Force upgrade

Firmware upgrade

Refresh |

Fig. 5.29: Menu Tools / Maintenance / Firmware

If a new firmware version is released for the given microwave link type, you can upload it to your RAy

units.

Info
Radio SW ver-
sion

Firmware
version

Information about the Software Defined Radio (SDR) version on the Local and Peer

Information about the current firmware package version on the Local and Peer

Firmware upgrade
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Firmware upload

File name
File size [B]
Version in buffer

Clean buffer

Force upgrade

Open file upload - opens a dialog for uploading firmware package to the unit buffer.
Only after firmware has been prepared in the buffer, can you perform the actual
upgrade.

NOTE: Use the file as it is (do not unpack).

Name of the uploaded firmware file.
Size of the uploaded firmware file (in bytes).

Information about firmware version prepared in the buffer for installation into the
unit (Local, Peer). This firmware must first be prepared in the Firmware upload
section (see above).

You can use the Clean buffer button to delete prepared firmware package in the
buffer.

Force mode blocks all safety and compatibility checks and may result in breaking
your unit.

IMPORTANT: You should not use force mode until instructed to do so by the
technical support.

Upgrade Use the Upgrade button to perform the firmware installation.
® Warning
Installing the firmware takes several minutes (about 3 minutes). During
this time, transmission of user data is interrupted. Do not interrupt the
power supply during firmware installation!
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Radio adaptation

Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools

» Maintenance

Local: Site-Af 07:04 Link: Ok

Backup  Feature keys  Firmware Radio adaptation Restart

Band index

Band index L Change

Frequency tables
Warning: Using the wrong frequency table can lead to viclation of the comesponding telecommunications regulations.

Active rcinfo24_|SM250;10
Hew rcinfa24_FCC200:2; b Change
Unit § mode

Unit 5 mode off Change

Refrash

Fig. 5.30: Menu Tools / Maintenance / Radio adaptation

Band index

Frequency
tables

Band index displays radio channel assignment of local unit transmitter (Tx) for
L (Lower) or U (Upper) part of the frequency band.
Change Change button changes the band index (L -> U and U-> L). If units
button are linked together both Local and Peer units are changed in the
same time.
NOTE: Change button applies only for 17 GHz and 24 GHz links,
where hardware of each RAy unit is universal for the entire fre-
quency band.
NOTE: After restoring factory settings Band index is set to its pre-defined state L
or U as typed on Product Label.

WARNING: When the radio type is changed, the "Link settings" menu parameters
of each unit are reset to default values except login / password details.
The microwave link contains one or more frequency tables (called rcinfo). These
tables contain the following information:

List of available bandwidths and modulations.

Assignment of frequencies to the channels and the names of these channels.
These channels are used to configure radio parameters of the link (see screen
Link settings / Radio).

Default values of radio parameters.
A set of radio parameters, needed for the ATPC operation.

Active Name of the currently used frequency table in format <name:ver-
sion>.

New Select a new frequency table. Available tables are displayed in
format <name:version>. Use the Change button to change the
table.
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Warning

Using the wrong frequency table can lead to violation of the corresponding
telecommunications regulations.

Unit S mode Activates unit type 'X' or 'E' to emulate unit type 'S' (older model). Used only if a
combination of different type units has to be used to set up the link. For more info
see the topic 'Setting up a link from unit type 'X' or 'E' and unit type 'S' in chapter

Troubleshooting).
Restart
Status Local: Site-Af 07:06 Link: Ok
Link settings
Backup  Feature keys  Finmware Radio adaptation Restart
General
) Local Peer
Radio Target 4
Service access Restart mode Warm v
Alarms System restart M
Switch settings
Status
Interface
Advanced
Tools

» Maintenance
Live data
History
Logs
Programs

Help

Fig. 5.31: Menu Tools / Maintenance / Restart

Target Chose the unit(s) to be restarted: Local or Peer or both.
Restart mode  Chose the type of the restart:

Warm Reboot only management system and web interface.
Cold Restart the whole unit as if power was removed.

System restart Pushing the "Restart" button performs the selected restart.
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5.6.2. Live data

Bar indicators

Peer: Site-B /0707

Status Local: Site-A/ 07:07
Link settings
Bar indicators ~ Frequency spectrum analyzer
General
Radie Signal strength

Service access
Alarms

Switch settings
Status

Interface

T T T T
Advanced -110 80 -T0 -50
RSS [dBm
Tools Ll
Maintenance .
Signal guality
» Live data

History

Local
Logs

Programs
Pear

Help

T
0 10 20 30

-1 = MSE [dB]

go to antenna alignment screen

Refresh | ¢ Start| Stop |

Fig. 5.32: Menu Tools / Live Data / Bar indicators

Graphical indication of RSS and MSE.

Refresh One-time update of displayed values.

50

Start, Stop Start button starts automatic update of displayed values with a period of 1 second.

Stop button stops refreshing of both graphs.

Antenna align-  Link "go to antenna alignment screen" activates Antenna Alignment Tool (black

ment page explained below).

Antenna Alignment Tool

The Antenna Alignment Tool supports interactive antenna alignment. RSS and MSE are displayed for
both local and peer unit. A selected value can be indicated in large font and acoustically. Values are

refreshed 10x per second.

When performing antenna alignment, both ATPC and ACM functions should be disabled; their automatic
behaviour interferes with the alignment process which is based on finding the maximum signal strength.
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The tool is accessed via e.g. http://192.168.169.169/tk for standard Ethernet ports, and via ht-
tp://172.17.17.17/tk for connections using USB/WiFi or USB/Eth. The Antenna Alignment Tool does
not require user authentication.

Fig. 5.33: RAy Tools

Red strip
(top of the

page)

Link

Local, Peer

Go to unit
management

-71.8

Exclamation
icon !

X Unit-L ?
Link: 56 MHz Ok ®
Local: 2048QAM ATPC
Peer: 2048QAM ATPC

Go to unit management

-48.9

0]

{ @ tone @coarse

RSS [dBm: -48.7
MSE [dB]: -37.8
RSS [dBm: -48.8
MSE [dB]: -37.9

Reset peaks

+ Increases the number of displayed parameters
X Decreases the number of displayed parameters
text Local Station name (e.g. RAy3-17L)

3.5 MHz Channel width

Ok Link connected (green icon).

The Peer values (see below) are visible when the connection
between Local and Peer unit has been established.

QPSK Current modulation of the Tx signal
ACM, ATPC Status of ACM + ATPC (red colour warns ACM or ATPC is enabled).

Link to the full configuration interface of the microwave unit; user authentication
is required.

Actual RSS [dBm] or MSE value. The selected value is chosen by clicking/tapping
on the respective value below the main display.

An exclamation icon is displayed when either Local or Peer unit has ACM or ATPC
enabled. ACM and ATPC mode should be disabled; they can affect signal strength.

Icon Acoustic indication for local RSS value ON/OFF.

of speaker The TONE or BEEP signal is supplemented with voice output every 10 seconds,
notifying signal strength.

TONE / BEEP Select the sound generated.
The better the signal, the higher the frequency.
The acoustic indication is linked to the value on the main display.
If a WiFi connection is used to access Antenna Alignment, the 'noise' audio signal
is used to notify low quality or low stability of the WiFi signal.

COARSE Choose the scale of acoustic indication

| FINE
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COARSE - for approximate alignment. Range of tones (or frequency of
beeps) is equal to -100 to -30 dBm
FINE - for a more precise alignment. Range of tones (or frequency of

beeps) is equal to £10 dBm from the value sampled at the moment
when the FINE button was pressed)

RSS, MSE Values RSS and MSE for local and peer unit (4 values in total):

First column Best values recorded
Second column Current values

The value to be displayed on the main display is selected by a tapping/clicking
on the respective value.

Reset peaks Best values history is cleared.

Frequency spectrum analyzer

Status Local: Unit-L / 09:28 Link: Ok
Link settings

General Bar indicators Frequency spectrum analyzer

Radio

Service access RSS [dEm]

Alarms -104
Switch settings

Status -304

Interface
Tools -501

Maintenance

> Live data -704
History
Logs -50
Programs
-110-
HEIp T T T T T T T
24.00 24.04 24.08 2412 2416 24.20 2424
f [GHz]
Frequency spectrum measure time single “~ Mute peer TX |:|

Warning! Before starting the Freguency spectrum analyzer, make sure that the link can really go down (it will). User data communica

Enable

Fig. 5.34: Menu Tools / Live Data / Frequency spectrum analyzer

A very useful tool for identifying in-band interference and locating a free channel. It is not a full-blown
spectrum analyzer as it scans the spectrum with 2 MHz channel resolution. The accuracy of measured
results is given by the accuracy of measuring RSS.
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Enable Opening analyzer functions.
Start Interrupts communication on the link and starts scanning frequencies in the band.
Spectrum Selection of measurement length in range:

measure time single sweep ... up to 15 min

Mute peer TX  The deactivation of Peer station transmission during measurement.

NOTE: single sweep takes about 2 seconds for the whole band scan. The link is automatically re-es-
tablished after it is finished.

Warning
Running spectrum measurement causes interruption of user data flow between stations!

Interruption of the scan before selected measure time can be achieved anytime by visiting any of the
Link menu settings and select Refresh. This restores the configuration connection (message Peer:

n/a).
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5.6.3. History

The unit continuously stores information about the values of important variables. Stored values can be
viewed using three methods - Thumbnails, Viewer and Data

Thumbnails

Preview all values for the last 24 hours. Click on a thumbnail to open the viewer with a chart.

Status Local: Site-Af 07:16 ink: Ok Peer: Site-E / 07:16
Link settings
Thumbnails Viewer Data
General
Deszcription, Qusntities ?
Radio
Temperature Voltage RSS

Service access

Alarms

Switch settings

Status
Interface
Advanced
Tools Signal quality BER Net bitrate
Maintenance
Live data
» History
| Il '*
Logs MMM Il
Programs
Help Eth1 in throughput Eth1 out throughput Eth2 in throughput
ﬂ
.II
l,f-wJJ A
W
S s A S e
Eth2 out throughput TX power
Refrash

Fig. 5.35: Menu Tools / History / Thumbnails

Temperature Instantaneous value of temperature inside the unit. Measured on the modem
board.

Voltage Instantaneous value of unit supply voltage.

RSS Received signal strength.

Signal quality Signal quality of the received signal. It is negative value of Mean Square
Error (MSE, the inverse to often used SNR - Signal to Noise Ratio).

BER Instantaneous bit error rate on link.

Net bitrate Instantaneous transmission capacity.

© RACOM s.r.o. — RAy3 Microwave Link 135



Configuration

Eth1, Eth2 in Instantaneous speed (20s average) of incoming user data on the user Eth-
throughput ernet port.

Eth1, Eth2 out Instantaneous speed (20s average) of outgoing user data on the user Eth-
throughput ernet port.

TX power Instantaneous value of transmission power.

Viewer

Detailed graphical view of one or two selected values for the given interval. You can choose to view
data from Local or Peer or both.

Status Local: Site-Af 07:19 ink: Ok Peer: Site-B /07:19

Link settings
Thumbnails  Viewer  Data
General
Radio Primary ¥ axis Alarm Secondary Y axis ?
Local &
Service access Tempersture T Eth1 out throughput v
Pear |«
Alarms ] Mbgs)
Switch settings
140.6
Status 20454
Interface 19,454 120.6
Advanced
15 45 F100.6
Tools
Maintenance 17454 | 80.55
Live data 16.45
(=80 55
> History i% 45
Logs 4055
14 45
Programs
Help 13.45 2058
12.45- 05517
IZ'?I16 1(]!-1-5 TAIIB 1’!46 J1|15 IZ'UI-IE 0-1!15
Time =2019-09-18 07:16, 201509-1507:01=
< Previpus | Interval 1 day A
Refresh
Fig. 5.36: Menu Tools / History / Viewer
The values are saved in the following resolutions and history lengths:
Resolution 1 minute, length of history 7 days
Resolution 15 minutes, length of history 30 days
Resolution 1 day, length of history about 180 days
Interval Selecting width of interval to be displayed. Based on the interval width, data is

displayed in a suitable grid: Up to 3 hours at one minute. Up to 4 days at 15 minutes.
For longer intervals at one day.

Interval Resolution History
1 hour - 3 hours 1 minute 7 days
6 hours - 4 days 15 minutes 30 days
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1 week - 6 months 1 day 180 days

More options:
Previous  Move by one width of selected interval towards older values.
Next Move by one width of selected interval towards newer values.
Last Move to the newest values.

Primary Y axis  Selecting one of the observed values:

Temperature, Voltage, RSS, Signal quality, BER, Net bitrate, Ethernet in
throughput, Ethernet out throughput, TX power

Secondary Selecting a second value:

Y axis
None

Temperature, Voltage, RSS, Signal quality, BER, Net bitrate, Ethernet in
throughput, Ethernet out throughput, TX power

Alarm Enables the display of alarms, if there were any.
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Data

Numerical view of all values

Status Local: Site-A 7 0721

Peer: Site-B / 07:21

Link settings

Thumbnails  Viewer Data
General
'l
: = Previgus | Interval 1 day v Je Last == ,
Radio L Previous| et> | [Lasio» |
Service access Quantities ® Piotted 7 Local © Peer O a1

Switch settings 2018-08-18 OT:16 13.21 268 12.54 20,04
2012-08-18 OT:31 13.12 274 12.24 20,04
Status _ ~ _
2019-08-18 OT:48 13.87 378 12.84 ®.1T
Interface 2018-08-18 05:01 14.08 3.34 14.02 47.28
y 15 0s 308 7 5072
Advanced 2018-08-18 08:16 14,93 3.08 14.78 50.
2012-08-18 08:31 18.14 264 14.02 41.00
Tools 2016-08-18 05:46 1551 334 18.77 4233
Maintenance 2018-08-18 0£:01 15.17 311 15.84 45.80
. 2012-08-18 02016 18.35 253 15.08 20.40
Live data
2018-08-18 08:31 18.02 358 18.14 4072
» History 2018-08-18 09:46 17.03 277 16.54 4421
2012-08-18 10:01 12.01 284 17.22 2817
Logs
2012-08-18 10:18 15.30 277 17.88 4278
Programs 2018-08-18 10:31 1870 3.25 18.04 3002
Help 2018-08-18 10:458 19.01 3,18 18.74 2470
2012-08-18 11:01 19.47 248 18.05 2821
2018-08-18 11:18 19.47 288 18.10 4538
2018-08-18 11:31 19.79 3.00 10.28 51.55
2012-08-18 11:45 10.53 223 18.07 20,82
2018-08-18 12:01 2007 192 18.53 24.31
2018-08-18 1218 2026 3785 18.53 56.60
2012-08-18 12:31 2120 378 20.17 52.42
2018-08-18 12:48 20.38 3.48 2037 50.42
2018-08-18 13:01 19.30 3.38 18.40 57.82 -

Refresh

Fig. 5.37: Menu Tools / History / Data

Quantities Detailed graphical view of values for selected interval.

Plotted - Shows only the values that are selected for the graph.

Local, Peer, All - Shows all logged values. Filtering of values from local, remote
or both.

Interval, Previ-
ous, Next, Last

See explanation of those in Viewer section above.
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5.6.4. Logs

Shows internal unit logs. Individual tabs allow total or filtered view.

Status Local: Site-Af 07:23 Link: Ok Peer: Site-B / 07:23
Link settings
G | Overall Local alarms Local events  Local system Peer alarms Peer events Peer system
enera
. ?
Fiter |7 :
Radio i |2

Service access

Alarms

Switch settings

Local alarms

ZE19-BE-38TE6 44: 1340808 ALARM 95 CLEARED: MSE OK (-30.1dE >
I019-89-B6T15: 27 17+0808 ALARM_BS MINOR: MSE over limit (-38.3
2819-89-86T15:27:21+0808 ALARM_O5 CLEARED: MSE OK (-37.2dB = -

Local events

Status ~ |TTTTTrToTToToomomomooooomooes
Interface Local system
Advanced 2019-89-86T15:27:11+0008 (LINK)} Connection to peer has been terminated.
201%9-B0-BET15 27 14+0808 (MEAS) User data connected.
Tools 2819-89-86T15:27:14+0808 (LINK) Connection to peer (1881516641) established.
Maintenance peer alarms
Live data 2019-B9-BAT13 118 B3+8808 ALARM 98 CLEARED: Inside temperature OK (31.3 € <= 88 C).
ZE19-89-B6T15: 270040808 ALARM 84 MINOR: RSS5 under limit (-%9.5 dBm < -2@ dBm)!
History Z019-89-86T15:27:11+0808 ALARM_B4 CLEARED: RSS OK (-38.6dBm »= -Bedam).
> Logs
d Peer avents
Programs
HE||J Peer system
_____________________________ -
2019-99-24T13:18:02+0808 (CNFUPD) Configuration update finished.
2019-89-86T15: 27:0E+0808 (LINK) Connection to peer has been terminated. e

Refresh

Fig. 5.38: Menu Tools / Logs
When you first open the screen, it is necessary to start browsing logs by pressing the Refresh button.

Maximum length of displayed logs is 250 entries. If you need to display longer history, use CLI interface
instead.

Overall Displays the last 3 records from all types of logs.

Local alarms,
Peer alarms

Alarms from Local or Peer unit.

Local events,
Peer events

Events from Local or Peer unit.

Filter Listings of all logs can be filtered. Filtering string is entered in to the upper left
corner window and Filter button is pushed. For example, you want to know when
the configuration of the unit was modified: On the Local events screen, enter Con-
figuration and hit Enter.

Plain text or regular expressions can be used for filtering (JavaScript format).

5.6.5. Programs

Ping

The Ping tool allows sending ICMP pings to a selected address
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Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs

» Programs

Help

Local: Site-A 70725

Ping cu
Destination Size [E] Count
127.0.0.1 56 ]

»» ping -c &5 -3 56 127.9.8.1

PING 127.8.8.1 (127.8.98.1) 56(84) bytes of data.

64 bytes from 127.8.8.1: icmp_req=1 ttl=64 time=8.882 ms
64 bytes from 127.8.8.1: icmp_reg=2 ttl=64 time=H.841 ms
64 bytes from J8.1: icmp_reg=3 ttl=td4 time=8.843 ms
64 bytes from 137.8.8.1: icmp_req=4 ttl=64 time=8.841 ms
64 bytes from 127.8.8.1: icmp_req=5 ttl=64 time=8.844 ms

-- 127.8.8.1 ping statistics ---
& packets transmitted, 5 received, &% packet loss, time 415&ms
rtt minfavg/max/mdev = 2.841/0.0950/0.8E2/8.816 ms

Fig. 5.39: Menu Tools / Programs / Ping

Destination

Size [B]

Count

Peer: Site-E / 07:25

Send

Destination address in dotted decimal notation. The default address 127.0.0.1 is

the localhost address - i.e. the unit itself.

Length of sent data 7 to 1500 bytes, 8 bytes of the header will be added.

Number of sent pings.

Start the test by clicking on Send. The period for sending pings is constant: 1000 ms. The result is
displayed in the text window.
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CLI

Web interface for executing non-interactive scripts and programs.

Status

Link settings
General
Radio
Service access
Alarms

Switch settings
Status
Interface
Advanced

Tools
Maintenance
Live data
History
Logs

» Programs

Help

Local: Site-Af 07:27 Link: Ok Peer: Site-B / 07-26
Ping CL
Manage custom commands Open file upload Delets all
Custom commands hd
CLI commands oli_help v
Command
oli_help Run
P
Refresh

Fig. 5.40: Menu Tools / Programs / CLI

Manage custom
commands

Custom com-
mands

CLI commands

Command

Format of custom
scripts

Example of

Using "Open file upload"/"upload" the user can upload scripts to the unit. The
uploaded file can be either a single shell script with extension .sh (e.g.
my_script.sh) or package with multiple scripts with extension .tar.gz or .tgz created
using tar.

"Delete all" removes all custom scripts from the unit.
Custom scripts are located in /Thome/shared/bin.

A custom script can be selected here and initial comments/help is shown.

A CLI command can be selected here. You can use cli_help for listing all CLI
commands or <command> --help to obtain detailed help on a selected command.

Command line for writing commands with parameters. You can use any non-in-
teractive program/script according to your permissions. Command is executed
by pushing the "Run" button.

Custom scripts must be a shell script with preamble #!/bin/sh and extension sh.

Blocks of lines beginning with the comment sign (#) after preamble are considered
to be help and are listed when the script is selected in the web interface.

Scripts should not be interactive as there is no possibility to send a response
from the web interface. All script options should be implemented as parameters.

Syntax should be valid for interpret shell ash from BusyBox v1.20.1.

© RACOM s.r.o. — RAy3 Microwave Link 141



Configuration

custom script

#!/bin/sh
#script checks if service with the same name or vid already exists
#if not creates a new entry in VTU with given VID

#

# input parameters:

# service name - name of the new service
# VID - vid of the new service

#

# return values:

# 0 - ok

# 3 - bad parameter

# 5 - service already exists

# 6 - there already exists an entry with given VID
# 42 - other error

D42 NAME="$1"

D42 VID="$2"

D42N="service data42"

error ()
{
echo "$D42N: Error: S$*" >&2
}
info ()
{
echo "$D42N: $*" >&2
}
die ()

error "S$x"
exit 42 #error

# basic check if not empty

if [ -z "$D42 NAME" ]; then
error "Bad service name"
exit 3

fi

if [ -z "$D42 VID" ]; then
error "Bad service VID"
exit 3

fi

D42 FOUND=$ (cli nw get --vtu all | grep "SD42 NAME")
if [ -n "$D42_FOUND" ]; then
error "Service(s) with name $D42 NAME found"
echo $D42 FOUND
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exit 5
fi

D42 VALID=$(cli nw get --vtu "$D42 VID" | sed -n 's/"valid=\(.\+\)$/\1/p")
if [ "pre $D42 VALID" = "pre true" ]; then

error "VID $D42 VID is used"

cli nw get --vtu "$D42 VID"

exit 6
fi

D42 VALID=$(cli nw get --stu 1 | sed -n 's/"valid=\(.\+\)$/\1/p")
if [ "pre $D42 VALID" = "pre false" ]; then

info "Creating STU entry with SID=1"

cli nw set --stu 1 'label="D42 auto", port state=["disabled", "disabled", »
"forwarding", "disabled", "disabled", "forwarding", "forwarding"]'

if [ $? -ne 0 ]; then

die "Failed to create STU entry"

fi

fi

info "Creating service \"$D42 NAME\" with VID=$D42 VID"
cli nw set --vtu "$D42 VID" label="$D42 NAME" 'fid=0, sid=l, pri override=true, priority=5, »
policy=false, member tag=["unmodify", "unmodify", "tag", "unmodify", "not member", »
"not member", "unmodify"]'
if [ $? -ne 0 ]; then
die "Failed to create service \"$D42 NAME\" with VID=$D42 VID"
fi
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5.7. Help
Status Local: Site-A/ 0728
Link settings
Hel
General =P
Radio CLI help visible 7

Third party documentation

Service access

Alarms Introduction
Switch settings Status bar
Status
Status Link zeftings = General
=» Radio
Interface = Service access = Sevices
Advanced = USB accessories
= Lzers
Tools = Alarms = Status
. = Ackmowledge
Maintenance = Config
Live data Switch seftings > Status = Por status
= RMOMN counters
History = R5STP
= Interface = Port
Logs = Advanced = STU
Programs = VTU
= ATU
Help = RSTP
Tools = Maintenance > Backup
= Feature keys
= Firmware
= Hadio adaptafion
= Resiart
> Livedata = Barindicators
= Frequency spectrum analyzer
> History
= Logs
> Programz = Ping
= L
Help

Cancel

Fig. 5.41: Help menu

Help from Help menu
The Help screen displays contents of the embedded help. The help text is displayed in the whole con-

figuration window. The text structure corresponds to individual configuration screens. Every item of
this Help opens the specific help menu.

CLI help visible Aliows displaying of the CLI help with examples.
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Third party ] Allows displaying references to the third party documentation (e.g. internal switch
documentation documentation).

Help from configuration menu

Clicking the name of the specific parameter in the configuration menu brings up the help belonging
to this parameter. The help text is displayed in the pop-up window:

Status Local: Site-A f 07:33 Peer: Site-B / 07-33

Link settings

Radic
General
?
- Local Peer
»
Radic Band index L u
Service access Polarization wertical horizonta
Asymmetric bandwidth
Alarms _ -
TX bandwidth [MHz] 112 MHz v 112 MHz
Switch settings R bandwidth [MHz]
Status Frequenicy input Hints %
TX channel [GHz] . S
Interface 7 Radio
RX channel [GHz] Setup of general parameters of the radio link.
Advanced Duplex spacin Hz] .
ACF:J pTX : [:II : Band index
Tools max madulation Radio band index: Liower) or U{pper) part of the frequency band.
ACM min TX modulation cu
Maintenance
ATPC cli_info_station
Live data ATPC R%5 threshiold [dBm] L
- - Polarization
History power [dEm] Horizontal or vertical polarization based on the physical installation. Indicates the polarization of
Antenna gain [dBi] the received signal. Local and Peer are indicated ssparately. The proper position of the cable is
Logs sideways down.
EIRF ?= limit [dBm] Motice for 17 GHz and 24 GHz links: One side of the link must be installed in vertical polarization
Programs and the other in horizontal polarization.
-
Help

Apply | Cancel | Refresn| | Show defaults

Fig. 5.42: Parameter help

There is a Go to help link within the help text. It displays the whole configuration menu help:
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Status Local: Site-A/ 07:35 Peer: Site-B / 07:35
Link settings
Help
General
?
Radio Go to Radio
. Radio
Service access Setup of general parameters of the radio link.
Alarms Band index
. . Radic band index: L{ower) or U{pper) part of the frequency band.
Switch settings ! Fe v
cu
Status cli_info_station
Interface Polarization
Haorizontal or veriical polarization based on the physical installation. Indicates the polanzation of the received signal. Local and Pesr are indicatad
Advanced zaparately. The proper position of the cable is sideways down.
Toals Matice for 17 GHz and 24 GHz links: One side of the link must be installed in vertical polarization and the other in horizontal polarization.
cLul
Maintenance name: Polarization:
possible values: vertical, horizontal
Live data cli_info_station
History Asymmetric bandwidth
Enables usage of diffierent bandwith - different channe! width - for TX and RX.
Logs cu
name: RADIO _ASYMMETRY
Programs possible valuss: off=asymmetry dizabled, on=enabled
cli_cnf_show | grep RADIO
Help cli_cnf_set RADID ASYMMETRY="off"

TX, RX bandwidth [MHz]

Fig. 5.43: Configuration menu help
There is a link on each help screen which points to the respective configuration screen.

Clicking the question mark icon in the upper right corner of the configuration screen brings a summary
help for the configuration screen in the pop up window:

Status : Site-A 7 07:37 Peer: Site-B / 07:37
Link settings
Ping CLI
General
Destination Size [E] Count 7
Radio 127.0.0.1 56 5 Send
Service access
»» ping -c 5 -3 56 1iT.@.@.1
Alarms PING 127.8.8.1 [127.8.8.1) 56(84) bytes of data.
64 bytes from 127.8.8.1: icmp_reg=1 ttl=64 time=H.882 ms
' H B4 bytes from 1 .8.1: icmp - = =
Switch SEHIHQB B4 bytes from 1 B mp,
84 bytes from 1 .8.1: icmp Hint: *®
Status 64 bytes from 137.8.9.1: icmp, ke
-
Interface --- 127.8.8.1 ping statistics Piﬂg
& packets transmitted, 5 rece e N
Advanced R ming/ave/man/mdev - 2.841/ The Ping tool allows sending ICMP pings to 3 selected address
Start the test by clicking on Sena. The result is displayed in the texd window.
Taols Destination
. Destnation address in dotted decimal netation. The default address 127.0.0.1 iz the localhost
Maintenance address - e the untitself.
Live data Size [B]
Length of sent data 7 to 1500 bytes, & bytes of the header will be added.
History
Count
Logs Murnber of sent pings.
The pericd for sending pings is constant: 1000 ms.
> Programs -
Help —

Fig. 5.44: Summary help

The Help window can be moved by dragging the Hints bar. Resize it by dragging the bottom corner.
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6. Command Line Interface

The Command Line Interface (CLI) provides an alternative to HTTPS access. CLI allows you to work
in a text regime interface using a ssh (putty) or telnet client.

6.1. Connection via CLI

6.1.1. Telnet

Use the telnet client to connect to the unit with service IP address 192.168.169.169. Type this in the
command prompt:

telnet 192.168.169.169

Then use the username and password from the menu Service access/Users for HTTPS access
(by default admin, admin). This works if Service access/Services/Telnet is checked in
HTTPS access.

6.1.2. Putty
Connection using putty client. Type this into the Host Name (or IP address) field:
admin@192.168.169.169

Click Open. Then enter the password admin. This procedure (without key) is subject to selection
Service access/Services/SSH onin HTTPS access.

If you own the private key part, then you do not need a password. In putty, continue by selecting
Connection/SSH/Auth and selecting path to file with key e.g. key.ppk.Use Session/Logging
to save the putty configuration. To access the unit via CLI simply select the connection in putty and
click Open.

6.1.3. SSH
Connection using client ssh in Linux.
ssh admin@192.168.169.169 -i key

If you know the password and itis enabledin Service access/Services/SSH onlykeyin HTTPS
access, you can skip the key and use password in the next query.
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6.2. Working with CLI

» Overview of CLI options

cli help

.+ 192.168.141.202 - PuTTY

er

Fig. 6.1: CLI menu

» Parameters of CLI commands are listed in the help. For example:

-h help listing

-t target unit

-t 1 local, default option

-t b both, both units, command item for remote unit has PEER _ prefix
-t p peer, opposite unit, when reading using the show command

* When inserting commands, using the tabulator can help
» Anincorrect command is rejected (e.g. inserting forbidden frequency)
» A parameter that caused the loss of the connection is restored after 1 minute (Rollback)

» Reading parameters of local unit
cli cnf show

» Reading radio parameters of peer unit
cli cnf show -t p | grep RADIO

+ Entering parameters (TX power of local unit)
cli cnf set RADIO TX PWR=-3
Items of command (RADIO_TX_PWR-=) are taken from the list cli_cnf_show
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» Entering more parameters in both units
cli cnf set -t b RADIO TX CHAN=17128000 PEER RADIO RX CHAN=17128000

» Put parameters containing spaces in quotation marks:
cli time set -t b -T '2012-11-27 10:55:00'
Set time in both units

6.2.1. SSH keys

+ Generation using ssh-keygen
[user@laptop ~]$ ssh-keygen -t dsa -f usr ssh key
Uses working directory to save private usr_ssh_key and public partof the key usr ssh _key.pub

» Copying the key into the RAy unit
[user@laptop ~]$ scp usr ssh key.pub admin@192.168.141.202:/tmp
The public part of the key is written to the folder /tmp

+ Installation of key in RAy unit
CLI (admin) : /rrusrhomes/admin$ cli user authkey -c a -k /tmp/usr ssh key.pub

+ Testing access to RAy unit using SSH key
[user@laptop ~]$ ssh -i usr ssh key admin@192.168.141.202

6.2.2. Scripts
+ Script example with access using key

[user@laptop ~]$ ssh -1 usr ssh key admin@192.168.141.202

"source /etc/profile;cli info linkjecho \$?;cli cnf show | grep TX PWR;echo $2"
Warning: Permanently added '192.168.141.202' (DSA) to the list of known hosts.
cli info link: Link status: up

0

RADIO TX PWR=4

0

[user@laptop ~]$

» The script contains:

source /etc/profile; environment settings
cli info link; query for link status
echo \$?; reading return value
cli cnf show | grep TX PWR; query for radio power
echo \§? reading return value
cli info link: Link status:up return value

0 OK command

RADIO TX PWR=4 power +4 dBm

0 OK command
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6.3. Configuration with CLI

6.3.1. Configuration file

Configuration backup
cli cnf backup get
Saves the configuration of both units to file cnf backup. tgz into the working directory.

Configuration restore
cli cnf set -t b -b cnf backup.tgz
Restores configuration of both units from file cnf backup.tgz

Default configuration list
cli cnf def show
Warning, the command
cli cnf factory set
is not a default setting - it uses factory settings, deleting all logs and saved data. It is very likely that
the connection to peer unit will be interrupted!

6.3.2. Firmware upgrade

Current version of fw
cli info_ station

Preparation of files
fw package, for example bm4-RACOM-0.1.12.0.cpio copy using ssh or putty into folder /tmp
in RAy17
Command
cli fw clear buffer
Clears the RAy buffer
cli fw buffer status
Checks buffer status

Saving into buffers

cli fw load package -f /tmp/bm4-RACOM-0.1.12.0.cpio
A new fw package is loaded into the buffer (20 sec)

cli fw uploadZpeer
The fw package is also loaded into the peer unit (20 sec)

Upgrade
cli fw upgrade -t b
Firmware in both units will be replaced with new version from the buffer. After 3 minutes, this message
appears:
Firmware upgrade started. Estimated time to finish is 370 s.
Connection is terminated. After a few minutes, log in to RAy again

6.3.3. Remote unit authorization

The RAy unit in default configuration, establishes a connection with any remote unit and both units act
as a communication pair. Should the higher protection from the unauthorized communication take-over
be required, it is possible to use the so called Secured mode of remote unit authorization. This mode
is based on locking the two specific units into one communication pair. Units with Secured mode activated
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refuse to make a connection with any other communication unit. The units are locked using the unique
authorization keys. The keys are exchanged between the units concerned. The authorization keys can
be backed up to an external medium to be able to make a service unit exchange, if necessary. Should
the Link authorization quard be disabled, the user data occurs even the remote unit is not authorized.

The Secured mode set up process consists of a few steps:

» Unique authorization keys generation:
cli link key gen -t b

+ Authorization keys exchange between the two communication units:
cli link key swap

+ Authorization keys activation:
cli link key apply -t b
Parameter -t determines whether we configure the whole link (-t b) or only one unit (-t 1).

+ Secured mode activation. Both sides of the link must have identically secured mode set On or Off:
cli cnf set -t b SVC_SECURE PEER MODE=on PEER SVC_ SECURE PEER MODE=on

* Secured mode de-activation:
cli cnf set -t b SVC_SECURE PEER MODE=off PEER SVC_ SECURE PEER MODE=off

* Backup of the keys to an external medium. The backup has to be performed to be able to make
service exchange of the corrupted unit, if necessary. The new exchanged unit is not able to make
an active connection with the other unit if it is not loaded with the proper authorization key.
cli link key save -s s -f <file>
The key is backed up to a selected file in the internal unit file system. It can be transferred to an ex-
ternal medium using for example the scp client.

* Authorization key restoration from the external medium.
The key has to be transferred to the unit internal file system first. The scp client can be used. The
CLI commands can be applied subsequently:
cli link key load -t b -f <file>
cli link key apply -t b

6.3.4. Radio loopback

"Radio loopback" function (accessible via CLI only) provides indicative measurement of XPD (cross
polar discrimination). XPD is the ratio between desired signals on preferred polarization and signals
on opposite polarization.

+ Command
cli rloop

The Radio loopback command takes 10 seconds. The result is suppression [dB] of the unwanted signal
(transmitter to receiver penetration). Radio loopback can only be used with units operating in 17 GHz
or 24 GHz band.

WARNING: User traffic is interrupted during command execution!
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7. RAy Tools app for Mobile devices

RAYy Tools is a stand-alone application designed to perform link manage-
ment, is optimised for use on mobile devices with smaller displays and
especially in challenging conditions.

RAy Tools supports the following functions:

o Link Calculation — to calculate or verify the link budget

o Antenna Alignment — provide measurement of RSS and MSE for fast
antenna alignment
o Link Management — standard web-based unit management

7.1. Menu options

Calculation

Can be used in conjunction with all
RACOM microwave products and
compatible antennas. Available para-
meters to input that affect link budget

are:

* Modulation
» Throughput
* Tx Power

» Link distance
» Antenna specifications

RAy Tools calculation outputs are:
* Free Space Loss (FSL)
+ 1st Fresnel Zone radius

*+ RSS
+ Sensitivity

» Fade margin (shown to be accept-
able/marginal/inadequate)

Carrier & 12:34 AM

< Calculation Results

LINK PARAMETERS

Link Type
Modulation:

Throughput [Mbps]:

Tx Power [dBm)

Free space lost [dB]:

st Fresnel zone radius [m]:
RSS [dBm]

RSS voltage output [V

Sensitivity [dBm]

Fade margin [dB]:

iOS version

o Alignment
of Configuration
Application

i Abaut

Android version
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The calculation assumes a clear line of sight and makes no allow-
ance for precipitation. A more accurate calculation can be performed
using the tool available on RACOM web pages (see
https://www.racom.eu/eng/products/microwave-link. html#calculation).
Precise link calculation should be performed using dedicated tools
(e.g. Pathloss).

Alignment

Antenna Alignment Tool is accessed using this
menu. See Section 5.6.2 Live data for descrip-
tion.

Configuration

Links to web management of RAy unit. User
authentication is required. RX channel [GHz] 7L 11| 17105000 <]

Duplex spacing [MHz] 73.500
ACM O

-
TX modulation QPSK sl ek
ATPC = L
ATPC RSS threshold [dBm] 87+0 =87 87+
TX power [dBm)] -20 o -2

Bandwidth [MHz) 35 MHz EEED

Frequency input list |
TX channel [GHz] [ U22 | 17178500 - 11

About
This item shows the application version and its Release notes.

@ Note

If gloves are used it is strongly recommended to activate smartphone option for “work in gloves”,
which increase the sensitivity of touch screen display (quite common option for modern
smartphones).

7.2. Application availability

RAy Tools application version 2.xx requires RAy3 unit with firmware version 1.0.0.0 or later. The same
application and same version of RAyTools works also with all RAy2 units (with firmware version 2.1.28.0
or later).

RAy Tools version 2.xx or later is available for mobile operating systems Android (Google compatible
devices) and iOS (Apple devices). All display sizes are supported on both operatlng systems. Android
version can be downloaded from Google Play (https://play. google com/store’ ), iIOS version is available
for download on AppStore (https:.//www.apple. com//os/app-store ) or their local versions.

@ Note

RAYy Tools application contains an automatic crash report feature; Firebase tool is used to report
the crash. Any data transmitted is for the exclusive use of RACOM developers to analyze the
problem. It will not be used in any other way by Apple, Google, Firebase or RACOM.

https /Iplay.google.com/store/apps/details?id=job.raytools
https /litunes.apple.com/cz/app/ray-tools/id1279358257?1=cs&mt=8

© RACOM s.r.o. — RAy3 Microwave Link 153


https://www.racom.eu/eng/products/microwave-link.html#calculation
https://play.google.com/store/apps/details?id=job.raytools
https://itunes.apple.com/cz/app/ray-tools/id1279358257?l=cs&mt=8
https://play.google.com/store/apps/details?id=job.raytools
https://itunes.apple.com/cz/app/ray-tools/id1279358257?l=cs&mt=8

RAy Tools app for Mobile devices

7.3. Feedback to RACOM

Any feedback for this application is welcome. Please contact us on email address:
<raytools@racom.eu>

We would also like to hear from any who would like to become a beta tester of upcoming versions of
RAy Tools.
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8. Troubleshooting

* Polarization incorrect

Units RAy3-17 and RAy3-24 must be mounted with opposite polarization; one with TX horizontal
polarization (horizontal arrow) and the second with TX vertical polarization (vertical arrow). See Cross
polarization for more info.

Install the unit with the correct horizontal or vertical polarization: The arrow mark indicates the unit
TX polarization. When the arrows heading perpendicular to the earth, the unit transmits a signal in
vertical polarization. When the arrow is heading parallel to the earth, the unit transmits a signal in
horizontal polarization. The connectors must point downward at an angle.

* The link cannot be established
Double check the correct polarization (see above) of both units on the link.

Start with the most “resilient” configuration. This configuration depends on the type of unit. We re-
commend using the narrowest available bandwidth (e.g. 3.5 MHz), the lowest modulation level
(QPSK_S) and maximum available output power. TX and RX channels must be the same as the RX
and TX channels in the remote unit. When the connection has been established and the antennas
have been directed, proceed with operation parameters.

* RSS and Antenna alignment

To configure the link and monitor its state, several menus display the RSS signal strength (most in-
teractive are pages Live Data / Bar indicators or Antenna Alignment Tool). Additionally RSS can be
monitored by a voltmeter connected to RSS voltage contacts or by RACOM smartphone application
RAy Tools on a mobile phone connected to RAy WiFi.

@ Note

Please keep in mind, that RAy is not a measuring instrument, hence the precision of the
RSS reading is limited. Though, in most situations the RSS reading accuracy is better than
1 2dB, the absolute RSS value should not be used for accurate comparisons e.g. between
two links.

+ Ethernet Buffers are small

To optimise the total buffer size of RAy radio (by optimizing a cooperation between Ethernet switch
buffer and a buffer inside modem chip) it is required to set RX FlowControl for port 'Air (p9)' (in menu
Switch settings / Interface / Port) on both units to be 'on'. (FW versions after 1.0.16.0 solve that
automatically, so there is no need to manually set the parameter).

@ Note

Correct Flow Control setting typically increases operational speed of the link for mixed traffic,
where bigger capacity of buffers helps to optimize the link performance.
» Ethernet throughput far below published RFC2544 numbers

In the case when Ethernet throughput of the link is far below expectations based on published Eth-
ernet speeds measured according RFC2544, one of the reasons may be wrong settings for a cooper-
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ation between Ethernet buffers inside RAy3 unit and between RAy unit (Ethernet switch inside the
unit) and outside network (Ethernet switches and routers RAy is connected to).

To ensure buffers inside RAy unit are cooperating optimally please double-check RX FlowControl
parameter for port 'Air (p9)' (in menu Switch settings / Interface / Port) - it should be 'on' for both
units. (FW versions after 1.0.16.0 solve that automatically, so there is no need to manually set the
parameter).

» Access to the Local unit is blocked

Access to the Local unit may be accidentally blocked, for instance by disabling HTTPS access. If
you can access the Remote unit over HTTPS, type its address in your web browser's address field.
The link will transfer the packet over the Local unit with blocked service access all the way to the
Remote unit, which will give you access to the control menus of both units. Warning, the Remote
unit will report as Local.

* Distinguishing Local-Remote

A unit accessed via service access always reports as Local. If you connect through another (peer)
unit and radio channel, a certain amount of caution is necessary. For example, do not reduce the
transmission power so that the link interrupts accidentally. Errors of this type should be fixed by the
rollback function within approx. 1 minute.

Resolution can be done by comparing the length of ping on Local and Remote. Pinging the unit behind
the radio channel is slower. The difference is more pronounced in the case of a long packet and the
low speed of the radio channel.

» Access security

For better protection against unauthorised access to configuration you should only allow as few kinds
of access as possible. The most secure type is SSH with key — leave only SSH active with "only key"
choice.

* Problem with HTTPS certificate
See the Appendix B, HTTPS cettificate
* Overexcited receiver

A natural property of each radio receiver is to compress the signal in one of the functional blocks,
when the signal level gets out of the AGC (automatic gain control) dynamic range. The result of this
effect is non-linear distortion of the received signal which is observed as decrease in the signal to
noise ratio, i.e. in case of digital modulations increase of the Mean Square Error (MSE).

Limit for guaranteed functionality of RAy3 radio receiver is -15 dBm (measured on the waveguide
input). This limit applies for all channel bandwidths and all modulations.

Beyond this limit the distortion of linearity appears and signal quality is depreciated. In extreme cases,
this can lead to the disintegration of the radio link due to reduced signal to noise ratio (as a result of
signal distortion).

» Setting up a link from unit type 'X' or 'E' and unit type 'S’

Emulation of unit 'type S' (like RAy3-24S) on the unit 'type X' (like RAy3-24X on product label) requires
to activate 'X/S compatibility' by parameter 'Unit S mode' (in menu Tools / Maintenance / Radio ad-
aptation), see Section 5.6.1, “Maintenance”.
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Sometime it is necessary to set up a link from a unit type 'S' (like RAy3-24S) and a unit type 'X' or
'E' (like RAy3-24X) - for example after exchange of failed unit on one end of the link (for differences
between 'X', 'E' and 'S' type units see Section 1.6.2, “Production label”).

Then it is necessary to configure unit 'X' or 'E' to behave like unit type 'S' (older model). To achieve
that the parameter 'Unit S mode' (in menu Tools / Maintenance / Radio adaptation) has to be activated
(set to 'on'). For more details see Section 5.6.1, “Maintenance”’.

@ Note

Unit with FW version 1.0.14.0 with activated 'Unit S mode' requires to manually set RX
FlowControl for port 'Air (p9)' (in menu Switch settings / Interface / Port) to the value 'auto’.
On FW version 1.0.16.0 it is recommended to set this parameter to 'on'. Later FW versions
solve settings of this parameter automatically.
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9. Technical parameters

9.1. General parameters

9.1.1. Overview

Tab. 9.1: Parameters 1

RAy3 Technical parameters 1
Type RAy3-17 RAy3-24

Band [GHZz] 17.10-17.30 24.00 - 24.25
Type of duplex traffic FDD (Frequency division duplex)
ODU units One universal unit
Bandwidth [MHZ] 3.5,5,7,10, 14, 20, 28, 40, 56, 80, 100, 112
Modulation QPSK_S", QPSK, 16, 32, 64, 128, 256, 512, 1024, 2048, 4096 QAM
ACM yes
Forward Error Corr. LDPC, RS

Flexible, min. 24 MHz between channel edges
Channels gap [MHz] or 18 MHz in case of 2 x 112 MHz Bandwidth

2.7 -1002
U.ser Qata speed (each [Mbps] ;
direction) detail
i Up to 987 Mbps
Data speed according [Mbps] p . p
to RFC 2544 detail
Latency [us] 268 us (64 B / 366 Mbps); 313 us (1518 B / 366 Mbps)
173 us (64 B / 1002 Mbps); 198 ps (1518 B / 1002 Mbps)
-99.0 (2.7 Mbps) -99.0 (2.7 Mbps)
Sensitivity, BER 10°  [dBm] -52.5 (1002 Mbps) -52.5 (1002 Mbps)
detail detail
Output Power [dBm] -30 to +10 -30 to +10
(-30 to -15)%

ATPC

yes

ver. 1.2

stability optimized (stronger) FEC

IRF Output power -30 to -15 dBm for all models with variant “R” (e.g. RAy3-24R or RAy3-24NR)
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Tab. 9.2: Parameters 2

RAy3

Technical parameters 2

User interface RJ45

1 Gb Eth. (10/100/1000) 1000BASE-T, MTU 10240 bytes"),
recommended cable S/FTP Cat.6, Cat.7

User interface SFP

1 Gb Eth. (10/100/1000) 1000BASE-T / 1000BASE-SX / 1000BASE-LX,
MTU 10240 bytes3), user exchangeable SFP, power consumption max. 1.25 W

Service interface

USB 2.0, Host-A: USB / WiFi, USB / ETH

Synchronization

Synchronous Ethernet; IEEE-1588v2, Transparent clock

Config. & Manag.

Web, CLI, RAy Tools (HTTP, HTTPS, SSH, Telnet)

Encryption

AES 128, 192, 256"

Power

Floating; PoE IEEE 802.3at;

PoE injector (20-60 VDC), DC/RJ45 (20-60 VDC)

Power consumption

22.5W (typ.) — 24.5 W (incl. SFP)

Operating temperature
range

-30 to +55°C (EN 300 019-1-4, class 4.1.)

Surge immunity

4 kV according to EN 61000-4-5

ESD immunity

8 kV according to EN 61000-4-2

Mechanical design

FOD (Full Outdoor), antenna mounting compatible with RAy1 and RAy2

IP code IP66 (Ingress Protection)
Dimensions 245 x 245 x 160 mm
Weight 2.6 kg
Antenna LEAX-RAy, Class3, 0.3—1.2 m, direct mounting (or others, e.g. Jirous)
Spectrum EN 300 440 v2.2.1
EMC EN 301 489-1 V2.1.1
EN 301 489-3 V1.6.1
EN 301 489-4 V3.1.1
Safety EN 62368-1:2014 + A1:2017
FCC/IC CFR 47 part 15 (SQT-RAY3-24) / (24993-RAY324) - for RAy3-24 only

ver. 1.3

% Model RAy3-24S (produced December 2018 till April 2019) has MTU 2048 bytes. All other models
have MTU 10240 bytes.

4) Encryption is possible only with model variants 'X, 'S' and 'E'. Variants 'S' and 'X' means the unit is
equipped with HW module for encryption acceleration, variants 'E' and 'N' are not equipped. Variant
'E' allows SW encryption, while variant 'N' does not allow any encryption to be used.
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9.1.2. Link speed

Tab. 9.3: Link speed - raw link

RAy3 Radio parameters — Bit Rate [Mbps]
Band Modulation
width  Fopsk[QPsSK| 16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048 | 4096
MHz | sV QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM
3.5 27 | 50 | 95 | 11 15 17 19 | 21 23

5 38 | 7.1 14 16 | 21 25 | 28 | 31 33

7 58 | 10 | 20 | 24 | 31 37 | 42 | 47 | 52 | 57

10 79 | 14 | 27 | 33 | 42 | 50 | 57 | 64 | 71 78

14 12 | 22 | 41 50 | 65 | 77 | 88 | 98 | 109 | 119 | 128
20 17 | 32 | 60 | 72 | 94 | 111 | 127 | 142 | 158 | 171 | 185
28 24 | 38 | 81 | 105 | 132 | 157 | 181 | 202 | 227 | 249 | 269
40 34 | 54 | 113 | 148 | 185 | 220 | 253 | 283 | 318 | 348 | 377
56 49 | 81 | 169 | 213 | 268 | 319 | 366 | 414 | 459 | 501 | 540
80 69 | 115 | 240 | 303 | 381 | 454 | 521 | 589 | 653 | 713

100 87 | 145 | 299 | 381 | 479 | 569 | 653 | 736 | 820 | 895

112 97 | 162 | 334 | 426 | 537 | 637 | 731 | 824 | 918 | 1002

ver. 1.2

R Stability optimized (stronger) FEC

Tab. 9.4: Link speed - Ethernet (according to RFC 2544)

The full-size table is located on the next page.

ver. 1.1

R Stability optimized (stronger) FEC
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RAy3 Link speed [Mbps] for Ethernet frames 64 B/ 1518 B / 8960 B
Band Modulation
width  "opsk[aPsk| 16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048 | 4096
MHz _81) QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM
3.5 2.4 4.6 8.8 11 14 16 18 20 21

2.6 4.7 9.3 11 14 17 19 21 23
26 4.8 9.4 11 14 17 19 21 23
5 3.5 6.6 13 15 20 23 26 29 31
3.6 6.9 13 16 21 24 27 30 33
3.6 7.0 13 16 21 24 28 31 33
7 5.2 9.8 19 23 29 34 39 44 48 53
5.5 10 20 24 31 36 41 46 51 57
5.6 10 20 24 31 37 42 46 51 57
10 7.3 13 26 31 40 47 54 60 67 73
7.7 14 27 33 42 50 57 64 71 78
7.8 14 27 33 42 50 57 64 71 78
14 11 21 39 47 61 72 82 92 103 112 121
12 22 41 50 65 7 87 98 109 118 128
12 22 41 50 65 77 88 98 109 119 128
20 16 30 56 68 88 104 119 133 148 161 174
17 32 59 72 93 111 126 141 157 171 184
17 32 59 72 93 111 127 141 157 171 185
28 23 36 76 99 124 148 170 190 213 | 234 252
24 38 81 105 131 157 180 202 226 248 268
24 38 81 105 132 157 180 | 202 227 | 248 269
40 32 50 107 139 174 | 207 | 238 | 267 | 299 328 352
34 53 113 147 184 220 252 282 317 347 375
34 54 113 147 184 | 220 252 | 283 317 348 376
56 46 76 158 | 200 252 300 345 390 | 432 | 471 508
48 81 168 212 267 318 365 | 413 | 458 | 499 539
48 81 168 | 213 | 267 319 366 | 413 | 459 500 540
80 65 108 | 226 | 285 358 | 428 | 491 555 | 615 671
69 115 239 302 380 | 453 519 587 | 651 711
69 115 239 303 380 | 454 520 588 | 653 712
100 81 136 281 358 | 451 535 | 615 692 739 760
86 144 297 380 | 478 567 | 651 733 | 817 892
86 144 298 381 479 568 | 652 735 | 820 894
112 91 152 314 393 505 599 | 688 740 761 762
96 161 333 | 425 535 635 728 821 916 987
97 161 334 | 426 536 636 730 823 | 918 998
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9.2. RAy3-17 parameters

9.2.1. Upper/Lower Limits

Tab. 9.5: Frequency limits - 17

9.2.2. Radio parameters

Tab. 9.6: Radio parameters - 17, BER = 10®

RAy3-17 Band Range [GHZ]
Unit L Unit U
min 17.104 17.104
max 17.296 17.296
ver. 1.0

Table cells contain values:

ver. 1.0
User Bit Rate [Mbps] Bit Rate for the selected modulation and bandwidth
RSS (Received Signal Strength) [dBm] Minimum required RSS (Receiver Threshold,
Rx Sensitivity)
MSE (Mean Square Error) [dB] Maximum required MSE (the inverse to often
used value SNR)

The full-size table is located on the next page.

") Stability optimized (stronger) FEC
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RAy3-17 Radio parameters — Bit Rate [Mbps] / RSS [dBm] / MSE [dB] ver. 1.1
Band Modulation
width  "opsk[aPsk| 16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048 | 4096
MHz _81) QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM
3.5 2.7 5.0 9.5 11 15 17 19 21 23

-99.0 | -945 | -88.5 | -85.0 | -82.0 | -79.0 | -76.0 | -73.0 | -69.5
-6.1 90 | -152 | -184 | -216 | -24.9 | -28.0 | -31.0 | -34.6
5 3.8 7.1 14 16 21 25 28 31 33
-97.5 | -93.0 | -87.5 | -84.0 | -81.0 | -78.0 | -75.0 | -72.0 | -69.0
-6.5 | -90 | -15.1 | -18.0 | -21.3 | -24.6 | -27.6 | -30.7 | -34.3
7 5.8 10 20 24 31 37 42 47 52 57
-95.5 | -92.0 | -86.5 | -83.0 | -80.0 | -77.0 | -74.0 | -71.0 | -67.0 | -63.0
-6.2 | -85 | 144 | -17.7 | -209 | -24.2 | -27.5 | -30.3 | -34.6 | -38.2
10 7.9 14 27 33 42 50 57 64 71 78
-93.5 | -90.5 | -85.0 | -81.5 | -785 | -756.5 | -72.5 | -69.5 | -66.0 | -62.5
-70 | -85 | -144 | 174 | -20.5 | -23.8 | -26.9 | -29.7 | -33.6 | -37.0
14 12 22 41 50 65 77 88 98 109 119 128
-92.0 | -89.0 | -83.5 | -80.0 | -77.0 | -74.0 | -71.0 | -68.0 | -65.0 | -61.5 | -57.5
-66 | -87 | -143 | -17.4 | -206 | -23.6 | -26.7 | -29.6 | -33.3 | -36.5 | -40.2
20 17 32 60 72 94 111 127 142 158 171 185
-91.5 | -87.5 | -82.0 | -785 | -76.5 | -72.5 | -69.5 | -66.5 | -63.5 | -60.5 | -57.0
-6.1 -8.7 | -142 | 173 | -20.2 | -23.5 | -26.5 | -29.3 | -32.6 | -35.4 | -39.1
28 24 38 81 105 132 157 181 202 227 | 249 | 269
-91.0 | -88.0 | -81.5 | -77.0 | -740 | -71.0 | -68.0 | -65.0 | -62.0 | -59.0 | -56.0
-58 | -72 | 135 | -17.2 | -20.1 | -23.3 | -26.2 | -29.2 | -32.7 | -35.5 | -38.7
40 34 54 113 148 185 | 220 253 | 283 318 348 377
-89.0 | -86.0 | -79.5 | -76.5 | -72.5 | -69.5 | -66.5 | -63.5 | -60.5 | -57.5 | -54.5
-58 | -73 | 136 | -17.3 | -20.1 | -23.3 | -26.1 | -29.0 | -32.4 | -35.2 | -38.1
56 49 81 169 | 213 | 268 319 366 | 414 | 459 501 540
-88.0 | -84.5 | -77.5 | -73.5 | -70.5 | -67.5 | -64.5 | -61.5 | -58.5 | -65.5 | -62.5
55 | -73 | 139 | 174 | -20.2 | -23.4 | -26.5 | -29.3 | -32.3 | -35.0 | -38.2
80 69 115 240 303 381 454 521 589 | 653 713
-86.5 | -83.0 | -76.0 | -72.0 | -69.0 | -66.0 | -63.0 | -60.0 | -57.0 | -54.0
55 | -73 | 138 | -17.5 | -20.2 | -23.5 | -26.5 | -29.4 | -324 | -35.0
100 87 145 | 299 381 479 569 | 653 736 820 895
-856.5 | -82.0 | -75.0 | -71.0 | -68.0 | -65.0 | -62.0 | -59.0 | -56.0 | -53.0
56 | -74 | -13.7 | -17.2 | -20.3 | -23.3 | -26.3 | -29.0 | -32.2 | -34.9
112 97 162 334 | 426 537 637 731 824 918 | 1002
-85.0 | -81.5 | -74.5 | -70.5 | -67.5 | -64.5 | -61.5 | -58.5 | -55.5 | -52.5
55 | -73 | -13.7 | -17.2 | -20.3 | -23.2 | -26.,5 | -29.1 | -32.2 | -35.0
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9.2.3. ACM switching

Tab. 9.7: ACM switching-17 according to MSE state

RAy3-17 MSE degrade [dB] / MSE improve [dB]
Band Modulation
width  Fopsk[QPsSK| 16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048 | 4096
MHz | sV QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM
3.5 — | 105167 | 231 | 231 | 26.4 | -29.5 | -32.5 | -36.1
1.5 | -17.7 | 209 | -24.1 | -27.4 | -30.5 | -33.5 | -37.1 | -
5 - | -105]-166 | -22.8 | -22.8 | -26.1 | -29.1 | -32.2 | -35.8
115 | 176 | -205 | -23.8 | -27.1 | -30.1 | -33.2 | -36.8 | -
7 — | -100[-159 | -22.4 | 224 | 25.7 | -29.0 | -31.8 | -36.1 | -39.7
1.0 | -16.9 | -20.2 | -23.4 | -26.7 | -30.0 | -32.8 | -37.1 | -40.7 | -
10 — | 100 -159|-220 | 220 | 253 | 284 | -31.2 | -35.1 | -38.5
1.0 | -16.9 | -19.9 | -23.0 | -26.3 | -29.4 | -32.2 | -36.1 | -39.5 | -
14 — | -102]-158 | -221 | -22.1 | -25.1 | 282 | -31.1 | -34.8 | -38.0 | -41.7
112 | -16.8 | -19.9 | -23.1 | -26.1 | 29.2 | -32.1 | -35.8 | -39.0 | -42.7 | --
20 — | 102|157 |-21.7 | -21.7 | 25.0 | -28.0 | -30.8 | -34.1 | -36.9 | -40.6
1.2 | -16.7 | -19.8 | -22.7 | -26.0 | -29.0 | -31.8 | -35.1 | -37.9 | -416 | --
28 — | 87 | 15.0 | 216 | 216 | 248 | 27.7 | -30.6 | -34.2 | -37.0 | -40.2
97 | -16.0 | -19.8 | -226 | 258 | 28.7 | -31.6 | -35.2 | -38.2 | -41.2 | --
40 - | 88 | -151 | -216 | -216 | -24.8 | -27.6 | -30.5 | -33.9 | -36.7 | -39.6
98 | -16.1 | -19.8 | -22.6 | 258 | 286 | -31.5 | -34.9 | -37.7 | -406 | --
56 — | 88 | 154 | -21.7 | -21.7 | 249 | -28.0 | -30.8 | -33.8 | -36.5 | -39.7
98 | -16.4 | -19.9 | -22.7 | -259 | -29.0 | -31.8 | -34.8 | -37.5 | -40.7 | --
80 - | -88 |[-153|-21.7 | -21.7 | -25.0 | -28.0 | -30.9 | -33.9 | -36.5
98 | -16.3 | -20.0 | -22.7 | 26.0 | -29.0 | -31.9 | -34.9 | -37.5
100 - | 88 [-152|-21.8 | -21.8 | -24.7 | -28.0 | -30.6 | -33.7 | -36.5
98 | -16.2 | -19.7 | -22.8 | -25.7 | -29.0 | -31.6 | -34.7 | -37.5
112 - | 88 |[-152|-218 | -21.8 | 247 | 280 | -30.6 | -33.7 | -36.5
98 | 162 | -19.7 | -22.8 | 257 | -29.0 | -31.6 | -34.7 | -37.5

ver. 1.1

R Stability optimized (stronger) FEC

164 RAy3 Microwave Link — © RACOM s.r.o.



Technical parameters

9.2.4. Frequency tables

Tab. 9.8: Frequency tables 17

RAy3-17 Frequency tables

name description
rcinfo17_ISM200_default |{17.100 - 17.300 GHz ‘default table

The microwave link contains one or more frequency tables (called rcinfo), see menu Radio adaptation.
Tables are labeled in format <name:version>, e.g.: rcinfo17_ISM200_default:15

© RACOM s.r.o. — RAy3 Microwave Link 165



Technical parameters

9.3. RAy3-24 parameters

9.3.1. Upper/Lower Limits

Tab. 9.9: Frequency limits -24

9.3.2. Radio parameters

Tab. 9.10: Radio parameters -24, BER = 10°®

RAy3-24 Band Range [GHZ]
Unit L Unit U
min 24.004 24.004
max 24.246 24.246
ver. 1.0

Table cells contain values:

ver. 1.1

User Bit Rate [Mbps]
RSS (Received Signal Strength) [dBm]

MSE (Mean Square Error) [dB]

Bit Rate for the selected modulation and bandwidth

Minimum required RSS (Receiver Threshold,
Rx Sensitivity)

Maximum required MSE (the inverse to often
used value SNR)

The full-size table is located on the next page.

") Stability optimized (stronger) FEC
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RAy3-24 Radio parameters — Bit Rate [Mbps] / RSS [dBm] / MSE [dB] ver. 1.1
Band Modulation
width  "opsk[aPsk| 16 | 32 | 64 | 128 | 256 | 512 | 1024 | 2048 | 4096
MHz _81) QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM | QAM
3.5 2.7 5.0 9.5 11 15 17 19 21 23

-99.0 | -945 | -88.5 | -85.0 | -82.0 | -79.0 | -76.0 | -73.0 | -69.5
-6.1 90 | -152 | -184 | -216 | -24.9 | -28.0 | -31.0 | -34.6
5 3.8 7.1 14 16 21 25 28 31 33
-97.5 | -93.0 | -87.5 | -84.0 | -81.0 | -78.0 | -75.0 | -72.0 | -69.0
-6.5 | -90 | -15.1 | -18.0 | -21.3 | -24.6 | -27.6 | -30.7 | -34.3
7 5.8 10 20 24 31 37 42 47 52 57
-95.5 | -92.0 | -86.5 | -83.0 | -80.0 | -77.0 | -74.0 | -71.0 | -67.0 | -63.0
-6.2 | -85 | 144 | -17.7 | -209 | -24.2 | -27.5 | -30.3 | -34.6 | -38.2
10 7.9 14 27 33 42 50 57 64 71 78
-93.5 | -90.5 | -85.0 | -81.5 | -785 | -756.5 | -72.5 | -69.5 | -66.0 | -62.5
-70 | -85 | -144 | 174 | -20.5 | -23.8 | -26.9 | -29.7 | -33.6 | -37.0
14 12 22 41 50 65 77 88 98 109 119 128
-92.0 | -89.0 | -83.5 | -80.0 | -77.0 | -74.0 | -71.0 | -68.0 | -65.0 | -61.5 | -57.5
-66 | -87 | -143 | -17.4 | -206 | -23.6 | -26.7 | -29.6 | -33.3 | -36.5 | -40.2
20 17 32 60 72 94 111 127 142 158 171 185
-91.5 | -87.5 | -82.0 | -785 | -76.5 | -72.5 | -69.5 | -66.5 | -63.5 | -60.5 | -57.0
-6.1 -8.7 | -142 | 173 | -20.2 | -23.5 | -26.5 | -29.3 | -32.6 | -35.4 | -39.1
28 24 38 81 105 132 157 181 202 227 | 249 | 269
-91.0 | -88.0 | -81.5 | -77.0 | -740 | -71.0 | -68.0 | -65.0 | -62.0 | -59.0 | -56.0
-58 | -72 | 135 | -17.2 | -20.1 | -23.3 | -26.2 | -29.2 | -32.7 | -35.5 | -38.7
40 34 54 113 148 185 | 220 253 | 283 318 348 377
-89.0 | -86.0 | -79.5 | -76.5 | -72.5 | -69.5 | -66.5 | -63.5 | -60.5 | -57.5 | -54.5
-58 | -73 | 136 | -17.3 | -20.1 | -23.3 | -26.1 | -29.0 | -32.4 | -35.2 | -38.1
56 49 81 169 | 213 | 268 319 366 | 414 | 459 501 540
-88.0 | -84.5 | -77.5 | -73.5 | -70.5 | -67.5 | -64.5 | -61.5 | -58.5 | -65.5 | -62.5
55 | -73 | 139 | 174 | -20.2 | -23.4 | -26.5 | -29.3 | -32.3 | -35.0 | -38.2
80 69 115 240 303 381 454 521 589 | 653 713
-86.5 | -83.0 | -76.0 | -72.0 | -69.0 | -66.0 | -63.0 | -60.0 | -57.0 | -54.0
55 | -73 | 138 | -17.5 | -20.2 | -23.5 | -26.5 | -29.4 | -324 | -35.0
100 87 145 | 299 381 479 569 | 653 736 820 895
-856.5 | -82.0 | -75.0 | -71.0 | -68.0 | -65.0 | -62.0 | -59.0 | -56.0 | -53.0
56 | -74 | -13.7 | -17.2 | -20.3 | -23.3 | -26.3 | -29.0 | -32.2 | -34.9
112 97 162 334 | 426 537 637 731 824 918 | 1002
-85.0 | -81.5 | -74.5 | -70.5 | -67.5 | -64.5 | -61.5 | -58.5 | -55.5 | -52.5
55 | -73 | -13.7 | -17.2 | -20.3 | -23.2 | -26.,5 | -29.1 | -32.2 | -35.0
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9.3.3. ACM switching

Tab. 9.11: ACM switching -24 according to MSE state

RAy3-24 MSE degrade [dB] / MSE improve [dB]
Band Modulation
width  Fopsk| aPsk|  16] 32| 64| 128] 256] 512 1024 2048 4096
MHz s QAM| QAM| QAM| QAM| QAM| QAM| QAM| QAM| QAM
3.5 —-| 105 -16.7] -23.1] 23.1| -26.4| 295 -32.5| -36.1
1.5 -17.7| -20.9| -24.1| -27.4| -30.5| -33.5| -37.1 -
5 | -105| -16.6] -22.8] -22.8] -26.1] -29.1| -32.2] -35.8
1.5 -17.6| -205| -23.8| -27.1| -30.1| -33.2| -36.8 -
7 —-| -10.0] -15.9] -22.4| -224| 257 -29.0| -31.8] -36.1] -39.7
-11.0| -16.9| -20.2| -23.4| -26.7| -30.0| -32.8| -37.1| -40.7 -
10 —| -10.0] -15.9] 22.0[ -22.0] -25.3] -28.4| -31.2] -35.1] -385
-11.0| -16.9| -19.9| -23.0| -26.3| -29.4| -32.2| -36.1| -39.5 -
14 | -102| -15.8] -22.1] 221 -25.1] -28.2| -31.1] -34.8] -38.0] -41.7
11.2| -16.8| -19.9| -23.1| -26.1| -29.2| -32.1| -358| -39.0| -42.7 -
20 ~-| 02| -15.7] 217 21.7] 250 -28.0] -30.8] -34.1| -36.9| -40.6
11.2| -16.7| -19.8| -22.7| -26.0| -29.0| -31.8| -35.1| -37.9| -41.6 -
28 | 87| -15.0] -216] 216| 248 27.7| -30.6| -34.2] -37.0] -402
97| -16.0| -19.8| -22.6| -25.8| -28.7| -31.6| -352| -38.2| -41.2 -
40 | 88| -15.1] -216] 216 -24.8] -27.6| -30.5| -33.9| -36.7| -39.6
98| -16.1| -19.8| -22.6| -25.8| -28.6| -31.5 -34.9| -37.7| -40.6 -
56 | -8.8| -154| -21.7] -21.7| 249 -28.0| -30.8] -33.8] -36.5| -39.7
98| -16.4| -19.9| -22.7| -25.9| -29.0| -31.8| -34.8| -37.5| -40.7 -
80 | 88| -15.3] -21.7] -21.7| -25.0] -28.0] -30.9] -33.9] -36.5
9.8 -16.3| -20.0| -22.7| -26.0| -29.0| -31.9| -34.9| -37.5 -
100 | 88| -152] -21.8] -21.8] -24.7| -28.0| -30.6] -33.7| -36.5
98| -16.2| -19.7| -22.8| -25.7| -29.0| -31.6| -34.7| -37.5 -
112 | 88| -152] 218/ -21.8] 247 -28.0| -30.6] -33.7| -365
98| -16.2| -19.7| -22.8| -25.7| -29.0| -31.6| -34.7| -37.5 -

ver. 1.1

R Stability optimized (stronger) FEC
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9.3.4. Frequency tables

Tab. 9.12: Frequency tables 24

RAy3-24 Frequency tables

name description
rcinfo24 ISM250_default |24.000 - 24.250 GHz default table
rcinfo24 _ISM250_-9dBm 24.000 - 24.250 GHz limited RF power
rcinfo24 ISM250 -15dBm |24.000 - 24.250 GHz limited RF power
rcinfo24_ISM200 24.050 - 24.250 GHz
rcinfo24_ISM150 24.000 - 24.150 GHz

The microwave link contains one or more frequency tables (called rcinfo), see menu Radio adaptation.
Tables are labeled in format <name:version>, e.g.: rcinfo24 |ISM250_default:15

© RACOM s.r.o. — RAy3 Microwave Link 169



Safety, environment, licensing

10. Safety, environment, licensing

10.1. Regulations

RAy3 microwave links must be used in accordance with rules issued by the Telecommunications Au-
thority for the area the device is operating in.

RAy3 microwave links must comply with the maximum permitted radiated power (EIRP) in accordance
with conditions of the given country.

A

Important
For US:

This device complies with part 15 of the FCC Rules. Operation is subject to the following two
conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference received, including interference that may cause
undesired operation of the device.

Changes or modifications not expressly approved by the party responsible for compliance
could void the user's authority to operate the equipment.

For Canada:

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation,
Science and Economic Development Canada’s licence-exempt RSS(s). Operation is subject
to the following two conditions:

1. This device may not cause harmful interference.
2. This device must accept any interference, including interference that may cause undesired
operation of the device.

L'émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux
CNR d’Innovation, Sciences et Développement économique Canada applicables aux appareils
radio exempts de licence. L'exploitation est autorisée aux deux conditions suivantes :

1. L'appareil ne doit pas produire de brouillage;
2. L’appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.
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10.2. Safety distance

are in the Minimum Safety Distance tables below, calculated for different antennas and

((‘.’)) Safety distances with respect to the US health limits of the electromagnetic field intensity
l RAy power levels.

RF Exposure

Tab. 10.1: Minimum Safety Distance 24 GHz

RAy3-24 24.000 — 24.250 GHz +10 dBm RF power

Parabolic Distance where the FCC limits is met for

Antenna code a.ntenna Gaip General Population / Occupational /
diameter [dBi] |Uncontrolled Exposure| Controlled Exposure
[m] [cm] [cm]
ANT-LEAX-RAy-300-24 20.3 37.0 20 30
ANT-JRMB-400-24R 2 0.4 36.8
ANT-LEAX-RAy-600-24 2 0.6 42.4 190 60
ANT-JRMB-680-24R 2 0.7 41.7
ANT-LEAX-RAy-900-24 0.9 45.7 180 80
ANT-JRMB-900-24R 2 0.9 44.0
ANT-LEAX-RAy-1200-24 1.2 48.4 240 110
ANT-JRMB-1200-24R 1.2 46.6
ver. 1.0

10.3. Professional installation

RAy units are only intended for installation by professionally trained people and in locations not access-
ible to the public. Installation and servicing must be carried out by personnel with appropriate technical
training and knowledge of potential hazards.

RAy units shall be installed according to local Electrical Safety Codes. Each person participating on
the installation has to respect all local standards and regulations for personal security and electromag-
netic protection for everybody on the site. We also recommend to consult each site situation with local
experts to ensure both the people and installed equipment are safe, the grounding and other protection
are chosen reasonably for the actual site conditions. Trained staff must check that all parts recommended
by experts regarding grounding and overvoltage protection of sensitive components or infrastructures
are perfectly installed, so they effectively protect the equipment against typical situations.

It is the responsibility of the installer to ensure that all building and safety codes are met and that the
installation is fully completed and equipment properly secured.
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10.4. RoHS and WEEE compliance

RoHS

compliant

WEEE

compliant

Battery Disposal

This product is fully compliant with the European Parlament's 2011/65/EU RoHS
(Restriction of Certain Hazardous Substances in Electrical and Electronic
Equipment), as amended by Directive (EU) 2015/863, and Directive 2012/19/EU
WEEE (Waste Electrical and Electronic Equipment) environmental directives.

Disposed equipment must be collected separately, and disposed of properly.
In any case it may not be put aside as unsorted municipal waste. Equipment
has to be returned to supplier or producer (RACOM) or placed to a designated
collection point ensuring proper recycling and recovery of waste in an environ-
mentally safe manner using processes that comply with the WEEE Directive.

RACOM products and accessories may contain a battery. Batteries must be
disposed of properly, and may not be put aside as unsorted municipal waste.
For proper recycling, return the product or its battery to your supplier or place
it to a designated collection point.
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10.4.1. RoHS and WEEE Declaration of Conformity

£ RACOM

wWww.racom.eu

EU DECLARATION OF CONFORMITY

Equipmant RipEX, RipEX2 |
RAy2, RAy3
MIDGE, MIDGE2
M Roca, MDooo:

Manufacturer RACOM s.r.o.

Mirova 1283, 592 31 Nove Mesto na Morave, Czech Republic

This daclaration of confomity is issued under the sole responsibility of the manufactuner.

The equipment described above is in conformity with the Directive 2011
Parliament a of the Coundll on the restric of the use of certain
by Diractive (EL) 201
tha European Parliament and of the Councdil on waste electrical and ele

S/EU of the European
substa in ele
Directive 2012M9/EU of

> equipmeant (WEEE).

and alectn equipment (RoHS), as amar

RoHS Applicable Exemption: T(b)

Compliance has been verified via intemal design controls, supplier dedarations and/or analytical test
data.

Signed for and on behalf of the manufacturer.

Nove Mesto na Morave, 117 July 2019 ,"?f/
Jiri Hruska, CEOQ 7 A ﬁj?
v

RACOM s.ro. | Mirowa 1283 | 582 31 Nove Mesto na Morave | Czech Republic
Tel.: +420 T22 937 522 | E-mail: racomi@racom. eu

ver. 1.0

Fig. 10.1: RoHS and WEEE Declaration of Conformity
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10.5. RACOM Open Software License

Version 1.0, November 2009
Copyright (c) 2019, RACOM s.r.0., Mirova 1283, Nové Mésto na Moraveé, 592 31

Everyone can copy and spread word-for-word copies of this license, but no changes are permitted.

The program (binary version) is freely available on https://www.racom.eu. This product contains open
source or other software originating from third parties subject to GNU General Public License (GPL),
GNU Library / Lesser General Public License (LGPL) and / or further author licences, declarations of
responsibility, exclusion and notifications. Exact terms of GPL, LGPL and some further licences are
mentioned in the source code packets (typically the files COPYING or LICENSE). You can obtain ap-
plicable machine-readable copies of source code of this software under GPL or LGPL licences on ht-
tps://lwww.racom.eu. This product also includes software developed by the University of California,
Berkeley and its contributors.

10.6. Warranty

RACOM supplied parts or equipment ("equipment") are covered under warranty for inherently faulty
parts and workmanship for a warranty period as stated in the delivery documentation from the date of
dispatch to the customer. The warranty does not cover custom modifications to software. During the
warranty period RACOM shall, on its option, fit, repair or replace ("service") faulty equipment, always
provided that malfunction has occurred during normal use, not due to improper use, whether deliberate
or accidental, such as attempted repair or modification by any unauthorised person; nor due to the
action of abnormal or extreme environmental conditions such as overvoltage, liquid immersion or
lightning strike.

Any equipment subject to repair under warranty must be returned by prepaid freight to RACOM direct.
The serviced equipment shall be returned by RACOM to the customer by prepaid freight. If circumstances
do not permit the equipment to be returned to RACOM, then the customer is liable and agrees to reim-
burse RACOM for expenses incurred by RACOM during servicing the equipment on site. When
equipment does not qualify for servicing under warranty, RACOM shall charge the customer and be
reimbursed for costs incurred for parts and labour at prevailing rates.

This warranty agreement represents the full extent of the warranty cover provided by RACOM to the
customer, as an agreement freely entered into by both parties.

RACOM warrants the equipment to function as described, without guaranteeing it as befitting customer
intent or purpose. Under no circumstances shall RACOM's liability extend beyond the above, nor shall
RACOM, its principals, servants or agents be liable for any consequential loss or damage caused directly
or indirectly through the use, misuse, function or malfunction of the equipment, always subject to such
statutory protection as may explicitly and unavoidably apply hereto.

Liability for defects does not apply to any product that has been used in a manner that conflicts with
the instructions contained in this operator manual, if the case in which the radio modem is packed has
been opened, or if the equipment has been tampered with.
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10.7. Declarations of Conformity

10.7.1. RED Declarations of Conformity

£ RACOM

www.racom.eu

EU DECLARATION OF CONFORMITY

-

Radio equipment type RAy3-17 Radio SW version
1.0.2

Manufacturer RACOM s.r.o0.
Mirova 1283, 592 31 Nove Mesto na Morave, Czech Republic

N

This declaration of conformity is issued under the sole responsibility of the manufacturer.

The radio equipment described above is in conformity with the Directive 2014/53/EU of the European
Parliament and of the Council on the harmonisation of the laws of the Member States relating to the
making available on the market of radio equipment and repealing Directive 1999/5/EC.

Harmonised standards used for demonstration of conformity:

Spectrum EN 300 440 vV2.2.1
EMC EN 301 489-1 vV2.1.1

EN 301 489-3 V1.6.1

EN 301 489-4 V3.1.1
Safety EN 62368-1:2014+A1:2017

Signed for and on behalf of the manufacturer:

Nove Mesto na Morave, 15" of August 2019 - /
Jiri Hruska, CEO / %?

RACOM s.r.o. | Mirova 1283 | 592 31 Nove Mesto na Morave | Czech Republic

Tel.: +420 722 937 522 | E-mail: racom@racom.eu

ver. 1.0

Fig. 10.2:

RED Declaration of Conformity for RAy3-17
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£ RACOM

www.racom.eu

EU DECLARATION OF CONFORMITY

( M
Radio equipment type RAy3-24 Radio SW version

1.0.2

Manufacturer RACOM s.r.o.
Mirova 1283, 592 31 Nove Mesto na Morave, Czech Republic

This declaration of conformity is issued under the sole responsibility of the manufacturer.

The radio equipment described above is in conformity with the Directive 2014/53/EU of the European
Parliament and of the Council on the harmonisation of the laws of the Member States relating to the
making available on the market of radio equipment and repealing Directive 1999/5/EC.

Harmonised standards used for demonstration of conformity:

Spectrum EN 300 440 vV2.2.1
EMC EN 301 489-1V2.1.1

EN 301 489-3V1.6.1

EN 301 489-4 V3.1.1
Safety EN 62368-1:2014+A1:2017

Signed for and on behalf of the manufacturer:

Nove Mesto na Morave, 26" of October 2018 - /
Jiri Hruska, CEO / ﬁj?

RACOM s.r.o. | Mirova 1283 | 592 31 Nove Mesto na Morave | Czech Republic

Tel.: +420 565 659 511 | Fax: +420 565 659 512 | E-mail: racom@racom.eu

ver. 1.0

Fig. 10.3: RED Declaration of Conformity for RAy3-24
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10.7.2. Simplified declaration

Simplified EU declaration of conformity

BG

ES

CS

DA

DE

ET

EL

EN

FR

HR

LV
LT
HU

MT

NL

PL

PT

C Hactoswoto RACOM s.ro. geknapupa, 4e To3n Tun pagunocbopbxeHne RAy3 e B
cboTBeTcTBUE ¢ [upektnea 2014/53/EC.

Por la presente, RACOM s.r.o. declara que el tipo de equipo radioeléctrico RAy3 es conforme
con la Directiva 2014/53/UE.

Timto RACOM s.r.o0. prohlasuje, ze typ RAy3 radiového zafizeni RAy3 je v souladu se smérnici
2014/53/EU.

Hermed erkleerer RACOM s.r.0., at radioudstyrstypen RAy3 er i overensstemmelse med
direktiv 2014/53/EU.

Hiermit erklart RACOM s.r.0., dass der Funkanlagentyp RAy3 der Richtlinie 2014/53/EU
entspricht.

Kaesolevaga deklareerib RACOM s.r.o0., et kdesolev raadioseadme tlilp RAy3 vastab direktiivi
2014/53/EL nbuetele.

Me tnv TTapouca o/n RACOM s.r.0., dnAwvel 611 0 padioeEotTAiIoudg RAy3 TAnpoi Tnv odnyia
2014/53/EE.

Hereby, RACOM s.r.0. declares that the radio equipment type RAy3 is in compliance with
Directive 2014/53/EU.

Le soussigné, RACOM s.r.0., déclare que I'équipement radioélectrique du type RAy3 est
conforme a la directive 2014/53/UE.

RACOM s.r.o. ovime izjavljuje da je radijska oprema tipa RAy3 u skladu s Direktivom
2014/53/EU.

Il fabbricante, RACOM s.r.0., dichiara che il tipo di apparecchiatura radio RAy3 & conforme
alla direttiva 2014/53/UE.

Ar S0 RACOM s.r.0. deklaré, ka radioiekarta RAy3 atbilst Direktivai 2014/53/ES.
AS, RACOM s.r.0., patvirtinu, kad radijo jrenginiy tipas RAy3 atitinka Direktyvg 2014/53/ES.

RACOM s.r.o. igazolja, hogy a RAy3 tipusu radidberendezés megfelel a 2014/53/EU
iranyelvnek.

B'dan, RACOM s.r.0., niddikjara li dan it-tip ta' taghmir tar-radju RAy3 huwa konformi mad-
Direttiva 2014/53/UE.

Hierbij verklaar ik, RACOM s.r.0., dat het type radioapparatuur RAy3 conform is met Richtlijn
2014/53/EU.

RACOM s.r.o. niniejszym o$wiadcza, ze typ urzadzenia radiowego RAy3 jest zgodny z
dyrektywg 2014/53/UE.

O(a) abaixo assinado(a) RACOM s.r.0. declara que o presente tipo de equipamento de radio
RAy3 esta em conformidade com a Diretiva 2014/53/UE.
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RO Prin prezenta, RACOM s.r.0. declara ca tipul de echipamente radio RAy3 este in conformitate
cu Directiva 2014/53/UE.

SK RACOM s.r.o. tymto vyhlasuje, Ze radiové zariadenie typu RAy3 je v sulade so smernicou
2014/53/EU.

SL RACOM s.r.0. potrjuje, da je tip radijske opreme RAy3 skladen z Direktivo 2014/53/EU.

Fl RACOM s.r.0. vakuuttaa, etta radiolaitetyyppi RAy3 on direktiivin 2014/53/EU mukainen.
SV Harmed férsakrar RACOM s.r.0. att denna typ av radioutrustning RAy3 éverensstammer med
direktiv 2014/53/EU.
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10.8. FCC and IC authorization

FCC (US) compliance

RAy3-24 complies with CFR 47 part 15.

Code FCC part

FCCID

RAy3-24 15

SQT-RAY3-24

IC / ISED (Canada) compliance

RAy3-24 complies with ISED Canada RSS-210 Issue 9.

Code IC specification

IC Certif. No.

RAy3-24 RSS-210 Issue 9

24993-RAY324
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10.9. Country of Origin Declaration

£ RACOM

www.racom.eu

To whom it may concern

Country of Origin Declaration

( )
Producer: RACOM s.r.o.
Address: Mirova 1283, 592 31 Nove Mesto na Morave, Czech Republic
VAT No: CZ46343423
- J
4 N

We, the manufacturer, hereby declare that Country of Origin of the RAy microwave links
and its accessories is the Czech Republic, EU.

Part Number Description
RAy3-24 Unit RAy3-24, 2x Gb Eth

Nove Mesto na Morave, 26 of October 2018

-
Jiri Hruska, CEO /}Z/M

RACOM s.r.o. | Mirova 1283 | 592 31 Nove Mesto na Morave | Czech Republic

Tel.: +420 565 659 511 | E-mail: racom@racom.eu

ver. 1.0

Fig. 10.4: Country of Origin Declaration
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Appendix A. SSH key generation

Linux

Use “ssh-keygen” command.

Windows

Use "PUTTYGEN.EXE" software, which is typically located in the c:\Program Files\putty\ directory and
apply the "Generate" button.

To use CLI (Command Line Interface) access the unit with a PuTTY client. Access is protected by a
key. The key can be in Linux format and it begins:

orin PuTTY format which begins:

PuTTY-User-Key-File-2: ssh-dss

To convert the Linux format to PuTTY do the following:

In c:\Program Files\putty\ directory run PUTTYGEN.EXE

iz PuTTY Key Generator
File Key Conversions Help
Key
No key.

Actions

(Generate a public/private key pair

Load an existing private key file

Save the generated key

Parameters

Type of key to generate:

() 55H1 (RSA) (¥) 55H2 BSA () S5H2 DSA
MNumber of bits in 3 generated key: 1024

Click on “Load” and choose the Linux private key.

In the next window type your password into the "Key passphrase" and "Confirm passphrase" fields.
After that click "Save private key". Choose location and save the key.
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SSH key generation

PuTTY access with key

In PUTTY menu fill in the address, e.g. root?@192.168.169.169 and the name of the link, e.g. RAy
17 RACOM.

X PuTTY Configuration

Category:
= Basic options for your PuTTY session
Logaing Specify your connection by host name or [P address
=) Terminal
Keyboard Host Name (or IP address) Port
|root@192.168.169.163 |22 |
Bell
Features Protocal:
= Window ) Raw O Telnet (O Rlogn (3 55H
Appea!ance Load, save or delete a stored session
Behaviour
Translation Saved Sessions
Selection |RAY 10G Racom |
Colours Default Settings Load
[=- Connection RAY 10G Racom
Prosey Save
e
=- S5H
Auth
R Close window on exit:
Bugs O BMways (O MNever (8 Only on clean exit
[ About ] l Help l I COpen l [ Cancel l

Go to "Connection / SSH / Auth" in the left column and locate the key C:\downloads\ray.ppk

& PUuTTY Configuration
Cateqany:
= Session Options controling S5H authentication
o I..oglging Authentication methods
Emé;:bna » [] Attempt TIS or CryptoCard auth (SSH1)
Bell Aftempt "keyboard-interactive” auth (S5H2)
Vi geatures Authertication parameters
2y Inﬁz\:ealance ] Allow agert forwarding
Behaviour ] Mllow attempted changes of usemame in S5H2
Translation Private key file for authentication:
Selection |C:"—-1:|0wn|oads"—my.ppk | [ Browse...
Colours
= Connection
Promgy
Telnet
Rlogin
B-55H
Tunnels
Bugs
[ About ] [ Help ] [ Open ] [ Cancel ]

Go back to "Session" and Save the configuration.

To connect select the name of the connection and click Open. PuTTY asks for password created during

key conversion.
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HTTPS certificate

Appendix B. HTTPS certificate

When switching from older versions of the firmware the access certificate for HTTPS is changed. New
web browser configuration must take place in order to remove the link between the microwave link
management IP address and the previous HTTPS certificate.

Mozilla Firefox how-to:

1.

HTTPS certificate

Remove management IP address from the list: Tools - Options - Advanced - Encryption
- View Certificates - Servers

Another possibility: remove certificate RACOM “RAy” or RACOM “RACOM's product” from the list:
Tools - Options - Advanced - Encryption - View Certificates — Authorities

Upon the new RAy unit connection following message appear: “This Connection is Untrusted”.
If you are sure that there is no security risk, choose: “I Understand the Risks”.
The next step is “Add Exception...”

Finally, you have to “Confirm Security Exception”. If the Apply button is not active, it is necessary
to perform step No. 1/ and restart web browser.

Internet Explorer may give following message “There is a problem with this website's security certificate”.
Choose “Continue to this website (not recommended)”. The address line gives you status information
“Certificate Error”. This inconvenience is caused by impossibility to create security certificate valid for
list of user selected IP addresses.
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Unit block diagrams

Appendix C. Unit block diagrams

Unit overview

Eth1
Eth2 SWITCH | 2 5 Gbps
1 Gbps
1 Gbps
USB CPU

Fig. C.1: Block diagram of the unit

LoPri

Radio
Modem

HiPri
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Quick guide, 7

R
RAy Tools, 152
rcinfo, 129
restart
button, 21
menu, 130
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S
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setup parameters, 79
SFP module, 39
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T
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Revision History

Revision History

Revision 1.0 2018-10-04
First issue
Revision 1.1 2019-04-15

RAy3-17 data - preliminary
RAy3 HW variants introduced

Revision 1.2 2019-05-20
Extended Chapter 5, Configuration (to reflex FW development)

Revision 1.3 2019-07-23
Updated Legal Notice, Section 1.6, “Sizes, packaging and labeling”, Section 1.7, “Ordering
codes” and Section 10.8, “FCC and IC authorization” (RAY3-24 FCC for US and IC for
Canada compliance)
Extended Chapter 5, Configuration (to reflex FW development)

Revision 1.4 2019-09-06
Updated Accessories
Extended Chapter 5, Configuration (to reflex FW development)
Declaration of conformity RAy3-17

Revision 1.5 2019-11-11
New items in Accessories (marked by ™)
Improved description of some items (accepted polarities of POE and power supply,
FlowControl parameters in Eth switch, chapter Trubleshooting).
Final parameters for RAy3-17
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